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BHU EHN. _ MARBERES 
O Scuness 5 CIFS, SMB, NFS, iSCSI, iSER & iSNS Rl287FfRBRS 3. 

See Ul msm, | || @8P1R 
RRM SREAHLA. 

| SOSBESS 
BP, RERBAALERBNSPEE. 

| Infiniband 3#9 

RRS RBAUAAR RDMA InfiniBand A] iWARO s44B9R) 

TEER. 

_) Java BR 

STIS WAR Linux RE RASA ES Java SH. 

| KDE 
KDE Plasma Workspaces #—7 BE OUSMBRERARPR 

A, RVARHR. SH. AKA URSHHSHRS 

1-23 jAHERRE 

G6) 12/8] RHEL 7.4 ARBRE ERI, FG “MAES” EUG, KH SEALY” KE 

7 RHEL7-1, *#Je aA EAA “Sea” FRE, ON 1-24 Bra. 

LS 



IZSARS BSISe. ACR Sete Linux hy © 3 hh) 

mestE M4 (_N) 
FerR(D) 

RED HAT ENTERPRISE LINUX 7.4 223% 

+h Fcn PREN ! 

Z LAA DH (ens32) 
=? BWA i 

inal Corporation 2254SEM Gyabe Ethernet Contre ( 

MYT tir 00:00:29:39:02:5F 

EM 1000 Mb/s 

; Be(O).. 

AZ (H) [mera] ura) AEM: chel-1 

1-24 Aces EMA 

© i&/| RHEL 7.4 ARAZREAM, Fa “SOR” wa, Ba “RRA Bok” 

Bieri, Aa eaA LA “som” fee, Nl 1-25 Bran. 

RED HAT ENTERPRISE LINUX 7.4 223% 

Rae 

ERBEAPRLAAANILE. MERRY ARE RAMA Bigs ite. 

Rib ER 

20 GiB 

VMware, VMware Virtual S 

sda / 20GiB 2A 

ARNT AEE LE REE EBT TERE. 

SABES & TARR 

ES} 

RUN (A)... 
RIAL AEE SOE TEE IRE 

REFRAM 

rd 
Baa K(U). |e) REE 

Fee Ses | SERIF)... Bit 1 TRE: BH 20GiR; 20GB 2 BFR) 

1-25 ind “BACK” 

@D FRURAC ET EK . WERE EK OVE OR EE BIL EB op, BE EB OP EB 

AA CIE. TEX ZA, CRIS, Ll 40GB MEAP, AUF AKI 

e /boot 4X K/)N 300MB. 

@ swap XA) AN 4GB. 

© KK A 10GB. 

e /usr 2K K/A 8GB. 

e /home 4K KA 8GB. 

14 



S05 #E5Mix Linux ks 

e@ /var IX K/)A 8GB. 

e /tmp XK) 11GB. 

PB aE ART KER 

step]: #4 boot 4K Aaa Xx ). 7E “BERR MEAL Bp 7 8” Pe “bite 

THK”. Baa “+” FRG, FTP MSDS” XEHE, SIPS 1-26 PAN. BERR EER “/boot” 

(thay WE Ret AEB), BA Cari Ny 300MB, SAR Pa “SIERO” HEE. PERI 
1-27 PRANAB Pe ERR “exta”, FRUOCHEAGZE xfs te Al, 

© AMAA 
& FAQMBEASE 
AASAE AMAA. 

| #8AF): boot 

KBAR): | 

RUC) ee ne 

1-26 jAHM/boot Ay 

Fane RED HAT ENTERPRISE LINUX 7.4 2238 

_ SRD) 

> #f Red Hat Enterprise Linux 7.4 2 sda 

FER AP): ie : 

/boot VMware, VMware Virtual S 

(sda) 
WAM): 

300 MiB HEML(M) 

Qe 4H 7) 

(ESR ~ mee) 

th FE (L) BRIN) ¢ 

1-27 iee/boot FERRARA 

$B: —CBirP ype, eR, VtRiE/home AP#UAR, AS ORAM LIM CEES | 

step2: fl MEACHRoT IX, Ha “+” FRE, BREACH IT XK , “OCPFABE” JEM VEPE “swap”, 

KY) Ri BAA AS PA By. a, TLR IV) 2GB, iA swap 7} 

DX Kite 4096MB ( 4GB ). 

MS 



2S ARS ie. Ae a eH! Linux hy (8 3 hh) 

itAA: 4+ Axe swap 4K? fa) Psat, swap MAERUA ADR, CRU Windows 44 

PageFile.sys RRR CM. Mee Hi HM MBLAGKEON, HAGE Fee Et 

ee RAAT AA AA AY. 

step3: FAIRE IA Ge Ahoy x BYE “7? ZF RK KA 10GB, “/usr” 4h XK) 8GB, 

“/home” 44 XK/)H 8GB, “/var” 4h XK/)A 8GB, “/Atmp” 4X A/)A 11GB. MUFARBEB 

RUSTE “ext4”, WAT KRIS A “PE Ke”. Be TERA 1-28 Stas. 

VMware, VMware Virtual S 

(sda) 

a tk /home 

tia RAM): 

sda7 ‘i Se 8192 MiB {E27...(M) 

far 7629 MiB 
sda6 

ee 

wee 
hveh 7629 MiB ™ 
ar mEAE x |) pm) 
/boot 300 MiB See wey | 

sdal 
| (v) | 

| 4 ~ | 

J 9536 MiB | | Weceudarnl bY Sar 
MRS eR er Un gl SS amd SF erent eerie eras 

swa 
x 

sdaB 3 medi TREE (L) | RFR) : 

SMBR(R) 

1-28 Faak 

FeAl Ee: 

© AWTS root FRSA A Re/dev. /etc. /sbin. /bin fe/lib, AABANH, GSA 

RAFTER, MB “/”, AABSBAZAR dev. /etc. /sbin, /bin Fe/libs +8 RY 

ALF, PRVAVA EJIL RSA FAC/AR A RE AE. 
@ mie eyey Rwy A Re/home. /usr. /var Fe/tmp, KT-RAPSEHHAM, AL4 

A RRPRA HR, Heke fe Samba IRAP, /home 1 RAVVAGRMAACM quota, £ 

sendmail JRA? , /var A RVR RBA ACAA quota. 

step4: Amr A EAM “Sen” FREH, Fit “Resco” PeEA Sc, MN 1-29 tan. 

Wass 

ENA EXER EN PSE, RESPIRA tRSHAMRAANER : 

ms we xe US BMA 
1 ASAT Unknown | sda [ 

2 BIRT. SRR (MSDOS) sda i 

3 Bi3I2E partition sdal 

4 GliFiZE partition sda2 

5 iE partition sda3 

6 G12 partition sda5 

7 BHT. ext4 sda5 Ivar 

8 BIR partition sda6 i 

9 fl#IRZ partition sda7 j 

10s BUSZIRE partition sda& 

a Slgetax xfs sda8 /usr 

12 BEERS TT ext 4 sda7 /tmp 

RAF ROAGELAR(C) A BAYA 

1-29 Sema KISH 

16 



f= SZ Mik Linux ARS zs 

lal ere EFT, AN 1-30 Brox, BA “FPR eee” HAUG BI SEE 

AbwePe “ROOT 2864”, Qo 1-31 Prax. 

RR ewe RED HAT ENTERPRISE LINUX 7.4 223% 

Eacn Fee ! 

NL anueyi( 1) IR (K) 
ey, EWE BR Ran Ris 

al BERK 
fata P XS (ALB) 

BREF 

22 3 Th (I) (Fi FR(S) 
ATOTT ## GUI PURE 

RR 

« E-e 318 1(8)) ss KDUMP 
\ impinge 4 =iae Gong BIS /§ Kdump 

a 80 = (NN) SECURITY POLICY 
& Riz No profile selected 

Ee RED HAT ENTERPRISE LINUX 7.4 2238 

ES cn Fee | 

APiZe 

ROOT #3 
: 

1A (u) 
7 Root HOR . *xe0@ranP 

Tis Sih 

H11-31 RHEL7.4 ARN 

@Q) WE root PH RAY. GRASSO SASS, UG 2 KA EBAY “SEAR” 

TELA FY LAA, SK) 1-32 Bran. eRe), CER ET, BEC TSR 

33, (AEA be Ae BELL: root HH Tt A) Pe AS ALA BS A, A FR NS Te AY AC 

RED HAT ENTERPRISE LINUX 7.4 

root KP AS BRS. J root APM Ae. 

Root HB (R) | | eeneeeee 

BRIA C) : [. ° me eeee 5 

1-32 iS root Sie mAyeAy 

dO Linux ABW ZAK 2 30~60 2h, CECE FE SERB A], Rese RWS 

PR “WR” FFE. 

Q) HRAZAKRAPI ASH eat ai, ot “LICENSE INFORMATION” 27, 40 

A] 1-33 Bran. 

17 



MIZE ARS AS! AS 5S SEM Linux hy (SB 3 fg) 

Ob esa | RED HAT ENTERPRISE LINUX SERVER 7.4 (MAIPO) 

Eaicn With ¢ 

ENSING 

LICENSE INFORMATION 

RIB LIF FY tek 

FB 

Subscription Manager => aHmENAZ) 
paver RRA MAEM. 

APB 

@ s#nrm 
ee KAHANE HP 

211-33 ARMA 

@ we “FIR” Bute, We oA EPA “SER” FAH. 

® ikea eA es a “SE” ETN 

HEU ALEX EFA AY RHEL 7.4 AAA LIK wn AFUE AS won A , 

AU 1-34 Stas, TELIA PEPER DUB (30), SRSA “TITBE” HEAEL 

ALi 

Do6po noxanosatp! 

21-34 ARABSixcs 

(5) FF ASC HE aE Tp Jey alg AT te EN “English ( Australian )”, “Ja ce “age” Fez 

A, 4 1-35 PAN. 

mA 

AN 
PEPER th ks Sha A Ah 

Dzongkha ys 

English (Australian) 4 WK 

211-35 ikBARAMAKRAY 

18 



SOS Fze5 Mix Linux ks 

fx HA KR] 1-36 PPRIRB ASK (EM, PE), OR aa “RIE” FRE. 

AT EX 

The time zone will be set automatically if your location can be found. You can also search for a city to set it yourself. 

| Q bit, Fis, FE a | 

1-36 IRE ASAYAT KX 

(2) °N RHEL 7.4 ABCC 2— PARA, UK ASA 8 yangyun, 2824 redhat, 

SR a “nde” fee, 0K) 1-37 Pra. 

RFE 
ls SE a BR MIZ ES o 

#3 (F) | yang yun ¥ | 

FAP (U)  yangyun | ¥ | ~ 

SERT OREN ER RHEE. 

1-37 iZBAIRIBAR 

TEA 1-38 Bran Aa Pea “FF ua Red Hat Enterprise Linux Server” #41, iF 

Al 1-39 Brae FAL. Bie, RHEL 7.4 ABsERM SBA LE, FAR Fy Lk 

Fl] Linux WISE SI. 

EERE I 

[am <| pene. »| 
A LFA Pe AONE RS SR eal 

Getting Started 

Browse the web Change the date, time and timezone Change the watipaper 

You're ready to go! Comect to ontne accounts Respond to messages Use the system search 
. 

Beam Use windows and workspaces Get onkne Launch appications 

FPRaI# AA Red Hat Enterprise Linux Server(S) — 
m GNOMF Heln 

1-38 AMMAR AA 1-39 ARNO A 

19 



IAS ARS ISH. ACS 5S SIe—Linux hy (3 kh) 

(41-3 BHA root PHRew 

Ana A4EA RASA RS SF, ARF Linux AZM eas FARA, 

Ae fn ULAR RA Se RS VE. Rae I ee — Ge Linux AZ, Ve7CwWAE 

AR AY RHEL 7.4 AB. WR, wet PEEVE. 

QD QA 1-40 Pras, JeveZs Xb a iin aE, Fe “FTI Aim” fit, PAIR CEST IF IY 

Lip fg A R Ar ee 

o 
5 SaIRES ore 

: 

RHEL-7.4 Server. £1%(A) 

(A {RRIF (K) 

Fe PRES EBSD) 

SMEs (B) 

1-40 FIFA Ai 

[root@localhost ~]# cat /etc/redhat-release 

Red Hat Enterprise Linux Server release 7.4 (Maipo) 

[root@localhost ~]# 

Q Av PRA “reboot”, AFA LAMAR O , we “Ba” fee, 

4 Linux AB EDL SIN, Fe PR PETE EY ec HEDEA A Sa Am, WN 1-41 

FITZ 

Use the ft and | keys to change the selection. 
Press ‘e’ to edit the selected item, or ‘c’ for a command prompt. 

1-41 AeA 

3) £4 Linuxl6 BROXTMRAIBIN “rd-break” BA, SURPER “Ctrl+ xX” AA RoRiz 

(MEPS ARE, GK 1-42 Bran. 

20 



= 25 Mix Linux MSH 
insmod ext2 
set root=*hd#,msdosi’ 
if { x$feature_platform_search_hint = xy 1; then 

search --no-floppy -—-fs-uuid —-set=root --hint-bios=hd@,msdosi --hin\ 
t-efi=hd@,msdosi —-hint-baremetal=ahci@,msdosi --hint="hd@,msdosi’ bda3addB-ds\ 
4d6-4b59-9d1e—bcab64156986 

else 

search --no-floppy --fs-uuid --set=root bda3SaddB-d4d6-4b59-9d1e—bcaB 
641586946 

fi 
linuxi6 “vmlinuz—3.14.6-693.e17.x86_64 root=/dev/mapper/rhel-root ro c\ 

rashkernel=auto rd. lym. t rd. lum. ly=rhel/swap rd. lum. ly=rhel/usr rhg\ 
b quiet LANG=zh_CN.UTF- ' 

initrdi6 “initram O° 0-693. e17.x86_64. img 

Press Ctri-x to start, Ctrl-c for a command prompt or Escape to 
discard edits and return to the menu. Pressing Tab lists 
possible conpletions. 

21-42 AREER NaHeAD 

4) KA 30sitin, HEARS AAR HURT ALL BARS, See AS BRVE SC 

Fe LAY WA (8 rts newredhat K-Sa¢ Linux AZ S. ASAT ATT BER GMAT 1-43 ra. 

$m: HltA passwd &, BAB ARF BAAD AY! 

Entering emergency mode. Exit the shell to continue. 

Type “journaletl” to view system logs. 
You might want to save “/run/initramfs/rdsosreport .txt" to a USB stick or /boot 
after mounting them and attach it to a bug report. 

witch_root:/7# mount -o remount,rw /“sysroot 

switch_root:/# chroot /sysroot 
ish-4.28 passud 
] 8 

passwd © Pee eee eR eee eee 

sh-4.28 touch /.autore label 

switch root: /# reboot 

211-43 2S Linux AZRAY root Bib away 

mount -o remount,rw /sysroot 

enroot /sysroot 

passwd 

touch </-autorelabel 

exit 

reboot 

ES 1-4 RPM ( ZR Se ss 

FE RPM ( 20 ARE Eat ZA, Bek CE Linux AAC PARKER ERS 

Wr shee, FRYE Linux ag! see lke IEA AME. FE Se DAYS, fl Ae 

EA HRS AE RS, er BIE A A PEPSI REAR, TALI 

TBE EC Re UE — IRS EE a oe 2 E ari ee HARMS e, bee eae iy 

AER. Ft, HUBUIRA PEAY , SAE. PEE ORR AR, TUR, 

aR. ATi. FrA Se ee BE ss EE ABE FC 

21 



SARS Ie. Ae a eH! Linux hk (8 3 bg) 

RPM ML iil te Ay Aye RE [MTA . RPM FA HR Windows ABE PALE il AL, HE 

TF ABE CPE, FRAT OR IFES A OTT ROMA. ABT RPM WACK 

ZI, ARCA A PREZ Bote Ae 1-2 AE HOS AY RPM 4x PAS. 

#2 1-2 MABRY RPM SRS 
ERIK LE AAS ARE rpm -ivh filename.rpm 

Fr BARE A fit SAR sh rpm -Uvh filename.rpm 

SIAR AK PY ai SA rpm -e filename.rpm 

AE Aa aS ek rpm -qpi filename.rpm 

BN RESORT EA fi SAR ch rpm -qpl filename.rpm 

PETA CES FS RPM Fira ch rpm -qf filename 

(ES 1-5 yum REECE 

ISA RPM HENS AE BH Ae a EAB A ORL AR, (Ania ee Bis EA A CR, 

A ET LR AE FY E-  EBA ORA , TERRE PR , ERA SE TA 

yum 4x BAER NT dE — 2B BER IER EE ee MEE EAS ARE MTP FAK 

RHEL Je4¢ 275 AREER yum IRS ARIA, SR Pe HO AE A RUS METALL, ORG 

(PAN tea ES POR Cheader ). PRERXLETE PPT i ae ER EAE SIZE, HE 

IN FEE BS RET TE AY Et AT LAU AAS (repository ). “4 FA mia PE ace ORY , FA 

fig EBL ES ZR ETA yum IRS aR Aas PGE Pe URS, PA eT A Ze I 

ASSL RPM Sita EAE AY BR PA Ee, TT UE 28 TA Te EE Bg ROR HEY 

AE. yum fee eal 1-44 ras. 

Bait BG IAS 
/path/repodata/4i| # 

IAS LSA 

SE BMAF Bl oe 
FTP/HTTP/S RY 

Linuxg Fig 

1-44 yum (@ AA ites 

SAP nF CRE TOR AY, yum Zein] Aae BE A, PAA TEAS HLA) 

/var/cache/yum "FP, “4 FN Pm St Er. ECS, ZS AA ASH LA -SASHLAY RPM BR Pe DEAF Le 

Be, OREM IK PAT ABIES. RE ROK yum SEA ASIRS 4S (yum server) Faerie 

AE, YA Sa aHiaet RPM WOLFF RR. ROME PEE, (ESSA ES ASE RPM. LAY 

yum fit Ue 1-3 AITAN 

Eo 



SOs Re SM Linux MS 

# 1-3 BOA yum iS 

cd ee 

yum repolist ali SH TA Be 

YUM) 1S €-y+ al. SI th Be Pa A A 

yum info 4ktFPH ewer EA ERP Aa 

yum install Sk(fH4Pr BARTEL 

yum reinstall K/FOA Ht EL 

yum update ER APL BK Ft BAK 

yum remove Fifa i PRET FL 

yum clean all Ya SRT A BPR BAE 

yum check-update ore FY EB a aR 

yum grouplist BAAS AAA ERP 

yum groupinstall (Fa ee 48 AE YP Le 

yum groupremove 4k/*#12H RS RT RE TE ZA 

yum groupinfo (+H 4 ifs xe WEF AA a 

{ES 1-6 systemd MRaLi#t 

Linux #27E RACH ITALW EEN: MA BIOS Fran, EA Boot Loader, JNAQAZAK, YAJa 

Aoi, RASA tte. Pee VEAN Linux ASW —Patte, Ei 

Sc Linux AB AARNE LE, AAP dete a a Pe, RHEL 7 ABO ARH 

S SUB H e ea tot FEARS System V init, IESIOK IT AY systemd MUA LPEFENRS . WN RIL 

ZA J ze RHEL 5 Bk RHEL 6 AZ, WHEAT. systemd HUME AH SIF RK 

JASNA, FPO SE FAD IN EEF 

RHEL 7 ABV systemd Haw HMR CAE—TREDK, AIR A S “ie 

AT BRM” MES, Linux ABA a BET Ke A VE, HCE EAS 

AACA IX. JAB ARGIRA SE, LEAP WA ee — TT 5c (Unit ), systemd 

FAA tn (target ) (C#F S System V init PistT AH AY BES, CPN AY XK i Ac PE a #e 1-4 

BAR o 

# 1-4 systemd 5 System V init AIK SIRE 

System V init i277 AHI) systemd Btn er te. 

: Pk 
: STE 
2 SAP 

SIRE 
ti 

RS 



ZS ARS AISE. ASS eee Linux hk (# 3 kM) 

QU RABE ASCERTAINED, DOA” Bisk, ay AE Ad In tr OF 

FA Pa Bist Ets SCE RE F)/etc/systemd/system/ A 3. 

[root@linuxprobe ~]# ln -sf /lib/systemd/system/multi-user.target /etc/systemd/ 

system/default.target 

7: RHEL 6 AZ PE service, chkconfig fil KS HARIRS , ME RHEL 7 KSt'P 

{HA systemctl 47K 7 PUR. 4 1-5 AIS 1-6 Ht RHEL 6 AK4C'F System V init AIO 4H 

RHEL 7 A24t'F systemetl AFSMIXTH, ate PAA HABE. 

# 1-5 systemctl BEBARSWiaw), Bla. (Fll, BR. SaVSSHAaS 

System V init #7 
am 4 

(RHEL 6 A% ) systemctl ai (RHEL 7 #2 ) ‘fe 

service foo start systemctl start foo.service AAR 

service foo restart systemctl restart foo.service | HJM 

service foo stop systemeth stop foo.service 15 [EHR 

service foo reload systemctl reload foo.service | MPAA CH AA IEMRF ) 

service foo status systemctl status foo.service | #AARGKA 

# 1-6 systemctl REARSAVAMktaa, SAS RAs PRSAMKSS BAS 

System V init 47> 
temctl #74 ( RHEL 7 #2 eee es systemctl a7 ( AR ) iE | 

ehkconfig sfoo7 on systemctl enable foo.service FILA SUA 

ehkconfig? £6oVoff iasystemctl disable ifoosservice FFALA A oa 

; systemctl is-enabled foo. , 2 . 

SYSteMCcuL ia-st-imat—i Les BAB TSG PAIRS WA SARA 
chkcomtagyiaH=Lust ae eeryce heme 

{£4 1-7 Jz shell 

PRVE ARSENAL Se ae a Pe LAE, WS GB ARTI 

BAZ A See ae GE, TM shell WES) FA A PRE AAS FE (Kernel ) [a] — 

MeO. 7S FH Linux RTE, AAC Ae EAE ede, {A2e shell Ihe 

— APSE HS Ty, PRTG AIRE 

Linux PHY shell CAPR AAS TT, TEX Phare oP, FPR AGES, PVE ASCHUT 

FRSA AR BL AE eae. 

1. (FR Linux AAA Aina 
SAFEHY Red Hat Enterprise Linux 7 P/F A Scab ARU OK A AV Ft AY GNOME ak 4% KDE #8 

VEAT sy, BERUHERA shell SHAE, BLM TE Windows 'PABERITI-—Tharo tr fa OO. BARA 

ADA “DRE” > “ASTI” > “Zeon” tS in Bl a BEA i 

PEP TE SIA, VePe “EZ om AFTIF ( Open Terminal )” “4 ), SHA 1-45 ras. WRB RA 

3, XTMINz “Applications” — “System Tools” — “Terminal”, FA PoE SCZ elapse 

24 



JA T ays mt ‘Soe jz 5 Min Linux ARS zs 

arti Ll! TEA alr to hos f name 34 
~ wre Rad 

8 | Application Installer 

et Boxes 

& Red Hat Access 

(3) Red Hat Subscription Manager 

| 7 Satellite EAH 

| RRA 

FSi Met 

1-45 ix FTF Bits 

PTW Lara, TTT Aa NaS AO, FERC HAY {AY Red Hat Enterprise 

Linux 7.4 SCHFAN ATA tO TTIES . 

2. (#FA shell #249 

GRC, BBP ATH er “8” “Sire, BA aoe TL “Ht” 
tig 

2 Feo 

[yangyun@localhost~]$_ ; ORAL “s” S25 

[yangyun@localhost~]$ su root ; WRB root Wks 

Password: > 

nae ry # AT STEN TPM “eSB 

. IRMA 

= ZX vig Fey A. “shutdown —P now”, Bar Fab EAA CNLERA © , HERE “SCHL” FAH, 

Ay LBW AZ. 

4. RES 
AN FEULES, NT RTA SUIT AILEAT 2 yangyun 

TV root FA. ZEKI 1-46 Fh, Pa “Not listed? 

(ABI )” FEL, Ja HA root FAR Rats, VW 

root SUPE BL. 1-46 HP ER 
5. RIVER SEIRAR : 

HE SITET: 2 RAG, —KBAVMYOKRBRAESORE, —LEST Sepke 

ll AGW AIASIKA. Peres SCFELZZLINP A, BDYTASPREB, MES TREL 

Bis See. REZ! (REA! 

tha 4 Pwo 
SHIP AL | 

AM AE CatAy 



I ZR ARS SIS. BS 5S Ste Linux he (# 3 kh) 

1.4 IBS: Linux ARFLRS5SBALCES 

. UeivsSs | 

SEU ATTA ARPA “ee SEAN: Linux PETE ASO” ZUR. 

2. hAasS= 

KUT AALE ARR S Windows 7/8 FRYERS, It RAL BaD 

Dei Oe Wl 1-47 Prax, BERS MEE RHEL 7/CentOS 7, IFRIEK [=] 
i) Windows 7/8 44H (i H . WH1-2 LIRA & 

3. INABA Je SAAC Linux $e - 

(ERG BE fe te Hy AEE RHEL 7/CentOS 7, FP RUEJROENY Windows 7/8 4]5 

Ay. MES 1-47 Be, 24 300GB, 424 C. D, E=74> RK. SFA, Lb 

ee HT EAP E Tr ee OE 2 EAS ESE ell C Hake D AE, MAIN E BEA Ae eS fia] HE ACE 

Linux. 

NPP BESSY) Linux PRE ARSC, Te OME TX, SP UAL 1-48 Aran. 

/ GEA) 

+4} (C: 100GB ) ae 
es 

+4} K (D: 100GB ) home boot usr 

+4} (CE: 100GB ) yh <= 
user | user2 user3 

1-47 Linux Z3ehBHI Xx 1-48 Linux HBAS XA 

TERA) HA 100GB, 2X AURA FE 

e /boot 7K K/)A 600MB. 

e swap 7X KAN 4GB. 

@ AX KIA 10GB. 

e /usr IX K/)HA 8GB. 

e /home 4X K/)WN 8GB. 

@ /var 4K K/)A 8GB. 

e /tmp 2X KA 6GB. 

© fie 55.4GB AAA 

4. RERS 

jake Py BAS LY PLB 

) UM AY SEAT WU ye 2 

z ) SPRATT A AZ ML? 

(3) BRAS HA, ME tee Ufa] Abe 2 

(4) B—-PASNHEUA HI BLK? AIA? 
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S08 Be 5Min Linux ks 

5. i— fis 

ARDEA BE Be LTA AE, RFI Se aE Ht hb — a, 

15 Hae 

—, HRs 
. GNU Wr EONU $ Not UNIX (Hell) 

2. ron id ie ea eae Adaere Ay aia OK. LH 1p P; 
3. POSIX # N4iS, HUAN SA Pee ZA Be, CE Se a 

SSA LEIP AS (IEEE) AAAI —U HE. 

4. “AWAY Linux FLAS FA Ay apy rs tpg eae i 

5... LAgux HORTA a ACA a A 

6. 38 Linux ies BAP x, Spill adhe xA 1K P7 
7. Linux BRU Kote KS 42 [00 

—. WoRRRA 

1. Linux BLE HEE ( A) FERNY. 
A. Richard Petersen B. Linus Torvalds C. Rob Pick D. Linux Sarwar 

2. Fae, ( C ) RA HERE. 
A. Windows XP B. UNIX C. Linux D. Windows 2008 

3. Pei, ( ) ANE Linux WAR o 

A. BEF B. AAA C. wee shorvye =D. FRRCHE 

4. Linux SYA RWRAS 2.3.20 Je A ) HORA. 
A. ASE B. fae C. B=aKBiT~ DO BIUMET 

5. Linux 22 Fe PAY HEE PX TB ( [) Ns 
A. PQmagic B. FDISK C.. FIPS D. Disk Druid 

6. Linux WR ASAT BEE (CC). 
A. FATI6 B. FAT32 C. ext4 D. NTFS 

. 
ait in rhage A vas. 344 GCS FHL 

2, — GFE Ae Linux AZtIN , AtPAz Gira Wale AR, 

ARBOR? 

3. fa RPM 45 Yum $kefP es EMEP. 

4. #48 Red Hat Enterprise Linux AZM SEA WEEE ATX AA Pe? 

5. Red Hat Enterprise Linux AZ cf HCFA A Gee 2 

6. EK root HS a(n fee? 

7. RHEL7 AZCKH S systemd (EAM aa tvERE, WEA UN AE SET RSS HIS TR AS? 

16 Ska R 

Adi FA EFL A CE HE A ic A. Red Hat Enterprise Linux 7.4, ite RR EP AC 
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WIZ ARS IS. Ae a SM Linux hk CB 3 bh) 

fi IPv4 

1.7 RORBEE 

psc 1 FF FON A EEE A a OPP: SH AT AEE 
aT A UES a, AN inte. 
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SAR 

— 8Qe eM ANE SSH IRA 
sete es er 

mASA 

YEA) Linux AAW 4e Fei, “A Linux RSM AAR ES KREBS AY, lee 

Uote EPL Ss En DA EY. KEE E RAL ZA RS A SE], ARS 

ANI A BEA SOO EA omtui APS PC AA BR, Wait nmcli tO A 2 IF 

ERMA THAR, Mae TEA Ta) TPP PPR OR 2h Ss TBR; DUE SO 

She modeb6 FETAL AIK, SEEM MIZA A a. ASTI AR ASTRA S SSH PPM AG sshd ARIF 

PEPPER VC AR Linux ASCH a PER EAS PACERS ee TIE. 

in A Abr 

e Sieh LN MZ be IRS 

@ Bie were re Hl RS 

e ie AAT RS 

2.1 DHZSARSSALIR 

Linux FRE SMA PA EOL, ACE OE AC 2s. PUSS PC ee ay a EDL 

4% IP sdk, Rees. SAMIR. D =F A DCE o 

2.1.1 MBHILB ABM Fie KS 

RA LAMA ©, Fit “Connect” #4, WERABU TERRA, OA 2-1 

TAR © 

WeCAS, AEA A Bee) Alt, UP 2-2 BAN. 

an. - Fn iScd7 

¢ =@ 

sy Wired Off 

Wired Settings 

& root 

we ie © 

en Frilg19 |%&|#) © 

2-1 iB BA FizE KS El 2-2 Beh FisReres 



PIZS ARS AIS. ASS Ste—Linux hk (3 3 kh) 

FF ATE : SOAR A HA SSR A EL eE Wit. 

2.1.2 iBtMA 

RHEL 7 ‘P44 3 FRE MA EBL © 

e@ AtASHY (static): “HAS” EDLM WE AANKEDLA, 22 RSt1E A II M/etc/hostname 

Ao aE EBL © 

e (BEASAY (transient ): “BRAS” EOLA AEE AR SEIT IMT PACA EBL , FPA 

fiA, iit DHCP &% DNS HRA aro Achy), 4H localhost. 

e RIAW (pretty): “RR” EALY SE UTF8 est AH EDLY, WRB AAA 

HZATRAA TB), FP ay EB cE ee ee EL, RHEL7 PAY EVLA Ac 

{--/etc/hostname . 

1. (£F8 nmtui (EEA 
[root@RHEL7-1 ~]# nmtui 

4] 2-3, Al 2-4 Patt 77a. 

NetworkManager TUI 

Please select an option 

Edit a connection 
Activate a connection 

Set system hostname Set Hostname 

Hoo 2! 

<Cancel> <O0K> 

2-3 fit hostname 2-4 (ERNIE A RHEL7-1 

{iF NetworkManager [J nmtui #27 (BMH AS EL Ja (/etc/hostname StF), ANZ23Hi Al 

hostnamectl, 22485 qi LE hostnamectl ALARA EALZ BARE , 22H hostnamed Hk. 

[root@RHEL7-1 ~]# systemctl restart systemd-hostnamed 

2. {£FA hostnamectl exENay 

D ABEMZSZ. 
[root@RHEL7-1 ~]# hostnamectl status 

Static hostname! \REBL7=1 

Pretty hostname: RABRL/-1 

Q) KEY EMSA. 
[root@RHEL/7-1 ~]# hostnamectl set-hostname my.smile.com 

@) AAEM. 
[root@RHEL7-1 ~]# hostnamectl status 

Static hostname: my.smile.com 

oe ee @ @ 

3. {FA NetworkManager AJanS7s#EO nmcili (EXREVLA 

nmceli FJ LIfe X/etc/hostname PNA FAL © 

/ / FEA ERLA 

[root@RHEL7-1 ~]# nmcli general hostname 
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my.smile.com 

// BB EMA 

[root@RHEL7-1 ~]# nmcli general hostname RHEL7-1 

[root@RHEL7-1 ~]# nmcli general hostname 

RHEL 7-1 

// Ja hostnamed JRSib hostnamect1 MiRFALILY CARIN 

{root@RHEL7-1 ~]# systemctl restart systemd-hostnamed 

2.1.3 (HAAR BAS 2g 

fe PRES Une AE Linux AZ EACH. (AAA, 

DA FET RUE EBL la] BE NG HE AR 2S ANG, BIE IR SPS 

2s THE, APIA ADA), STE, BCE RIZE a RZ AY 

Me eed a Linux IRA ZA AN i A 

Ay DPA ae a EA ee Al te we, FSP PZ A SA 

— APG SEM 1 AE AZ A) AA REM] 2-5 ~ Al 2-8 

ive 

en Fri 23:06 - 

q- «® 

éa Wired Connected 

Turn Off 

| Wired Settings 

& root 

%* 

2-5 HH “Wired Settings” ( BAIEHIZE ) 

< Network = x 

eh, pis Connected - 1000 Mb/s 

eye IPv4 Address 192.168.10.1 

IPv6 Address fe80::6647:6702:dfb7:a87b 

Hardware Address 00:0C;29;66:42:8D 

Default Route 192.168.10.254 

DNS 192.168.10.1 

Sl ee en | Add Profile... 2) 

El 2-6 pizsBce: Sa “ON” FeeHIee, SRACRHTACS 

WLRSCUR, itr “Apply” HeHLNZFIACPL, IFIP 2-9 ram A. PERRI HEH NIL 
BLHETE “ON” (RAS, WNSRZE “OFF” RAS, HIME. MERE, AIRAT LAL ASEACEEA PEARL. 

oh 
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Wired x 

p Canals 3 | Link speed 1000 Mb/s 

Security ; 
iPv4 Address 192.168.10,1 

Identity 
Pv6 Address fe80::6647:6702:dfb7:a87b 

IPv4 

IPv6 Hardware Address 00:0C:29:66:42:8D 

Reset Default Route 192,.168.10.254 

DNS 192.168.10.1 

Cancel Apply 

2-7 ALBA AiR 

Wired 

Details IPv4 

Security ie 

Identity | Addresses Manual 

IPv6 Address 192.168.10.1 

Reset Pe i ee a ee ee Seen 

Netmask 255.255. 255.0 

Gateway 192.168.10.254 

DNs automatic FET] 

Server | 192.168.10.1 

2-8 fics IPv4 SS 

< Network x 

|g | Wired 

! Connected - 1000 Mb/s | on 

iPv4 Address 192.168.10.1 

IPv6 Address fe80::6647:6702:dfb7:a87b 

Hardware Address 00:0C:29:66:42:8D 

Default Route 192.168.10.254 

DNS 192.168.10,1 

aac Add Profile... eo a 

2-9 WBeceAm 

OZ 



SOs ACEH 2Z440EH SSH AS 

ZW: Hittite AAHRPP EAMA, AAA RHELT FAH, BURGOCBAER ZS. 

fi. Linux AMRH, BA “Applications” > “System Tools” > “Settings” > “Network”, 

APTA ABER. SHAE. 

2.14 iD FEaSNRSAs 

Px-S IP HOE AC Se 79 EE PY RS Aine 7h A) WA Sn EE. VE Linux AZ, 

— WARE SCF, PAE CE: 25 IS) TEESE Bt ae A FPS CF 

4— RHEL 5, RHEL 6, RACE CPF AS RIAN eth, 2 1 SRB eth, 2 2 ERB eth] ; 

LUHE. MIZE RHEL 7, RHR ACEOCAEAITTZRIUILA iets FRM, mL RR eeelel ze i TP 
RACE CFA A PK, Ul ifefg-ens33; EGR SCHR AAR Oh, tL A 

ITER — TPA ifefg-ens33 WM Rice , LACE AAPL Aah, JF IP bed. 

WHA A Lie, BEYER GF 

QD) Yep Fll/etc/sysconfig/network-scripts Hae (AFC KAY BC CE ). 

Q_ (KSA vim RAP EOCT PCE itefaens33, BSA FMR SBOP ABA. HF 
BEAU EER AEE ERY, FAULTS AEH ifconfig nr ATTA AREER BR 

e@ i¢gZka: TYPE=Ethernet 

e Hoth} dist: BOOTPROTO=static 

e MK: NAME=ens33 

e 4:4 )4a: ONBOOT=yes 

e IP ht: IPADDR=192.168.10.1 

e --y#r05. NETMASK=255.255.255.0 

e cut: GATEWAY=192.168.10.1 

e DNS Hout: DNS1=192.168.10.1 

(3) FE UZ ARS SFP A 24 Se AE 

DEAR AC EOC TEN Bt, PUR RACE, ZEA Pa 
[root@RHEL7-1 ~]# ed /etc/sysconfig/network7scripts/ 

[root@RHEL7-1 network-scripts]# vim ifcfg-ens33 

TYPE=Ethernet oe 

PROXY METHOD=none 

BROWSER_ONLY=no 

BOOTPROTO=static 

NAME=ens 33 

UUID=9d5c53ac-93b5-41bb-af37-4908cce6dc31 

DEVICE=ens33 

ONBOOT=yes 

IPADDR=192.168.10.1 

NETMASK=255.255.255.0 

GATEWAY=192.168.10.1 

BNS1=192 168.10. 1 

PVT HUM RRM (CIE MOL PASAT MAG ), Areata ping ar Owlin 

ORE AI. HE Linux ASF ping MOAAA DAIL, Ati PoE R “Ctrl+C” 44 

ER RAT A REE 0 
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[root@RHEL7-1 network-scripts]# systemctl restart network 

[root@RHEL7-1 network-scripts]# ping 192.168.10.1 

PING. 92 .268.20. d2:(192.168,.10.7) 1 S6084) bytes not woatex 

64 bytes from 192.168.10.1: icmp_segq=1 ttl=64 time=0.095 ms 

64 bytes from 192.168.10.1: icmp_seq=2 tt1l=64 time=0.048 ms 

ewes 

SER: (ABCA RHECA AA, FZ2AA network AF, MA RHELT VAG, network 

AR A GAR NetworkManager IRAE, PVA REDE Beh KALA, 

2.1.5 (AAAS ae Ss 

(5k PSF FFE ne PAC Pd 26 a EC AT] LE PO) 2 A 7 

D Eee a Ac ec PPA RSS, kA nmtui A SOR BC I 25 
[root@RHEL7-1 network-scripts]# nmtui 

2) hak 2-10 Pros WAVE ee ALIA, EF Edit a connection $< F lH] 42 Hf, BPA “OK” 

FAL 

@) ACS xt 2-11, Bl 2-12 Sta. 

Ethernet <Add> 

ens33 i 

Bridge <Edit...> 
virbrO | 

NetworkManager TUI <Delete> 

Please select an option 

Edit a connection 

Activate a connection 

Set system hostname 

Quit 

<Back> 

2-10 ix “Edit a connection” ## FEA 22-11 jAPESReWEeM, 

SRSA “Edit” ( ete ) $248 

File Edit View Search Terminal Help 

Edit Connection 

Profile name Bee 
Wemmemens33 (00:0C:29:66:42:80) 

= ETHERNET <Show> 

= IPv4 CONFIGURATION BiEntEie <Show> 
= IPvG CONFIGURATION <Ignore> <Show> 

[X] Automatically connect 
[X] Available to all users 

<Cancel> <OK> 

2-12 fEhN28 IPv4 AACS tek “Manual” ( =z ) 
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$B: ADYARSS ZAC IP HetLIY A 192.168.10.1, MEP 3% LALARIZA 192.168.10.20 

RB 192.168.10.30. ZPTVAFK, BLATT SGOIRFRAAAE. 

(4) §AtG “Show” (iba ) #24, Gata BBcste, QA) 2-13 Pros. FEARS AE EALN 

26 fit ea PIAS IP Het 192.168.10.1/24 (A. Ha “OK” F241, OS 2-14 rm. 

Edit Connection 

Profile name Bye 
Weweeeemens33 (00:0C:29:66:42:8D) | 

= ETHERNET <Show> 

= IPv4 CONFIGURATION 
Addresses 192. Mel <Remove> 

Gateway PERE 168. 6.1... 
DNS servers Pipette | <Remove> 

<Add...> 
_ Search domains <Add...> 

= Routing (No custom routes) <Edit...> 
co! ] Never use this network for default route 
{ ] Ignore automatically obtained routes 

{ ] Require IPv4 addressing for this connection 

2-13 ifS IP itbut 

Edit Connection 

Gateway ERR 
DNS servers PoReia Uy C<Remove> 

<Add.. .> 
Search domains <Add...> 

Routing (No custom routes) <Edit...> 
{ ] Never use this network for default route 
{ ] Ignore automatically obtained routes 

{[ } Require IPv4 addressing for this connection 

— IPv6 CONFIGURATION <Ignore> i <Shows 

| [X] Automatically connect 
[X] Available to all users 

<Cancel> 

2-14 SR “OK” feo (RAS 

(5) FA “back” FFARR IF] nmtui KIB AI aR AS, EA “Activate a connection” VII, 

UA) 2-15 Pras, WARMIA AER: “ens33”. HINA “*” Sante, AAI 2-16 ras. 

© 2h, 4 Linux AZ PACA AAR 

[root@RHEL7-1 ~]# ifconfig 

ens33: flags=4163<UP, BROADCAST, RUNNING, MULTICAST> mtu 1500 
tet woe toe hops 6 Neumack 255. 255. 255.0 broadcast 192. 168.10.255 

“neko fes0: :cOae:d/£4:8f5:e135. prefixlen 64 scopeid Ox20<link> 

ether 00;0c.29-66;42:8d txqueuelen 1000 (Ethernet) 

RX packets 151 bytes 16024 (15.6 KiB) 
BK errons .0)\dqropped, 0. ‘overruns':0. frame, 0 
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TX packets. 186 .-bytes -18291. (17.8 KiB) 

TX ‘errors 0 -dropped 0'overruns 0 carrier 0 ‘colimsions 0 

lo: flags=73<UP, LOOPBACK, RUNNING> mtu 65536 

anet.i27 s0.0.) | wetthask: 25520700 

virbr0O: flags=4099<UP, BROADCAST,MULTICAST> mtu 1500 

TMS WO? CAO Silko 2 on Metmask 255255 2550 vw PrOadeegt melee suo temas, 225m 

<Deactivate> 

Bridge (virbr@) 
* virbré 

NetworkManager TUI 

Please select an option 

Edit a connection 

Set overs pectnane 

Quit 

<Back> 

2-15 ieee “ACR” IN 2-16 AGE ( Activate ) ZEHe ay (FIZHAW ( Deactivate ) 

21.6 (€F nmcl #SRSWA 
——— 

NetworkManager se SHAN Wi Pe 24 cB SP PE Re, i BU 24 Be 

= Aap {i HAD OR: At wads. {1140 

nmcli eae: show: ‘ba 

nmcli connection show --active: BARMAIEAWEBRA. 

nmcli connection show "ens33": ANWAieRAe. 

nmmcli device status; RELAIS. | 

nmcli device show ons33; BAO BM. 

nmmcli connection add help; ATT. 

nmcli connection reload: He MRacs. 

nmcli connection down test2: Al test2 WALES, ER—TAEIUAS TES. 

nmcli connection up test2: Jad test2 WALES. 

nmcli device disconnect ens33: #AH ens33 MK. WEEK. 

nmcli device connect ens33: JA}4 ens33 WI. 

2. Anas 

D SASVERCH default, IP Hie DHCP Aaya. 

HE Fd Fee HT DoH 2 fe 

Hay cae — 7 26 2 AY HW Apne > Ad. {ATA RyS —E AE 

ProoteRHRL? 1-1) mmel4s connection show 

NAME UUID RNAI EA ch DEVICE 

ens33 Gddea3ac+9sbs+4ilbb-akt37i-4908ccebdc31l 802-8-ethernet: ens33 

virbrO £f30aldb5-d30b-47e6-a8b1-b57c614385aa bridge virbr0 

[root@RHEL7-1 ~]# nmcli connection add con-name default type Ethernet ifname ens33 
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Connection 'default' (ffel27b6-ece7-40ed-b649-7082e86c0775) successfully added. 

2) MRE. 
[root@RHEL7-1 ~]# nmcli connecti delete default 

Connection 'default' (ffel27b6-ece7-40ed-b649-7082e86c0775) successfully deleted. 

@ SCR NERACE test2, FHA EAS IP Hhhk, AA HIER. 
[root@RHEL7-1 ~]# nmcli connection add con-name test2 ipv4.method manual ifname ens 

33 autoconnect no type Ethernet ipv4.addresses 192.168.10.100/24 gw4 192.168.10.1 

Connection 'test2' (7b0ae802-1bb7-41a3-92ad-5al587eb367f£) successfully added. 

BASU F 

e con-name: {HE IEIEAK, WA RRB. 

e ipv4.method: fae skHX IP HOE Tsk. 

e ifname: THEM RIZAM, HEA UAC EAR OCH YR 

e autoconnect: fee A AAS. 

e ipv4.addresses: f#xe [Pv4 HHhE. 

e ow4: FRE MK. 

3. #4/etc/sysconfig/network-scripts/B x 
[root@RHEL7-1 ~]# ls /etc/sysconfig/network-scripts/ifcfg-* 

/etc/sysconfig/network-scripts/ifcfg-ens33 /etc/sysconfig/network-scripts/ifcfg-test2 

/etc/sysconfig/network-scripts/ifcfg-lo 

ZB tH—* sf /etc/sysconfig/network-scripts/ifefg-test2 , ULHA YS NMA SE/ERL TS 

4. JAR test2 22808 
[root@RHEL7-1 ~]# nmcli connection up test2 

Connection successfully activated (D-Bus active path: /org/freedesktop/NetworkManag 

er/ ActiveConnection/6) 

[root@RHEL7-1 ~]# nmcli connection show 

NAME UUID ARMA a DEVICE 

test2 Tb0ae802-1lbb7/-41la3-92ad-Sal587eb367£f 802-3-ethernet ens33 

vVirbrO f30aldb5-d30b-47e6-a8b1-b57c614385aa bridge = Vibro 

ens33 9d5c53ac-—93b5-41bb-af37-4908cce6dc31 802-3-ethernet -- 

5. BRaeotw 
[root@RHEL7-1 ~]# nmcli device show ens33 

GENERAL.DEVICE: ens33 

GENERAL.TYPE: ethernet 

GENERAL.HWADDR: 00:206:29: 6.642: 8D 

GENERAL.MTU: LPSOU 

GENERAL.STATE: 100 (connected) 

GENERAL.CONNECTION: test2 

GENERAL.CON-PATH: /org/freedesktop/NetworkManager/ActiveConnection/6 

WIRED-PROPERTIES.CARRIER: on 

LP4. ADDRESS [1]: 192.768 10100724 

IP4.GATEWAY: POS Oot ee. ae 

ITP6.ADDRESS[1]: fe80::ebcc: 9b43:6996:c47e/64 

IP6.GATEWAY: == 

AOR EY IP HOHE AED bta/ 
6. (EKoeRINS 

QD (6X test2 ARABIA. 
[root@RHEL7-1 ~]# nmmcli connection modify test2 connection.autoconnect yes 

ay 
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(2) {62% DNS AW 192.168.10.1 

[root@RHEL7-1 ~]# mmecli connection modify test2 ipv4.dns 192.168.10.1 

3) Yh DNS 114.114.114.114, 

[root@RHEL7-1 ~]# nmcli connection modify test2 +tipv4.dns 114.114.114.114 

4) AEA MI. 
[root@RHEL7-1 ~]# cat /etc/sysconfig/network-scripts/ifcfg-test2 

TYPE=Ethernet 

PROXY_METHOD=none 

BROWSER_ONLY=no 

BOOTPROTO=none 

TPADDR=192.168.10.100 

PREFIX=24 

GATEWAY=192.168.10.1 

DEFROUTE=yes 

IPV4 FAILURE FATAL=no 

IPV6INIT=yes 

IPV6_AUTOCONF=yes 

IPV6_DEFROUTE=yes 

IPV6_FAILURE FATAL=no 

IPV6_ ADDR GEN MODE=stable-privacy 

NAME=test2 

UUID=7b0ae802-1bb7-41a3-92ad-5al587eb367£ 

DEVICE=ens 33 

ONBOOT=yes 

PNSI=192. 168, 10.1 

DNS2=114.114.114.114 

AAA Bg BAB 

() {NBS DNS. 
[root@RHEL7-1 ~]# nmcli connection modify test2 -ipv4.dns 114.114.114.114 

© (Hc IP Hoht AKU. 
[root@RHEL7-1 ~]# nmcli connection modify test2 ipv4.addresses 192.168.10.200/24 

gw4 192.168.10.254 

@ YIM IP Hast. 
[root@RHEL7-1 ~]# nmcli connection modify test2 +ipv4.addresses 192.168.10.250/24 

— 1 ~]# nmcli connection show "test2" 

nmcli fit4Fil/etc/sysconfig/network-scripts/ifefg-* FAI XTi KA UNE 2-1 TAN. 

#2-1 WMKA 

nmcli #7 /etc/sysconfig/network-scripts/ifcfg-* 3 

ipv4.method manual BOOTPROTO=none 

ipv4.method auto BOOTPROTO=dhcp 

ipv4.addresses 192.0.2.1/24 sine Ne 

gw4 192.0.2.254 GATEWAY=192.0.2.254 

ipv4.dns 8.8.8.8 DNS0=8.8.8.8 

ipv4.dns-search example.com DOMAIN=example.com 

ipv4.ignore-auto-dns true PEERDNS=no 
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BERS 

nmcli a6 /etc/sysconfig/network-scripts/ifcfg-* 3t 1 

connection.autoconnect yes ONBOOT=yes 

connection.id ethO NAME=eth0 

connection.interface-name eth0 DEVICE=eth0 

802-3-ethernet.mac-address . . . HWADDR=... 

2.2 INBxirseSs 

AST A BEZE RHEL7-1 ESCRAES a FB 

(1) eS. 

(2) Shr PER EI -K . 

(3) ACEI 

2.3 INBSce 

ES 2-1 HMBMASARG! 

RHEL Ail CentOS AZ RV EAA nn LB KEMEM AIRS , EPA 

ei ee SEP ERE, AGMSTE UAE EEO. ATUL, TDF nmeli Hr oRAP HE 

Network Manager /IK4. nmeli #t—aEF mOT NM ARC Ee TA, HEE, BURS. E 

HY DEAR M Aa  28 1 IZ IRAS 
[root@RHEL7-1 ~]# nmcli connection snow $4) (¥ 

eh 
NAME UUILD TYPE DEVICE 

ens33 9d5c53ac-93b5-41bb-af37-4908cce6dc31 802-3-ethernet -- 

Fyyb, RHEL7 ARF MBABWAE, RMA ES TAC CE PR CAE PAS 

WF firewalld [Dy HEARA HP AY ERBLAR ). BATTLE ZS a Bd 25 A AS HH hs BP oN Sis 
rE ZY TP Hk, IBIAS AWE EF DHCP Aaya y ic IP Hidk .  itis Be SE OTP SL, 

(AEE AMAA ABA, — Weta eae ¢ —— ie fe A Ted AY A eT 7 BY Pd 2 

ta, tA] D1 SCA EAE A Aan & . 

AY DALEY nmcli AIF FZ! “connection add con-name type ifname” MIAFTOK CIEE 24 

th. IEA ZA HAASAN company, HAIEM ZS FIN Ata home, FUE 

HK ANE AS S8 

QD {fF con-name BRGS EZ FI EAN AAA PK company, Waa ifname 22x 

FFE AS BLAS PER (PT ELSE I GEA, ANE HA PDAS AY ens33 ). FY autoconnect no 

BRU EIA AT RUA BE A SB, WA ip4  gw4 BRP ota Ee AY IP Hath. 

[root@RHEL7-1 ~]# nmcli connection add con-name company ifname ens33 autoconn no 

type ethernet ip4 192.168.10.1/24 gw4 192.168.10.1 BUG 

Connection. ‘company’. (69bfi/a%e-1295-456d-873b-505f0es89eba2) successfully added 

Q) f#JH con-name BGR AEE AM ZA i PK home. AFR Shi’ DHCP 

ARS ae A SUSKAS IP Hott, Ps tee HAN i 22 FTE 
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[root@RHEL7-1 ~]# nmcli connection add con-name home type ethernet ifname ens33 

Connection "home' (7a9f15fe-2£9c-47c6-a236-fe310elaf2c9) successfully added. 

8) MABE Zt, APA GEAA nmeli AO A OIE TA ATS 
{root@RHEL7-1 ~]# nmcli connection show 

NAME UUID ie DEVICE 

ens33 9d5c53ac-93b5-41bb-af37-4908cce6dc31 802-3-ethernet ens33 

virbr0 asd2d523-5352-4ea9-974d-049fb/fidicte bridge virbr0 

company 70823d95-a119-471b-a495-9f7364e3b452 802-3-ethernet -- 

home cc749b8d-31c6-492f-8e7a-81e95eacc733 802-3-ethernet -- 

4) (879 nmcli A Pi Bt AY 2 A ek AA), DORE SFR RREIZOR , JMR AA 

home M2814, MIR MtHE A aac DHCP Zk ECB IP Het 

[root@RHEL7-1 ~]# nmcli connection up home 

Connection successfully activated (D-Bus active path: 

/org/freedesktop/NetworkManager/ActiveConnection/6) 

[root@RHEL7-1 ~]# ifconfig 

ens33: flags=4163<UP, BROADCAST, RUNNING,MULTICAST> mtu 1500 

net DOVOrt 67 34 -netmask 255.255.2955 0°° broadcast T0706 1676255 

imece Tes0: ;c70:8bef:3261:6f18 \prefixien.64 ) scoped 0x20<link> 

ether 00:0¢:29:66:42:8d .txqueuelen 1000 (Ethernet) 

RX packets. 457 bytes 41358 (40.3 KiB) 

Rx errors 0 “dropped 0: cverruns’ 0) «frame 0 

TX packets 131 - bytes 1/349 (16.9. KiB) 

ix-errors 0. dropped 0 overmune,) carrier 0. coliisions 0 

SG) WRREAAZE HEL, THEME PLA SRB (ZAC ) DE esl 
Al 2-17 Stan, SR SS REPU PLA SEB 

40 

coe . 

ie Pace 7 Bie eee) a ea 

| co ER Tee Ee eT a = 
| MT 2 GB | I] EHEC) 

|| Gasea 1 | WieebaieiR(0) 
| tout BE (SCSI) 40 GB | 

|| @we 2(scs) 2068 ik 
| | we 3 (cs 20 GB | Sis > 

| pee at | |S BSE RRA?) 

| Beg 6 (scs) mae | QNATARSt(N): FAT SESEAUAY IP sth 
gerne mpuagg © RENUEH(H): SESSA 
| eo a (© BENU): ERIE 
| Die eehien | VMineto (zhi) 
| aFTED, FE | © LAN BER(L): 
(Bore Baht 

a 

[ @aveinca)... | (rac) | 

| ie —— 

27 SEED cHyheist 

© FlBIZ5), ALLE ik home Sis, JABI company AiG (ERE ). 
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[root@RHEL7-1 ~]# mnmcli connection down home 

Connection 'home' successfully deactivated (D-Bus active path: /org/freedesktop/ Ne 

tworkManager/ActiveConnection/4) 

[root@RHEL7-1 ~]# mmcli connection up company 

Connection successfully activated (D-Bus active path: /org/freedesktop/NetworkManag 

er/ ActiveConnection/6) 

[root@RHEL7-1 ~]# ifconfig 

ens33: flags=4163<UP, BROADCAST, RUNNING,MULTICAST> mtu 1500 

ee eos 1s NSEMask.,20o.205.200..0 -broadeast 192.Tee 210.255 

inet6 fe80::7ce7:c434:4c95:7ddb prefixlen 64 scopeid 0x20<link> 

@Q QRS EE, WET nmtui 774, F447 Edit a connection f#4, Aa veP 

MSA ts, Bit “Delete” F&FHEN Ay, Gn 2-18 Prax. 

Sey) | tech connection ad tH 
— Ge) ham -slaye lyname ens3} War 

Lato 

nnd: connection ah TIP 

2-18 HIRAM SeEe hand od nam? hand dng 

oo wens hand) mote ACT 7° - bady 
—fRORUE, ARP ZTPR HE 7 x 24 DAT IZA IRS 2 TBP RSS ERR, AMM 

WWE MAeeae , BEE, way ae RR ey, RSA DE 

HES PELAL IS ARS . (OT ARE Sith FE BOR , DOREAEIE HH TLE PE INFRA eT 

(FSA TIGRE ER; tt ALB EA ERE SR CB, J Hb ER ti ve BY 

HWE LA, PRUPBET RA APT 

TANT 28 Way BB xe P-K 

D FEHEWALAZE PPS IIHSRI BRI, TPR PER IB BE ET] — 4 2 BE (BI 

PE RSUAAIAl ), 40) 2-19 AI 2-20 ras. RAMESH Bie, AAT SBE AB 

FS Mix PER BFC BA EB 

Q (EFA Vim SCARAB SREB. RAE SVE ARAL RAID 

(ER, BBWS SIEM SRSA AT “MRI”. me IER, AERA 

PVE 45 EE ag eo EN” RS, IRS OSE” PR, ANA A BY IP 

HEA. PETRA, EVRA B Sie S (SOREL ifconfig a7 Fr A PA 

ERROR NY oR. TEA BIA, ZSASTE A, PIR PKA ens33 Fil ens38 ). 
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42 

/ @ RHEL7-1 - VMware Workstation Oo x 
) 

Workstation » Pe + 4 ~~ + ee 
} a tte tt pitisaitisiiamancsestl 
| x | wee t 

Tere i Joa fT RMELT-* | msceer 
| ec] RHEL7-1 | 

ee RANT A howe a 

a ect | > FRR, ow we tk . 

| Bern Sana | | a 79 268 BAR 

(2 ees 1 4 Rahat stH(0) 

|| ~ ade | Sa WEAR (SCSI) 40 GB pane 
| | roel oc }@yCD/DVD (SATA) ETE RBRATZ(¢ G:\ISO\linux ISO\rhel-.. eres: J | LICR aS 

{ ae | PSE NAT © witeist(B): | MERE 
‘ fd || ihn 3s neh tal sania STU ME? 

2) ASCs!) 40) | ‘ 

9 CD/DVD (SATA) Fe) NAT WMEK(N):) aera: aa 

fy iewsmeee Nad | ORE HRSLCH| awa PHP IMS « 
@ere ax | © BEX (U): #4} }CD/DVD 4gehet 

\ | Vianata! | ed ARH 

|| ~ Hae | or). | | aE 
Pe LAN TRL): | esi Use iSwles 

ies oy Cae | | Oi 
| | KO 

Batwa 
| | ae TEDA, 
| | Mbitima scsi iat 

| | 

B {B—2) > 

™e j 

|| SPSHO(A)... ||) FERC) 
| | 
| t 

wi my 

\ s SJL 

2-19 RPS ARM Rig 

~ a hy 

aes (vs 

12-20 HatRPER RAE] — “SIE ( BND -R TUE) ) 

Fede ee 
CES OMAR des Ses ? 

poled 

RR): BERR hey 

_| SBP ERASE) 

CO NAT #850 (N): FFE LAY IP tHotit 

aa RULERS 

WAS 

Y) Bahete+e (0) 

Hae. 

[root@RHEL7-1 ~]# vim /etc/sysconfig/network-scripts/ifcfg-ens33 

TYPE=Ethernet 

BOOTPROTO=none 

ONBOOT=yes 

USERCTL=no 

DEVICE=ens33 

MASTER=bond0 

SLAVE=yes 

[root@RHEL7-1 ~]# vim /etc/sysconfig/network-scripts/ifcfg-ens38 

TYPE=Ethernet 

BOOT PROTO=none 

ONBOOT=yes 

USERCTL=no 

A 
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DEVICE=ens38 

MAS TER=bond0 

SLAVE=yes 

Oi 2S In WI in A bondd FFE IP Hoth 

ARS EM, SEs EOC aE HH IC DER PS EE |) IR FF 

[root@RHEL7-1 ~]# vim /etc/sysconfig/network-scripts/ifcfg-bond0d 

TYPE=Ethernet 

BOOTPROTO=none 

ONBOOT=yes 

USERCTL=no 

DEVICE=bond0 

LPRDDR=192.168 10. 2 

PREFIX=24 

DNS=192.168.10.1 

NM_CONTROLLED=no 

3) tk Linux ARE BSB EK LA I BSB EIT 3 PRE h 

All mode 6. FMW PERM RABI, DREGE AA AY TE Se. 

e mode 0 (Fi makhist ): FINRA RIS TE, AA oi, (aie Bee SIRS RAS 

$l PX) FASE A 3 PRL 4 EET tig FI BR OR SCF EFL 

e model ( Aaimigtest ): FN RAHM ER HE, FEC A ECA PB 

e mode6 (Fai akhask ): FIRM RY TE, AA oie te, DOA AcHRplin det 

FH BY) SCF 0 

Kana — AAA HERE NFS ak Samba ARS ASCHER ae, ERT REPE HEA RAS 

HERE LOOMbit/s, (HEV AIRS eM, BAER IIE K. TEP 

Get, ZS A Sere A AY , I AZ eR tS RE. EPO 

LEB A LePE RE mode 6 MH RAVE IK ARESK S. ACA mode 6 HEME LEPER IK IaJY TE, “4 

AP — ERR BS HE A ee, AOCAIACRHLI“ gS ie, Mmse tt 7 ayaa 24 ei 

PRD 

“BASE Vim CAS Si a BES PB Se EK ICE, EAB E Ja AY bondO PK 

We HES SCHEABEFLAR (bonding ); Ajit aE SCPYI-E LA mode 6 Baskitti73hxe , AL aby A 

VIR Ta] 100ms.. 
[root@RHEL7-1 ~]# vim /etc/modprobe.d/bonding.conf 

alias bond0O bonding 

HUD , RESP a A 

mode 0,.mode | 

options bond0O miimon=100 mode=6 

4) Fe Ee Ss FAR FS 2 RS a RSE PRE Bo, FEE TOUR, OR 

A bond) MI Rint A 2A IP HHS 
[root@RHEL7-1 ~]# systemctl stop NetworkManager 

[root@RHEL7-1 ~]# systemctl restart network 

[root@RHEL7-1 ~]# ifconfig 

bond0: flags=5123<UP, BROADCAST, MASTER, MULTICAST> 

Pet LOA eS sO Lo. Ne CMashy 25 a. Zo a. 

ether 86:08:25:89:b4:6d txqueuelen 1000 

RX backets \0 “bytes 0.40.02) 

RX ercors) 0 overruns 0 

TX: packets .0;\ bytes 0° (@0..8) 

TKiewr2o ns \ 0 

dropped 0 

dropped 0 overruns 0 Carrier 0 

Mew L500 

broadcast S2 Unies) NOI S5 

(Ethernet) 

frame 0 

collis 1 onswG 

43 
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ens33: flags=4163<UP, BROADCAST, RUNNING, MULTICAST> mtu 1500 

ether 00:0¢:29:66:42:8d txqueuelen 1000 (Ethernet) 

RX packets Lid. bytes 12615 (12.3 KiB) 

RX errors 0 dropped 0 overruns 0 frame 0 

TX packets 0 bytes 0 (0.0 B) 

TK. errors idrapped. .0..everruns,.0...carrier.0. collisaans 

ens38: flags=4163<UP, BROADCAST, RUNNING,MULTICAST> mtu 1500 

ether 00:0¢c:29:66:42:97 txqueuelen 1000 (Ethernet) 

RX packets 48 bytes 6681 (6.5 KiB) 

RX errors’ 0 ‘dropped 0.. overruns 0. frame. 0 

TX packets. 0 bytes 0 (0.0 B) 

TRierrors 40 naropped) O-overruns: 0; carrier '0) collisions “0 

AY VAZEAS HELE T ping 192.168.10.1 Ais ree ZR EE. A RRB SEAR 

MN Asia, TERE NLAE AEC PBL BRR Bie, A WB a er rd A BB 

eRe (—- MAA 1 MEE A), PAI bE BR AREAECA  e EIR 
froot@RHEL/-1) ~]1# pang 192.168.10.1 

PING 192.168. 1OsDo( 190 268. 022). S6(S4) i bytessot datas 

64 bytes from 192.168.10.1: icmp_seq=1 tt1l=64 time=0.171 ms 

64 bytes from 192.168.10.1: icmp_seq=2 ttl=64 time=0.048 ms 

64 bytes from 192,17668.10:1: icmp seq=3 ttl=64 time=0.059 ms 

64 bytes from 192.168.10.1: icmp_seq=4 tt1l=64 time=0.049 ms 

ping: sendmsg: Network is unreachable 

===, 192. 160.102) Bing statrstics === 

8 packets transmitted, 7 received, 12% packet loss, time 7006ms 

rtt min/avg/max/mdev = 0.042/0.073/0.109/0.023 ms 

$B: MAA APYO LES, ATHRBARMAI, HAA VM RRR SRAM 

HRA. AAMAS: MRAFPALYAAR, HAAARE SHAE, Kes 

BARA. SZPRERM, CEA FHMARPMKAV EE. 

ES 2-3 ACE WASHES whl ARS 

1. Bces sshd ARS 

SSH (Secure shell ) ¢—PRREWWU REA ce ee SAM, «th A ee 

Linux AAW Sie. FEIT, ~— ie FTP 2 Telnet Kit77ietee st. (HEANEN 

DAA SCAT SAE D2 PK ee a, TAR ANE, IRA SIE YP 

A|DE, RIN, SUE BETS a8 KP A 

RESET SSH PPO EE Linux AB, Weyr BiB AC sshd HRA FEF. sshd fee 

F SSH PSOE ACH aria FE RS Be, ANSE OR 7 t,t ELBE ee ee ED pe 

TUE TTI « 

e FEF AS iy ik FAK AR EER 
@ FL eR48 HY E——i 22 E WFAN, SR FT A EE BR HE 

SESE RISA FCB. BTU ABOR DL 
BUSCH BGR DA “Linux AS PH — DDE SE AKA Linux ASC ABR EPP AY 

at 
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ITB, Ky LWT MB WE AC OCEAN RE. sshd ARS AY Be EEE /ete/ssh/sshd 

_config SCPE, ISAEA FARE Ri ES CRA ER BOE, OE 

HAVES US SIP IERMT, BRIER ACE, THEA EMS Bur FS ATTY 

FAS. sshd IRA AC CFL AR VE Ue 2-2 TAR 

# 2-2 sshd ARS aS VFB SWEARER 

S BB 

Ports) 22 

ListenAddress 0.0.0.0 

Prowocol 2 

Hestkey./ete/ssh/ssh host, key 

Hosthey./etce/ssh/ssh. host rsa key 

Hoetkey, /etc/ssh/ssh host dsa key 

PermitRootLogin yes 

StrictModes yes 

MaxAuthTries 6 

MaxSessions 10 

PasswordAuthentication yes 

PermitEmptyPasswords no 

SUA TTR OLAS Ta Lan F 

fF 

BRULAY sshd ARAM 

Were sshd ARS ae He TAY IP Hott 

SSH PMLA RASS 

SSH PMA A 1 AY, DES AMAA 

SSH PPA 2 IY, RSA AMAA 

SSH PAA 2 I, DSA AMAA 

WEEA RI root FE Ape Se 

4G FHP AY ASA AY EB aE 

IK AS AiR 

HK i BL 

FEES TU A SE 

FERRITE (JERES ) 

e it 8L4-N RHEL7-1, fAfi24 RHEL 7 AR 4S, IP HOHE 192.168.10.1/24. 

e i}@ L428 RHEL7-2, fifa) RHEL7 KFPHL, IP Hutt 192.168.10.20/24. 

e FANE BEINN 2 A ck EE, A BIA: BRE 

#2 RHEL 7 AZ, CARVER S sshd ARS FER. BE ROKER ssh fit 7E 
RHEL7-2 | i ##i#4% RHEL7-1, HARA “ssh [BR EAL IP Hak”. BEIRUT exit 

fiZ., 7E RHEL7-2 E#E/E. 
[root@RHEL7-2 ~]# ssh 192.168.10.1 

Pierre vrei cy on nose: "192.168 .10.1 (192; 168.1001) can’ tbe established, 

ECDSA key fingerprint is SHA256:f7b2rHzLTyuvW4WHLjJ13SRMIwkiUN+cN9ylyDb9wUbM. 

BCpSA key fingerprint is MD5:d1:69:a4:46:a3;68:/c:f£1:bds4e7assb3.842 5c: 50319. 

Are you sure you want to continue connecting (yes/no)? yes 

Warning: Permanently added '192.168.10.1' (ECDSA) to the list of known hosts. 

root@192.168.10.1's password//JtAbHi AIRED root PHAN 

Lose Teg. wea May 30° O52G60!:53° 20718 from Lo2eres. 10: 

[root@RHEL7-1 ~]# 

[root@RHEL7-1 ~]# exit 

logout 

Connection: to 192..168.10).b: closed, 

Un RAS IEV root FH AY Eh) cE ae BUR at, MT DA BRR BR PR A 7 TO a 

ER PEAT AA 

@ 7 RHEL7-1 SSH ARS #4, PA FCE AY Vim SCA ASSIT IF sshd ARS AY EAC OCF, 

SRIGFEL 38 F7#PermitRootLogin yes BACH MFRS (4) Hie, FMEA RUE yes HOM no, FF 

PLAN FESCUE root 7 FE i eRe oe ST. IH ROCK 

45 
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[root@RHEL7-1 ~]# vim /etc/ssh/sshd_config 
we eeee 

37 #LoginGraceTime 2m 

38 PermitRootLogin no 

39 #StrictModes yes 

2) — MANIK BRP IFA SS FEC CPE RZ Jal KR RA Be WRAL a A 

SCPE BIC, UU ihr 22 Fol) FE FE RS AP BRR TRS PEE ASP AU SP, 1k 

FEARSLE RYO SUIN, AIRS PEP A ey, ARB A re HEAR 
[root@RHEL7-1 ~]# systemctl restart sshd 

[root@RHEL7-1 ~]# systemctl enable sshd 

3) “4 root HER FRKSIAD A] sshd IRAP, ABARAT TIA. 

SRAE RHEL7-2 Ejilit. 
[root@RHEL7-2 ~]# ssh 192.168.10.1 

root@192.168.10.10's password/ / Jab AcE EDL root FE in WY 03 

Permission denied, please try again. 

$B: AT Kea FA) LI, 7-4 /etc/ssh/sshd_config A XA ZAIRE SI HRA. 

2. BEA ITUE 

TBR ET a EAT aS AES OR, TETRA, WR FEU BL A AR HE 

BY DAZE Fe ar FC EAS AE A, FET PK. RE, RA SRO, 

A eR I EA, RIZE ALA BIER SI, RCL A CS 

FEE PA See HP EA SE ET BR RY AU, URE 

SAKE STs, AKA sshd ARS FERS EEE 

PB et HS AE ck, LAF student 44) -3¢ SSH ARS 4, AAMC. 

D IRS 4% RHEL7-1 [#207 F1 student, FPic 2A 
[root@RHEL7-1 ~]# useradd student 

[root@RHEL7-1 ~]# passwd student 

Q) 72% Pim EOL RHEL7-2 PAE WK “SEAN”. ALARZS4H id_rsa.pub FIA id_rsa. 
[root@RHEL7-2 ~]# ssh-keygen 

Generating public/private rsa key pair. 

Enter file in which to save the key (/root/.ssh/id_rsa) //RHFRRKE SANT RE 

Enter passphrase (empty for no passphrase) // Betz Hl A HERS eH aS 

Enter same passphrase again//BKRRHFRR Eee 

Your identification has been saved in /root/.ssh/id rsa. 

Your public key has been saved in /root/.ssh/id_rsa.pub. 

The key fingerprint is: 

SHA256:jSb12Z223Gp2j 9H1DNMvXKwptRXR5A8vMnjCtCYPCTHs root@RHEL7-1 

The key's randomart image is: 

+=—=[RSA 2048] -—---+ 

| ; Grane | 

piles oer | 

| Seo Ot Ol 

| On On Ba On| 

| . S ooot= =| 
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| (CT © I a 

| Oo 0.=0| 

| fo) =O+ | 

| G500!| 

-+=—=—|'SHA256]—=--~ + 

[root@RHEL7-2 ~]# cat /root/.ssh/id_rsa.pub 

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAOCurhcVb9GHKP4taKQMuJRdLLKTAVnC4 £9Y9H20r4rLx3Y 

CqsBVYUUn4gSzi8LAcKPcPdBZ817Y4a20u0VmNWthpTR9VEwwuGOiUlFu4Sf5/14qgkd5EreUjE/KIPIZVNX904 

blbIJ90yu6T3CVzb6o0pAdzdrxckstWrMS1p68SThi5170VqO0xzA+2G7uCkplh3pbtLCK1z6ck6x0zXd7MBgR9S7n 

wm1lDjHIL5NWQ+542Z++MA8QJ 9CpXyHDA540EVrQoLitdWwEYItcJIEqowlHM99L86vSCtKzhfD4VWvfLnMiOlUtos 

tOfpLazjXoU/XVpl£fkfYtc7FF1+uSAxIOlnJ root@RHEL7-2 

_ [root@RHEL7-2 ~]# cat /root/.ssh/id_rsa 

@) FL Pm EOL RHEL7-2 PALA CS BE EBL. 
[root@RHEL7-2 ~]# ssh-copy-id student@192.168.10.1 

jusr/bin/ssh—copy-id: INFO: attempting to fog “im with the new Key tsy, to friver: out 

any that are already installed 

f/usr/bin/ssh-copy-id: INFO: 1 key(s) remain to “be installed -- if you are prompted 

now it is to install the new keys 

student@192.168.10.1's password / /IkAbsay A 10 FEARS a8 BS 

Number of key(s) added: 1 

Now try logging into the machine, with: ssh "“studentel So? 160.10." 

and check to make sure that only the key(s) you wanted were added. 

@ WHS at RHEL7-1 (26 65 7774), ER Pee, TEAS OS Serie 

Fisk. %& “PasswordAuthentication yes” XN “PasswordAuthentication no”, iS 7EIB EAC 

Sa RFF EDA sshd IR FEF 
[root@RHEL7-1 ~]# vim /etc/ssh/sshd_config 

eeebee 

62-# To disable tunneled clear: text. passwords, change to..no: here! 

63 #PasswordAuthentication yes 

64 #PermitEmptyPasswords no 

65 PasswordAuthentication no 

[root@RHEL7-1 ~]# systemctl restart sshd 

©) 7E% Pig RHEL7-2 Sis {ii FY student |W Pt Be oe BUR SS a, HCI CA A aS 

Ay Opes. [RNAI ifconfig An Al AEA I ens33 AY IP Hhtikse 192.168.10.1, Bll RHEL7-1 

AY PR AIP Hot, DEH Opto Bl fe PENS ai RHEL7-1 £.. 
[root@RHEL7-2 ~]# ssh student@192.168.10.1 

hast Gaated:togin: “Sat Jul 24° 20:24:22 CST 2006" Crom 192160 tN. 20 Ones snenovey 

There were 6 failed login, attempts since thelast! successful Login. 

[student@RHEL7-1 ~]$ ifconfig 

ens33: flags=4163<UP, BROADCAST, RUNNING,MULTICAST> mtu 1500 

pret L922: 168-1001: netmask 255025572554 0% Drogdoast 192 066410255 

imet6 fes0:: 455221294 vatZ20 2406 " prerixien 04 scoperd \UxZ0<link> 

ether 00:0c:29:2b:88:d8 txqueuelen 1000 | (Ethernet) 

© 7& RHEL7-1 #4 RHEL7-2 & PHL AFA IMAM. APA MOIR. 
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[root@RHEL7-1 ~]# cat /home/student/.ssh/authorized_keys 

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQCurhcVb 9GHKP4t aKQMUJRGLLKTAVnC4 £ 9Y9H20r4rLx3Y 

CqsBVYUUn4gSzi8LAcKPcPdBZ817Y4a20u0VmNW+hpTR9IVEwwuGOiUl Fu4Sf£5/14qgkd5EreUjE/KIP1ZVNX904 

blbIJ90yu6J3CVz6opAdzdrxckstWrMS1p68SThi5170VqQxzA+2G7uCkplh3pbtLCK1z6ck6x0zXd7MBgR9IS7n 

wm1DjH15NWQ+542Z++MA8QJ 9CpX yHDA540EVrQoLitdWEYItcJIEqowI HM99L86vSCtKzh£D4VWvfLnMiOl1Utos 

tQfpLazjXoU/XVpl£kf£Ytc7FF1+uSAxIOlnJ root@RHEL7-2 

3. FESS 

scp ( secure copy ) #:—~#e + SSH PISCE 265 Na dE A ae eI AS, RSA “sep 

[Be AHOCHE wo RK @iue te IP Hehk te A ae” . 

5 cp ti ANA], cp A AGE TEAS HUE AEP 2 DCE, I sep ABE GL P28 FETA I 

Tl ELT Ag BS AEE TA, PBA, UN REEL Nc a a 28 MA — EL a BL 

(HEAL, PIA EDL Mee Linux BBE, DOE sep mire AY LAP EEOC eI 

scp fit PAY FAY Bee PEF Ue 2-3 TAN 

#< 2-3 scp apS PA AAS ENR FAA 

GE Hw ee 

ay ABS PEA AY 42 Bead BE 

43 fai xE UL Fe EDLY sshd sig AS 

“x FAP ECP 

6 {HFA IPv6 Pi 

FEAR scp tr FE SCE MAS HS itil PC FEELIN , Pe ET PR ATE RE AS Hh 

SPF AAU WERE EIR EP OOPPRA TA AGE, Ai ENS INE Ber PETER 

VE, FURS LEK EIN EE ESLAY IP Hoh, we Ra aoe ORT a iy seiE. MAP 

ZRRA root, PASM A we REAR at Be HS, AR AEE ATR ae FAP a de aE, FT 6“ 

PYV@ER LHL” WER sh. Bar TEP EDLY IP Hobe Ss, FF mS 

BGK Bl ee EPL OCR, RBA ASF A iE FHP Bt, FP eR eik 

TV. PiRfe RHEL7-1 -, [ef RHEL7-2 ( 192.168.10.20) fei SCF. 
[root@RHEL7-1 ~]# echo "Welcome to smile.com" > mytest.txt 

[root@RHEL7-1 ~]# sep /root/mytest.txt 192.168.10.20:/home 

root@192.168.10.20's password//IJtubi Ae PEARS a8 'P root PERN 

mytest.txt 100% 2k 34.9KB/s 00:00 

TO7h, RAT DA GEA scp ar FRc re ELEM SCE Pa S ASH EDL, Hartge “scp [(& 

BU) EHP @ucre IP Hoke Cee ARH e”. AN, AY PA Fea Re EDLY SEAM OC 

(ER at ROR, GFE RICA EER EDL, FMEA YT, Hee A SRST. 
[root@RHEL7-1 ~]# sep 192.168.10.20:/etc/redhat-release /root 

root@192.168.10.20's password//Jt Abi ATER S AEP root PHAM 

redhat-release 100% 52 55. 5SKB/s 00:00 

[root@RHEL7-1 ~]# cat redhat-release 

Red Hat Enterprise Linux Server release 7.4 (Maipo) 

fem: 4aF4t/etc/resolv.conf Kt+4L 7] vA #7 DNS JRFSB. 1#/4) ifconfig 7 vst Hb 

30) TP desk 4s, HFREAS CARRE, HARB, FRFHMKARRE 
AiRALY] QQ Ait HE Bite. 
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48 A ifconfig Bc IP HEHE YN PF (RT ALA). 

[root@RHEL7-2 ~]# ifconfig ens38 192.168.10.10 

[root@RHEL7-2 ~]# ifconfig ens38 192.168.10.10 netmask 255.255.255.0 

[root@RHEL7-2 ~]# ifconfig ens38 192.168.10.10 netmask 255.255.255.0 broadcast 192.168.10.255 

24 InBSR: #8 Linux FA) TCP/IP Aires 

1. Asis 

SCY ATA ES: SKVITIA Ad 

ft TCP-IP P24 2 Ol A a a Pe ee F 

2. INEASCVIIRBY 
e 2248 Linux F TCP/IP M24 nic [ey ie 

FUE WH 2-2 LIME WH 2-3  SCIIRE 
e Sa HarS kell M2 ACE Bc TCP-IP MEO Lanes 
e SAHARA ASUS 

e 24% SSH IRS AVA. 

3. MASS 

(1) Sealy prs F Linux Ika, (AA AAS TCP/IP IZA, Ta eI TCP/IP 

BR, FEM. (EAT TT 

(2) BORALRP ES PACE CTE BR, ZEZS i] 2 1 EAS EN i 22 OS 

rE PZ AY IP Hat, lal ey ACHP WU FE AY DHCP A atopic IP Hott . 

(3) iat SSH IRS Dee ESL, ALE AUEB ASE EDL, Ai Be A ee EDLY 

FAR AeA 

(4) #EAN VNC IRA Dilaere ESL, HAA A EOL, SOS 1. 

4. NBSVlAs 

4 J 4E Linux ASC PU TCP/IP 25. tes. CISC ZR ie, AY SSH Hk 

4-#l VNC AR. 

5. {iX—tix 

AHEM ASE eR TMA SEVI, tarteee RK. 

2.5 tro 

—, Bee 
i. SOPRA TIC EAS A SAC, LTR EALG OK. WISE. 

2. SRR X-MAS, ACE CPF A ae Fe haa lol FP aR 

3. MRE DNS FP mid Tt Ee ACT AH DNS HRA HY IP Hoth. 

4. ARS wee A WEA ARS 

5. RAST RRSCHI I Bc AAT ASE IS, APU PB a) CHS SPITS HE 

6. He ES LAC Ta A he PE EE OR IL, tH A Linux # 

BAY Awe HT TK 
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ED eA SSH POF ACH) ae BES BARS BE, ASSERT EE, 11. 

HEME Te HED Pp Ee ENTE Ail , AR Ti AA BOR VLE 

8. Scp (secure copy) #2—P3EF PSHE la ET ae ATS , A 

TY 
=, ee 
1. VA RRS Ar aE AAR AAS server 4HIEZEVS YT am? ( ) 

A. ifconfig B. netlst C. iptables D. netstat 

2. LAF ORS SCer BL ar 21 IP HEART? ( ) 

A. /etc/hosts B. /etc/host C. /etc/host.equiv D. /etc/hdinit 

3. Linux ASchet F—He MZ MlinaeS, SSA M AERA EY, Wie ain 

A, UGE SEMIS ATA DLE Sadia, Ta AP aa Pe TALI BAS ) 
A. ping B. ifconfig C. traceroute D. netstat 

4. SEMA ( 
A. “ERP B: WUCP C.. SLIP D. . Ethernet 

=. eh 

Takt nmeli AS A ey SC SRD TE CE 

&e aN 
MILAN PAA ER 

ALAS PAA 8 YE BEAK AS 

nmcli connection show "ens33" 

nmcli device status 

nmcli device show ens33 

AA fil BY 

Ei wiles quien 

nmcli connection down test2 

nmcli connection up test2 

#E FA ens33 PY. BEB 

nmcli device connect ens33 

A. ise 

1. 46 Linux AAPA MATE VAC, TAVIS LAP 

2. fAIARI RABE TL AR mode 6 PESU NRE « 

3. 7F Linux ASP, “BOCA CHE PNA ACR ACEI FEAT, AREA HA ee 

HEB, it ZEIT ITZ BRYE? 

4. sshd Ika WAS SES SET sh, Eb SER? 

5. AC BEE AS Hb MC /root/myout.txt FEIK SOLE N 192.168.10.20 Ayia FEESLA/home A xt 

FB, AAH ELS TE ERNLISA Linux AS, BAREMIAATRETTA? 

o0 



SPE A et AN AL NEE BR RE ES SE ELT PP AAD PA NRE NRRL IR RE ESE OI TRY OE HT MCA UN CPE AEA AEDES SY 3 pee EYE AOR PANE Ml ROMS SOO A AE OE RE A IP ST 

 #O= act 5B Ch | 
a TS SS EC PA EYEE SPEEA AT Al Na pA LASERS SEA eet ntcen WTR SODA AOMORI cca rtaNaaeN 

mA SA 

AL RAE SRE, FHA EAI F Web, FTP, DNS, DHCP, Mail @0fEM ARS 

AR ATES el Pe A, SA UDP Te ei is Be HR 

C1) Ts ZEB ic yk Siar LA SEEM ASS bael PX] BY ALS 

(2) Fe BORE FOE Re TE — ey NE PR DY 

(3) APREEI RE ME A Hohk , ie BFE HSS Hoe, PER Bel OA A ee 7] 

FED] 

ol BS EEA Linux ASB CHER 48 iptables, firewalld #l squid *K7¢ HUH , 

Wi SA fk iptables, firewalld, NAT, squid, figWs3cH LikAE. 

mA A tr 

© SBR PEE 

S ff@ NAT 

2 de iptables Sy dar WH) Bc 8. 

2 de firewalld by tat) Ac Ss. 

2 DBAS AY Vi lal Pe ail Ae 

2 de Fl] FA iptables SCH NAT 

3.1 ABADI 

3.1.1 PRT RIA 

BARE HIAS ER — BRT ESD, PCE AC HP RID, AT AK ACHE A HE 

AVES FEAL BLS A SOE as, BOTT ST BK A “WGK Sint” 

3 FS FO LYS POLES Bip Sie EES TP Bi See A SC, EST eB PS AS HP 28 SP 

AZ AA AB. BRAT VEEL PS iS eye) Sj Internet Za] Bk A Hh 

ela) GAB . BHP 7, WORT AaB 2 

BAM ARIES AEE, BEENUESERCEVE, Bite RBC IPAS KRE, abil 

FE “AUUE” “OAR” A ORAS RM”, DOPE AGE ARK, PERE Asem, JA 

ALAA AR EFEX 3 PRROR ASEM ED RAE 

3.1.2 iptables 5 firewalld 

FLAY Linux AZEKAAL ipfwadm (EAD Ks, {ACE 2.2.0 tr? BK ipchains HU{C. 



DISARSeSISE. GSS Be—Linux hk (HB 3 hh) 

Linux 2.4 WA A4i)A, netfilter/iptables (77 AWE AS UES. ESA SRA PR 

BoE, LERNER RAS ASB, SET RAT TCP fic MAC Hib Ay al 

VE, HORA AC Ai RAE, RACIAL fay SAY NAT DURE Ae A CL 

fee, SAM, PBEM ES LA SRR sk, CHE iptables 

iS HAIRED JE Tr RY Sc. = | 

Netfilter/iptables IP Br HE ASE eH netfilter Ml iptables i~+2H = sR 3-1 BEB S4EYP 

(PRA. Netfilter EE AHEAR Pik, EMVEA EE. PAPE iptables Bik tej 

DLAYAUL. Til iptables —PP TA, FALE OC a BEUU AC A IBACS. AAP Ay Wit iptables 

IAEA SARA, ZEN PEA la), UN nefilter/iptable Bir GLwve 

RRC ARES CHAM, ABA netfilter PERL RAH SIE, EMEA 

4740, Ti iptables WRT. FUZE. ANT, TAZETT SRA al, UE ABZESE iptables Pil. 

Xt Linux IRSA. OKA netfilter/iptables AH AWVE AS, HEM TAA AS, IP 

AY DAE a AY Be LE Pe Hill SVB, iptables 2 FAR AY ic He HR RTT FE 

fe RHEL7 AZ, firewalld PyAHFHYR I iptables ByXtH. FISEMIA , iptables 5 firewalld 

AA BERRA, ETB RE ASR Ei Se AY Ok eT, ah, E 

{1} RSE PRARS . iptables RA Ze FERC EAE BY By Ac Sieh SS 3 FH PJs TTY netfilter PYZA LUE tt 
ADH, Tt firewalld HRA VU FE Ce AY By kc Hen MC HAI IATA nftables ALiVEHEADK 

AEE, teil, “Qn7e Linux AA PHRASE A, SAT SEA A 

JH Linux AS PMB, FA ae eR 4 RP RHE TA 

BUS, (RENTER ASHORE AY A Ee RE BY 

3.1.3 iptables AY T(E 

netfilter Linux Mb FNMA, ERE — ASIEN “Re” (tables), ESA 

4 “Se” (chains ) 2H, i BEAR BEAT LW pH ZR BR “ALM” Crules ) ZAK. ScPr_E, netfilter 

Fede Bat, FeEBENN AAS, MEE MERU ASHE 

1. iptables 4ialfe¥ 

(1) AU (rules), BEEBE SARE, GIP ek. ig. BL Ae 2p fe 

“a, iptables HAL Wns 3-1 Ara. 

% 3-1 iptables #2 

x fF it =| BA 

EDTE ALA sha BET LO. AD XR UE ( Source Address ), A AY HELE ( Destination 

Address | Address) SFU2¢-EHbHE (MAC Address) #E¢¢HEXt 
ne ALA FE Ae HJ (Transport Layer ) AY Port {fq ALO ALE, AY HR LE XTAY Pott 

{GALE EVR Port (Source Port ), HAY Port ( Destination Port ) 

aes (AP, Seth — PPR APE A aM. Netfilter FJ AEE Xt TCP, UDP ak# ICMP 

Se TIP 

Interface EO, ete, aT AY PZ A a BK 

As |r] Network Interface MW MIZ4 AS, SAAR ASIR G, GELS A A IZ 

ASU, PIRES (Fragment). AWE RQ eg ey as ate 

Counter FY EP RP Yd PEL IEF ARE LE 

Fragment 

fe 



SOS ASe5SEeHehA 

(2) oIVfe (target), 4A AAt Linux Wt, 4 netfilter MMZAAA AA, Ze xt 

RE ALLE TAA AY ADEE. iptables ay/E UN# 3-2 PAN. 

# 3-2 iptables ape 

Bi 4 nn): 

ACCEPT SUV Hi eit 

DROP FFB 

REJECT FFA, Fk lel piesa A 

LOG EAE a AU Ae 5 A A as 

QUEUE 43K 25 7 FA A Ee Ah BE 

(3) #£ (chain), ERE, ATR Ta BO ee 8 9 I ZA GE a BE 

RU HE AT Wp ALP PAE 

e WA eH ( Build-in Chains ). 

e FAP Axe CH ( User-Defined Chains ). 

netfilter FHM AA BH, FEA S SABE, UZ 3-3 Ha. 

% 3-3 iptables NBHE 

a iO 

PREROUTING BE LUEAASSL, DEAR eZ 

INPUT WHA, AAS H AASB 

OUTPUT FHASBLP AE, eI ME Ae 

FORWARD WR ARA, AAA ABL 

POSTROUTING eH ea, ATK PMR REO AT 

netfilter MK) 5 AfEFA ER KEK, ANE] 3-1 Pro. 

POSTROUTING 

OUTPUT 

PREROUTING 

3-1 iptables SHEA A TvEA 

QD %—7 VaR EA RIE, ESE A PREROUTING ##, AHH AA IP 

FW re ris AIS A 
Q MRA AME VEAARLY, Entei a Alle] Ao), BIA INPUT #4. Bee 

aS 
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INPUT fila, FEA PEREAB AUB. AL bi 17 EB A ART oe , RH eta 

OUTPUT f#, Ja 24 POSTROUTING #447 H4 

3) WRB ALLER AIHA, AAPA, BORSA 3-1 Sra Ae, 

Yit FORWARD 4, SR Ja ENIA POSTROUTING 447 1H 

(4) 4 (table), BEWCBCHH ALIN, Netfilter 2HE HELA F 3 Phat eb HAY SAE 

e wwe. 

e Hoth Fe te 

Netfilter He He BH LY Ab as BE, UE (chain) AG, iit £3 + (table ): filter, nat 

LA mangle. 

D filter, iC3é netfilter PUAN, A IARI, CAD PAE. 

e INPUT: DiFAP AREAL HEL 

e FORWARD: JiiFi PEt At AHA Be 

e OUTPUT: Ass "AE Wy AE. 

filter EMIT VE DEGRA, JP HEBERT AY SITE (target ). 

Q) nat, “RAB TIE , 1K nat HWE, IPE eR. TE 

AUF 3 +A BH. 

e PREROUTING: (822A BA. 

e OUTPUT: RAZA, OCA Hr AE 

e POSTROUTING: 2H AGILE, EMAH. 

nat AAFP Eee, eee LN ek A otk, FRAZIER DNAT, 

SNAT LAR MASQUERADE, PMMAAKATEAITAR 

(3) mangle, AAA TERE EL APA PREV, We TOS ARE. Linux 2.4.17 ARV 

iy, CM AAAW ERE: PREROUTING 41] OUTPUT, At% 2.4.18 AAR, mangle 4x} Fifth 

3 MERE ST SCHR 

e PREROUTING: RA ZaAT, (EMC H AH 

e INPUT: IHF AIRAASLAY AE 

e FORWARD: (B6MAWAHLE WBE. 

e OUTPUT: PRA ZH, BOCA HEPA a 

e POSTROUTING: AHHH AGKMAZ A, (EMH. 

mangle #2 fig ¢4+% TOS, TTL VAR MARK AYPEYE. 

TOS #27 AAR 5c BNC We aH EE RS SY CR A 2 ny 

SRI. TERI MRVEFFA sea, IM RAR aA AAI, TL NET ARE 
TTL #276 AR AE ai AE FE Ta], A LE i EFS TTL (A. RE, BEA 

Baal TTL pe 22 $e 28 AY EL 

MARK HRA eA ic, FPR AT tid (ake A pric ) Bee AT] AER 

Fac 26 pic ay Wiis GE BR ill ASE FAP PK 

2. iptables LEFF 

iptables HUA 3 S44 S PE, FOE TS VEE MIAN 3-2 Bra. 

(1) RH EAD URHE LUG, EP SEEA mangle #24) PREROUTING 4, W022 APR , 

o4 



Oe Ae 5eER AS 

SERGE ALY TOS “fa. 

mangle filter nat 

OUTPUT}-)POSTROUTING POSTROUTING 

mangle nat 

INPUT OUTPUT 
2a A 

filter mangle 
Local ee 

INPUT process outing OUTPUT 

| 3-2 iptables AY L(EAtE 

(2) BR AUEA nat 2H) PREROUTING #€, 40 AU, WE A HEE. 

(3) BGR EATER, FUT AEE AIK, ee ie EI) I PAF Ke 

(4) WIRE, WAIKA mangle #H) FORWARD #4, titi BECO Mee, KH 

JaiRA filter $24) FORWARD #EUETHUE, Rafe RA mangle #1 POSTROUTING ff, 40 
Aix, WRB, HGRA nat HH) POSTROUTING SE, Hea, FT RESET PZ 

Dee, ORLA I, Ba A LARA PIB, FER Rb ABP EG 

(5) WR ARH NADL, SE LMIAHEA mangle AY INPUT ##, Awtzbs#, EA filter 

4eH) INPUT #, ZeatrA Aye, BEA ASP LAD BRE EE 

(6) ABLE e, ECHEA PR, “Aa oralZect mangle, nat LA Ae filter #4) OUTPUT 

BATETT AAV INERVE, FaaEA mangle, nat A) POSTROUTING ##, [Sb AIK. 

3.1.4 NAT Zhan Aik 

Zo Hh dhe eAee ( Network Address Translator, NAT ) (iz (FA FA HOEAY Intranet Al 

FAZS FA HELA Internet lH], EBA PILAR AE. 

(1) M Intranet EHH AS SCE NAT ORF ETA FS Hee ZS A Hk 

(2) M Internet EAM ACHE ELH NAT HR ETTAYZS Fe HRN A HL: 

(3) SCFRA ER Hs AT RY 

(4) SEN SHAE. 

DORE ZE Py PY AL ERE A Se TP Hk, mE SSB ZARA, 18 Zs 

FA IP $thtik, FOR WAIR Se RERMAS. TRY NAT tht PUG A 28 EK, TRIP A S 2 Y 

VERA, ERATOR RB Feit, Ja EAA ZS IP Hk Ay NAT ZEA OLAY, ZF ee 

FTTH o 

1. NAT ASCP t 
(1) APNE A 2AIZ1T NAT MITEL. 

(2) NAT Bee LP ig oS Ae FY IP eR EE BO a SAIS FY TP Hk 

SRS HE LAA BZA BA SEOL, Taio — “SR a ee ERR PE, WET) 

REAR 

(3) Spe P26 Ai AH 2G NAT. 

a0 



DIZSAR SAIS. ACS SoS Bt!M Linux hh (6 3 hh) 

(4) NAT Yc 251) Ay Ricte 6a, 9 Sig FS IZ ta ey PL ag FS AD PA PS PD 2 

FAAS AA IP HOI FRR EPL 

DA EAE BRITE PLS AHS AY EL AT I 2 PS AS ELA HA, EDR EE an I) a ea 

(a — TF 

NAT AVE (ILA 3-3) GF. 

192.168.0.2 

RY 

AYA th SL 

& 
192.168.0.254 

& 

PE «909 Tera 202.202.163.1 

Internet 

SEH NAT fit LAL Web fii 4 ar 

3-3. NAT AY LES 

(1) 192.168.0.2 FF tA) Web i tide ee Fiiz F 202.202.163.1 HY Web WkAaz, FAR iP 

SAL EH A Pa AY IP BEE 

A tp IP Hutt: 202.202.163.1 

WE IP Het: 192.168.0.2 

Ati: TCP 4 80 

Vavig : TCP sig 1350 

(2) IP Hee AeNIS1T NAT NITRILE, ERM ee ee PI sk 

Abn IP Hak: 202.202.163.1 

YR IP Hott: 202.162.4.1 

Atrvigo: TCP HO 80 

Viti: TCP vig 2 500 

(3 )NAT Py tEde PERAR S {192.168.0.2, TCP 1350}2l] {202.162.4.1, TCP 2500} AY HEAT , 

DEINE 

(4) RAW IP BALE Internet KIRN. Web Ak atl Nat NAT Ppl Az [Fl Adz 

We 4B, Beales PAZ A Hak ae 

Am IP Hbtit: 202.162.4.1 

UR IP Het: 202.202.163.1 

Btping: TCP sO 2500 

Wax: TCP xg 80 

(5) NAT Ppt eree eee, KES AHERN BS AE, FRR a Ee OB 

192.168.0.2 WITRAL, HAW BELG LP Hodkte 

Abn IP Hut: 192.168.0.2 

Wi IP Hahk: 202.202.163.1 

Atrio: TCP vO 1 350 
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Was: TCP 4g 80 

XTFIEA NAT DMM AYE HH BE a, WIP dedik (Sk ) BEBE ISP APC At ( ZS 

FauBHE), $f A TCP/UDP sig FS 3 BRN BI AS TE) TCP/UDP ing FS 

Xt 2] NAT PiLAyte A Be, «Ate IP Hbdik (ZS A edt ) PERI SIDR Internet Hbdik (-& 

FAsoE ), EL TCP/UDP Siig FS BT RN [EL TCP/UDP Sig FS 

2. NAT AYSS2E 

(1) Ji NAT (Source NAT, SNAT ), SNAT #24616 2025—T E109 Ui IP Hot, SNAT 24 

jk 1H ZA Ma — ZB Post-Routing WIE. Linux "PAY IP ty (MASQUERADE ) #t 

fz SNAT WW PPPAIE SK 

(2) AY NAT ( Destination NAT, DNAT ). DNAT E46 e—+* 4,9 BAY IP tek, DNAT 

ETE ft Aa Zt Pre-Routing SVE. wR. Haye (CS JT DNAT. 

oo Lo yum 

1. yum faj7? 

yum ( Yellow dog Updater Modified ) MWA BE ABKMWAR, BGP rpm 4, Wee 

rpm ANKE, BA RORIHESE B oUt AN eee, yum AR BE Ab Beg AY SE 

Pe, ERE http, fip wh, tea Ae, (A rpm FY header, header 44 

rpm MBA, PLATA. DORE. PEGEAS OCR. RORETESS 

2. Ace Mt 

yum WEE eE/ete Ae, EBA /etc/yum.conf, /ete/yum Hoe PITA SCTE. 

/etc/yum.repos.d Hae FAY ATA yum VRC 

yum WJ—Y AC Bs aR EE SY yum.conf AD EOCHE A, GAYA Tete Ask RF, ik 

E> yum ARO P ZH, AAU. 
[main] 

- cachedir=/var/cache/yum/Sbasearch/Sreleasever 

keepcache=0 

debuglevel=2 

logfile=/var/log/yum.log 

exactarch=1 

obsoletes=1 

gpgcheck=1 

plugins=1 

installonly_limit=5 

bugtracker url=http://bugs.centos.org/set_project.php?project_id=1¢é&ref=http: //bugs 

.centos.org/bug_rep 

ort_page.php?category=yum 

distroverpkg=centos-release 

# PUT YOUR REPOS HERE OR IN separate files named file.repo 

# in fetc/yum.repos.d 

Xt yum.conf SCPE AY fa ZeuEHA a FP 

e cachedir: yum 2/FM Ast, yum ZELLER RAMEY rpm AEE, ie /var/ 

cache/yum. 

e debuglevel: MR4FAE!, O~10, BRU 2. 

o7/ 
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e logfile: yum MH a CeF, ARUE/var/log/yum.log. 

e exactarch, APSE 1 AO, (OFFER RFA RPL cpu (AAA EIN 

eA Lat, eee —4s 1386 WY rpm, Jill yum AHH 686 WELKITK. 

e obsoletes: iXft—~*S update WAR, AAAS yum(8), fa Feta F upgrade, 

FC EE PMAIA AY RPM fi. 
e gpgchkeck= 1 Fil 0 PAT EPE, SPIRE AP HET gpg RCO. 

e Plugins: AVA FATE, BRA Asie, 0 RAN ATIF. 

e installonly limit: M)242eRe RIAN KR, 

e bugtracker url: iz’ E7% bug AY HEHE. 

e distroverpkg: t8#E—P4E(F, yum SRP PEAT Pa TAS, BRUGE 

redhat-release, (HA) WME EP A AAT rpm 4. 

3. yum RSC 
yum PROCCHRE yum CHYNA. BE yum PRC {#F/etc/yum.repos.d/dvd.repo, /etc/ 

yum.repos.d/A 3¢ Fit RA dvd.repo —P3C/F, APU UN ER 28 A lal el, BEART AB yum 

DRY FAR 0 

(AEN Linux ASS EAR EIAH A iso, BUEN See, LE FPR 

yum ROCF. AAUP. 

# /etc/yum.repos.d/dvd.repo 

# or for ONLY the media repo, do this: 

# yum --disablerepo=\* --enablerepo=c6-media [command] 

[dvd] 

name=dvd 

baseurl=file:///iso / / ENTE ASHE SCE B78 

gpgcheck=0 

enabled=1 

Xf yum PROCPPAY fj Sei HA OH FP 
e [|]: BFRKSEPAIN repository, “24-4 TEIN PK 

e name: 4%} repository WHI, sctFRSreleasever $basearch iKFEMY 2 ar 

e baseurl: GIRG me Teo, AAEM, THEE. ctkesttn F. 

baseurl=url://server1/path/to/repository/ 

url://server2/path/to/repository/ 

url://server3/path/to/repository/ 

FLA url FEMI HTTP. FTP. FILE =f. baseurl GA] GRA URL, AWWA 

BCA 2K BE HE BRAY Be Bek, 1A baseurl RBA, MOREA HE UU IE A 
“baseurl=file:/// mnt/Server” AYFRZEBS . 

e gpgcheck: WHE TPHETT IME. 

e enabled: yum JRE AER. 

4. yum apAs(#FB 

(1) (EAN yum Brae tir 

LEA ARS PA IEE EA FR ELEY, Ze A 2Il yum check-update 494; 7ESKE LE a 

08 
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IS, Fr ASA YZ Abs A Bl] yum update 474. 

e yum check-update = //* ra ay Er aR A 

e yum update //Be288 FA SET AR 

(2) EAA yum 228 SAN RE 

EA yum Ae AER BE, ASAE yum ZENE rpm sty, AEN 

fit yum install xxx, yum Sena, WR, Wee Apa KA, UR 

BORMUIPS, AA PRR; WIRA, WAZA en, le PIA ce re, EACH AR 

ZENE MIGRANTS yum remove xxx, [A)ZAe—FF, yum HHA AINA, ZAHIR 

LARA TEA o 

@ yum install xxx IFA YUM 2224161, xxx AECRERPPALI AK, AGL NAS 

[5 WAS Za a 

e yumremove xxx = ///F} YUM MBREP EL, xxx NERA, ALTA 

[5 WAS ZR 

(3) TERA yum AEA Zee HY BE 

Bin SMSO, Be Ph eF, RAE AST MAK, (ABER Ae 

ENB. RAY yum WARE REVERS. ATLAS yum search keyword a9 SORI2 A, HEA 

A Eee —* Instant Messenger, {A XANGA BEE , aC-AN WTA yum search messenger iX FFA‘) 

A OORIZ .yum SHB AAPA ay A rpm ANF, FI Pa aA A messeger ICH) rpm #4, 

Fs FY REE!) gaim, kopete , JPM Pie. 

@ yum search [ASE FA yum AE FR EK PEL 

@ yum list /PA\ PA AY Bee A 

e yumlistupdates = //S| Ar Ay er aR 

e yumlistinstalled /*IHPRAR RN 

@ yum list extras (Ah A AAAS ZE yum Repository WAVE (Fi 

e yum list [FF FE A AR, 

(4) (FA yum sea ela 

BSE Tal, (AVA, KAY Ay LA] yum info packagename 48 

RAR BUEE 
e yum info [PN A RP LE 

e yuminfoupdates //* MH ra ay Oa Pe 

e yum info installed § // iH Prac ee Pe 

e yum info extras J A CAA ANE Yum Repository WHY aKP ela 

e yum provides [13M RA ed He EAP EG Nc fF 

(5) WM yum BAF 

yum 24 FAM aE header #ii7E cache FP, MAAASINBR. WRENS 

FAY We#228 fal, FTV yum clean 48 CUR bR, FOR WAAY AYA EA yum clean headers JAR 

header, /H yum clean packages J#bR FAK rpm 4, FY yum clean all JAR ATA. 

e yumclean packages //Ji /R224F A 3e(/var/cache/yum) F aK PL 

e yumcleanheaders  ///R2¢4¢ A >k(/var/cache/yum) Ff) headers 

e yum clean oldheaders //7R224F A >€(/var/cache/yum) F IH HY) headers 

09 
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e yum clean all //T5 REGAL A ae (/var/cache/yum) F WM aK/F EL ACI AY headers 

3.2 InBt Qi Roe s 

3.2.1 IMB iit 

P25 Er, AT Re a SRB (I ZA ZR eT Si AT WE ll 

iB Jey Ja Jj Internet lal ak ae 5 Ai be 24 SPARS. PR Ab 2 BREAN B24 

Ton PB HOHE SE AB, ABA Une REA I-A] Internet? iptables , 

firewall, NAT HRS aPkpc Re Mere, EM RENS RATS Dsl] Internet M4 [AIP pe PEs lal 

WCAG Ae il Ae 

ADH AT EAA EV Linux P25 PVE ASE IRS Hit Ze iptabels. firewall, Ac. 

NAT, 

3.22 MBE 

ib iptables #l firewall Di jpj AE FO rk 

(1) Beekf (Mi Linux IZRVE AS, FF AUTRE IRS IE VE. Aa A 

Linux 8 Windows PJ2Z4H2(E ABE. WAS it AA ina FE A EH 2 ETH 

(2) BA FA ETD ZA TA GE 

(3) 3 QR RHEL 7.4 Wit. 

(4) ASE BSE DUNES A F 

QD) 465 fej "AACE iptables. 

Q) HAS SEL firewall, 

(3) PCA BT le) 28 Hl] HAS 

@ Wid'4 SNAT #l DNAT. 

tS FitAA: AMA REE—-PAMEF, WEF iptables. firewall. SNAT. DNAT 

SELAH ARSE aA, VAD MSHA, KAMA AR. 

3.3 INEBSet 

{ES 3-1 Z3e. Iw iptables 

. iptables ZHC#4RE, RABE yum mow 
. RHEL 7 FF, iptables BAR ERAN ACR BES, GAMO firewall, KE 

pee So WRAL iptables, ll] —7e 22 Ze iptables-services Fx, APM FCIE(H A iptables 

(1) FEaK ISO BER. 
[root@RHEL7-1 ~]# mkdir /iso 

[root@RHEL7-1 ~]# mount /dev/cdrom /iso 

mount: /dev/sr0O is write-protected, mounting read-only 
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(2) WIE FAP 32 19 yum PCE a Ati AY yum PRA 

dvd.repo SPFASALZE 4 FP 

# /etc/yum.repos.d/dvd.repo 

# or for ONLY the media repo, do this: 

# yum --disablerepo=\* --enablerepo=c6-media [command] 

[dvd] 

name=dvd 

baseurl=file:///iso / / FETE SAS HOUSE eR, 3S “7” 

gpgcheck=0 

enabled=1 

(3) 84 yum f+ 42% iptables Fil iptables-services #x(F0,. 
[root@RHEL7-1 ~]# yum clean all / / eRe A TCS RAAF 

[root@RHEL7-1 ~]# yum install iptables iptables-services -y 

2. iptables BRSAiaad. (1b. Baa. MAR 

TEBKUAKAS F , firewalld RAZA, e764 LE firewalld Ik Ja Fa ZH iptables. 
[root@RHEL7-1 ~]# systemctl status firewalld 

[root@RHEL7-1 ~]# systemctl status iptables 

[root@RHEL7-1 ~]# systemctl stop firewalld 

[root@RHEL7-1 ~]# systemctl start iptables 

[root@RHEL7-1 ~]# systemctl enable iptables 

fem: $ipuor4iL A systemctl restart iptables. systemctl stop iptables. systemctl reload 

iptables 4. 

{Es 3-2 iid iptables HAAIB- 

QUFRAE RR This AA iptables KIM ALANS, WMA AE EE iptables MIAIKR SK 

iptables WiFIAAR TUN F 
iptables [-t *#4] -me -fi@t -3 DE / Bt 

1. Reel 
iptables A S filter, nat #l mangle 3 5K#, (HFAN--t BRORW ATOR EK. PEN, 4 

AX nat AIA, Wet BRU ME nat, Fela Fk. 
iptables -t nat -@mO? -M@ -j DVE/ At 

+BY WAI, WRN +t BR, MIZEANMT filter PET HRVE. PMN: 

iptables -A INPUT -p icmp —j DROP 

2. aia 

Ai SEE FB FE NT FE 30 A EMBO ERE, ESI. A LU AE 

PEST AAA is ATS 

(1) -P 8k--policy. 

VERA: FE SCRUM, A ANE EY LB Ee PSH 
iptables -t filter =P INPUL DROP 

$B: RAAB HEA TVA. 

(2) -A BkK--append. 

VE: CENTRE SEN a SIAR, PaO: 
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iptables -A OUTPUT =p.udp =-sport 25 <-3 | DROP 

(3) -D a\--delete. 

(EA: Dee Pa LU Pala: 
iptables =D INPUT -p icmp -j DROP 

SE: MUR ALM RT, Tee RAS a RMI, ROEM AE, 128 Be 
FLAG ALM EP EP AP 

(4) -L By--list, 

VE: San reek A UU, WR Ase, Wate PTA BE. PON: 

iptables pate nat da 

$B: WRAL +t BRR, MLRRAA filter P14 HA A. 

(5) -F a\--flush. 

VERA: TARAS Ae REP AQAA eee, NUNS REE PTA EU. PN: 
iptables ar OUTPUT 

(6) -I sk--insert. 

VERN: ARHEZA HH UU eS Tey ree AU, WR SA 1, BLUM Se eet ESE 

Mb. WER APSA 2, WIR ACK UU ASE 7T Cb A BD — AR, APU), LAE 

ERE. (iON: ~~ 

iptables =7. INPUT 1 =p: tap = -dport 80 S| ACCEPT 

SEH: iptables TAMA) BAR, HA, ABN AP Fo) BH Bik-p HSU. 

3. PUAN 

DU AC Gel FAR TS xe ie EEN BARS AE. PRA, FEUER ELEY, 

iptables He Het AFI Wt EEC VER at, EA RIP aa, EY FE a FT 

Di eva Hbok . BASE te OS ORAS SMa. UR EAP SEAT CE, EATYF iptables 

WATE AS SO Fl TE a SRK LE . FE TCP/IP ZR EP, Kee i oe 

DAE TCP 2 AHA UDP HA, AAR ICMP MAB, Gil, ping A 
(EAA te ICMP. PB SCP 28S CAE, PAT Ae SAK. 

(1) -p ak--protocol. 

YEA: DUACTS ER. BON 
iptables -A INPUT “Dp udp: 3 DROP 

ES: RADAN TEA EH eH BSE. Bilao, ICMP 1h 1, TCP £ 6, 

UDP 217, KRiGk BA ALL, FOAM REO, NRL AL TCP. UDP # ICMP eX. 

(2) --sport #k--source -port. 

VE: SEF TCP LA divin ARVO ACL, tHe ih, ie I tig AS BE 

RAI is LZ Pa POH: 
iptables -A INPUT -p. tcp spore 80 -j3 ACCEPT 

SER: RAR, MARA AMT 

62 



SOS fas eHh Am 

(3) --dport #k --destination -port. 

VE: SEF TCP 4) A Aim FA ORDL ACL, HED, JR RH oy aig AN 

tae AOR Al a LZ ig FR ETE st Al--sport SE425—FFE, (JUN 
iptables -I INPUT =p -tep ~-dport $0 =3 ACCEPT 

FER: MRA CIM, MARA MHA ID 

(4) -s BY--sre BK--source. 

YEA: LI IP ath beveace. Pion. 

iptables -A INPUT =8:, 10101, 1... = DROr 

SER: APIA ARAARLGATRR, ERRORS GI eH, Hite, ! -s!1192.168.0.0/24 

FTIR EWES AY PAR Bede 

(5) -d ak--dst aY--destination. 

VERA: ZEF TCP 89 Arve FORDE AC, thE, Oe ALY Bas Oe NE 

fae ORF Te LAS. in AFR EFL ch A-sport —2X, Pia: 

iptables -I OUTPUT -d 192.168.1.0/24 -3 ACCEPT 

(6) -i 8\--in-interface 

VERA: Wc alle AAS Ht (6 9 P2422 VE A, lH 

iptables -A INPUT -i ens33 -j ACCEPT 

(7) -o #K--out-interface 

YEA: Wel PSA eA 2 ee FOR. FRO REI St A-i —PC. PU: 

iptables -A OUTPUT =o ens33 =a ACCEPT 

4. M/A inal 

BIVE/ APR E FE AREY fy AB, SE A SEAS AG ACCEPT #1 DROP. 

Ie HAAN SI E/ A pe Me 3-4 PAN 

3-4 Etna Fil 

DC fc HE it BA 

ACCEPT RUACAAWACE i, hate Rex Pa, RIPE RE BA Hh 

DROP FABRE GARE RTE BLL, HE FHA 

ee REJECT #1 DROP #2 BE EFF, KK GIEF REJECT BR SERGE ES, BH 

BIS IE RA 

seapiatina Ke Bi Ed BEE [hy] BAS BLE — EBLE oi, LE FPS BB BT bE 
BBC DY PX AY HEHE I 

SNAT FRR /BOUE PI25 He , tH  Y e P eto: 

DNAT 5j SNAT Xt, FARA MI ZGHHE, tht eee Ly BAY IP ek 

MASQUERADE Fil SNAT WE le), XX BICEF EAGT E --to-source, MASQUERADE #2 #¢ 41] 

Beit FABLE HAS REM IP Stk Ae Bey, ante Ss ER], DHCP fe 

nae FAIRS AH ELAR A. HET DA AP BERR. LOG Zeik HE 
ALAA RANT, UN IP SRA ABD ALE eR AY fs 
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$B: @ SNAT ¥Ab/ & nat #44 POSTROUTING #47. RBiE4EN Fe —PAGE SABE 

a) LAK SNAT J, AR Ark E44 FL PA GE LARS BO BNAK SNAT. 

@ DNAT % 46/4 4 nat #4 PREROUTING 4¢ OUTPUT 44 7 , Ame PRIS PA HE TA A 

yet P. @L4 DANT BEA FERRIES OY Fe BETA, «xe POSTROUTING. 

(ES 3-3 iRBRIARE 

Zt iptables FP, SrA WW EES A PERU CRIS, “4aRit iptables MAGEE AT A HEP 

EAE AnJ— RULED, FEC HERR OR ACh FR He, 

RE ERA RNG A fT SA KATP 
iptables [-t #4] SP ae BIE 

(5) 3-1) 4% filter 22" INPUT SEM RUG E SOON DROP ( EHR ). 
[root@RHEL7-1 ~]# iptables -P INPUT DROP 

C5) 3-2) 4% nat #2 OUTPUT FEN RU CRB ELON ACCEPT ( eC BE 
[root@RHEL7-1 ~]# iptables —-t nat -P OUTPUT ACCEPT 

{ES 3-4 CE iptables MMi 

1. &@ iptables AM 

4° iptables MUM Mtr SAR SCA FP 
iptables [-t #4] -L #4 

(Gi) 3-3] AFA nat BPH AREA. 
[root@RHEL7-1 ~]# iptables =t nat -L 

Chain PREROUTING (policy ACCEPT ) 

Larger Brot opt Source destination 

Chain POSTROUTING (pclicy ACCEPT ) 

target prot opt source destination 

Chain OUTPUT (Policy ACCEPT ) 

target prot opt source destination 

(3-4) A filter 4 FORWARD SEA SU 
[root@ server ~]# iptables -L FORWARD 

Chain FORWARD (policy ACCEPT) 

target prot’ opt source destination 

REJECT all ==“-anywhere anywhere reject-with icmp-host-pr 

ohibited 

2. ja, FBR. EEN 

[Hi 3-5] 4 filter Zé INPUT fE7%81—ZR AU, AU AF 2a Ag A ICMP A ACHE Ga, 
[root@RHEL7-1 ~]# iptables -F INPUT / / Fes INPUT BE 

[root@RHEL7-1 ~]# iptables -A INPUT -p icmp -j DROP 

HE UY I Be 
[root@ server ~]# iptables -L INPUT 

Chain INPUT (policy ACCEPT ) 

target prot opt source destination 

DROP icmp ae anywhere anywhere 

(i) 3-6] Wy filter 22H INPUT S44SII—AA AU, BUA TeVE lal TCP M4) 80 Hig ARK 
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[root@RHEL7-1 ~]# iptables -A INPUT -p tcp ==dport 80 

# Pt PAM FN Be 
[root@ server ~]# iptables -L INPUT 

Chain INPUT (policy ACCEPT ) 

target prot opt source destination 

DROP icmp seo anywhere anywhere 

ACCEPT ex ®) anywhere anywhere 

Cf) 3-7] ¢€ filter det INPUT BENS 2 ANY ATA — ZR 

TCP fY) 53 Siig A at 
[root@RHEL/-1 ~]# iptables -I INPUT 2 -p tcp --dport., .53 

$A LM Be 
[root@RHEL7-1 ~]# iptables -L INPUT 

Chain INPUT (policy ACCEPT ) 

LaLdg|e|t Prot opt source destination 

DROP Lemp as anvwhere anywhere 

DROP tcp ase anywhere anywhere 

ACCEPT 3ei9) anvwhere anywhere 

(3-8)  € filter itt | INPUT 4695 — 28 AM OU Bild A ZR LY , 

HEB 172.16.0.0/16 ENA A 

ce 5eHh Ata 

-j ACCEPT 

tcp: “dptenttp 

UUW AA VFA] 

-j DROP 

cep dpt: domain 

Lop apt tneep 

WU Ay OEE IP Ht 

[root@RHEL7-1 ~]# iptables -I INPUT -s 172.16.0.0/16 4 ACCEPT 

zee eps WblEas 
[root@RHEL7-1 ~]# iptables -L INPUT 

Chain INPUT (policy ACCEPT ) 

target WroL Opt. “Source destination 

ACCEPT all —— 112 16.0 .0/ 16 anywhere 

DROP icmp --anvwhere anywhere 

DROP tcp oe anywhere anywhere ECD dpt:domain 

RCCEP TT. - ECD -- anvwhere anywhere tcp dpt: http 

C5) 3-9) HBR filter Ze? INPUT BEMIS 2 AAAI. 
[root@RHEL7-1 ~]# iptables -D INPUT -p icmp -j DROP 

zee sp WUbLE ad 
[root@RHEL/-1 ~]# iptables -L INPUT 

Chain INPUT (policy DROP) 

target Prot opt source destination 

ACCEPT Chie ee ba. LO. Oy £6 anywhere 

DROP iemp -- .anywhere anywhere 

DROP CCP = anywhere anywhere top. dpt domain 

ACCEPT tcp. ==" anywhere anywhere top dppernttp 

4SEA RUMEN, AY DBE PE OR a EERE, UP TAN 

{ii FA-line-n BACK A A UU CAS 
PrOoct@RHBLy-l\~ | # iptables  -L INPUT --line -n 

Chain INPUT’ (policy DROP) 

hum target Dron pn Source destination 

i ACCEPT SL eh A Oe) 4) ft OOO O70 

2 DROP cee) OO. CeO 0: Os 0:90 70 topidpt +53 

ACCEPT Se eee Ore ipa, GC INNO RENAN A) LCP UpE sec 

EL BEG FHI da Ais HH SR iptables Fe Mtl 

[root@RHEL7-1 ~]# iptables -D INPUT 2 

# AS Ag URS 
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[root@RHEL7-1 ~]# iptables -L INPUT ~-Ling:, +n 

Chain INPUT (policy DROP) 

num target prot opt source destination 

1 ACCEPT FL ccm Oh get ote Cle Ay Oe ae On OmeOy 0 

2 ACCEPT Ee ee! Oe eyo Ore Oe) 5 Oy tcp: apt 280 

(53-10) es BR filter Ze INPUT BENITA SLU 
[root@RHEL7-1 ~]# iptables -F INPUT 

+ AL LIU Be 

[root@ server ~]# iptables -L INPUT 

Chain INPUT (policy DROP) 

target prot opt source destination 

3. RFS KS 

iptables Hitt (PME A AY TORRE AIR UY, CHEMI SE BOON DER INTE Fv SA 

Earle iptables-save Fil iptables-restore. 

iptables-save HK (RAF ALM, EAS A Rea, SPR SCH F 

iptables-save [-c] [-t #4] 

-c: TRAP ELA TTR. RATA ETE Ba Bik Se RET A TT 

ts FBR AEMIT AE NOMI, WSR ANER BM, MURAL IRA AO. 
(8 FH iptables-save af Ja, "TUE RRs LAP aAAR, Ae RMA, EP ER 

eA #e PA UAE 
[root@RHEL7-1 ~]# iptables-save 

# Generated by iptables-save v1.4.7 on Sun Dec 15 16:36:38 2013 

*nat 

>: PREROUTING ACCEPT [78:6156] 

7 POSTROUTING ACCEPT [21213594 

sOUTPUT ACCEPT | 2134359) 

COMMIT 

# Completed on Sun Dec 15 16:36:38 2013 

# Generated by iptables-save v1.4.7 on Sun Dec 15 16:36:38 2013 

*filter 

ti NPULT: DROP: (2:66) 

: FORWARD ACCEPT [0:0] 

TOUTEUT “ACCEPT F020) 

COMMIT 

# Completed on Sun Dec 15 16:36:38 2013 

FY (SEF BE ae Th] a SOR PRPS USE, WP ITA 
[root@RHEL7-1 ~]# iptables-save > /etc/iptables-save 

iptables-restore FH 224K HH iptables-save (RAF AIAN SE, Hear recta F 

iptables-restore [c] [-n] 

> WARM -c BAX, MAAN BERRA A LAI a 
-n: NN BBO A MAMA MAU, BRUCE RETA EG FES SY 

{3 FS FEE [oe] SE VR AZ HH iptables-save (RAFI AUIGZE, A Ras. 
[root@RHEL7-1 ~]# iptables-restore< /etc/iptables-save 

(ES 3-5 (EFA firewalld Ars 

RHEL 7 ASE S Bax he se A., ACP firewalld #it 7 EHERIZA/ BH KR (zone ) 

FE SL PO 2 BEF RFK SEER AY AS yk heen FHT -A—— Linux AZM BHAS Dy cae eS 

66 



SOS eS eHeh Al 

( Dynamic Firewall Manager of Linux systems ). Linux AZM ZAS Bi A Hye Sg SEF OCLI (fi 

{TSM ) AEF GUI (AUB AS) Pest. 

ABBR ESCA Ke Ss AL, firewalld Sesh A ER ASEILA SF KR (zone) 

Wis. TARDE, DOBOULAE firewalld WUEHER SF JLED ASHORE (RIOD), FAP AT 

ADEA AS ee i RIE, MTSE ae eR, il, FRAN 

A— FAB ICAHLAM, BER ABEEFED A 2S, MET AACE. FBR, ke SALE 

FR FA re ERA AES , IAEA KE. ZS IDS. MET. 4H, FR ik A Bi 

AFR E AN PTAA: ZEA AVI TAARS 5 LEDS ZEA ICE SCE ERS 5 

FEMME T MICE PA. FELT, Be ie eT A , TE Rg 

ink Kea, AEE Bop etal LA ode oF HEFL SB Ser NZ RICK 

firewalld PS ILA) XB BK (BRU public ) LAR AANA EM LOU On FE 3-5 TAS. 

# 3-5 firewalld PR ANKE REAL 

[x tah BATA Fe BS AN 

trusted TOE TA A 

fhm A Mie, BRE See; Matt SSH, mdns, ipp-client, 
amba-client 49 dhcpv6-client JREAHK, WI teiP ise 

insernal “& la] -F home [x tak 

fem A Mite, BARS ABO; MR thes SSH. ipp-client 5 

home 

a dhepv6-client HRASAAKE, I FOE 
eainine fea A Mite, BRIE SAA; MAR tee SSH. dhepv6-client IK444 

K, MAA 

external Tee A Mite, BRAR StH AUTRES; MMWR ty SSH ARS AAR, WR 

dmz Thai A Witt, BRIAR SUMATRA; MMAR tS SSH ARS AAR, WUC 

block tha A Mie, RAPS AY Tate TAS 

drop Tha A Mite, RAPS it AY Ate AR 

1. #RAmewTA 

fir 4 ZR ing: PAR CRAY LVEF Sk, firewall-cmd #¢ firewalld yj iH ac ee FET A. 

AY CLI (ae O4t FA ) RAS. EMBO “Rags” REEL, (Aseie Aye, RHEL 

7 RRB ASN ERAS. SUEBR SABHA Tab HEA yeh ora OCP SAAS , 

ID AY LAF Tab BER AbSF Ze 3-6 PHRASE. 

# 3-6 firewall-cmd aS PH AWE ARE 

S BY sid A 

-~-get-default-zone AE HARTA XI, BK 

--set-default-zone=<KIk 4 Pr> | BORMAN DC, EK A AE BL 

sr Oel= Zones ABS FY FA AY DX Sa 

4-Get=services WAN PRICE AR 

——get~active-zones AB 7S “4 AEE 15 BY DK aS I BK 

--add-source= RG Wa AA SEG TP MFP) ey Dt ae SL) Fie YY DX 

--remove-source= AS FRE Wa A JEG TP BSP YY Dit ee ST ES DX ak 

~-add-interface=<WI £% MK> EUR TAIRA AD iit et BS De) GEG EX ah 
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B ett {F AA 

--change-interface=<M FY i> | KES EK IK 

--list-all AS 4 A DC A SR GE. SA VA RAS fis 

--list-all-zones GAS A REY PAR RB, GU iA BAR 

-~-add-service=<k# 44> VOL ATA LK Sa VTA ASF AY Dit Bt 

--add-port=<ig A 5/Pi> DSC RTA LX Sak EZ sig AA itt at 

-~-remove-service=<[K# A> CATA KIA FE IC VIA ARS AY it 

--remove-port=<sig A 5 /Pp> WO TATA KIM AS A ig 

--reload LE “KAZE AY AU 97 BAR i, SE ate 4 

=—paliLe—onm FPA DR 

--panic-off KA i KL ES 

PVE 
1% — 

4j Linux ASCP AY Ba A den MC TARE, SEY firrewalld Pict A) Bij Ak Se A ER 

fyi (Runtime ) Fex0, MPRA HAE OETL, MM ALAS eA. WIRE CE SR 

AAFTE, whi GEKA (Permanent ) fist, Tiewtze TE firewall-cmd Ar iE BE. 

Sip ek Hn MS EY YS --permanent BAX, FEA AY BRK HEM RE VA ak AAR (AE, aK 

HERES AS OSULATS INE, BOERNE RCE SRI RAE AS ZIRE 

AR UNRATE CES RE V7 BAEC, Fe EEN firewall-cmd --reload 474. 

fee PEE Sr eS 7A fa] A, (A EE KAR Ee Fs i Ae: Runtime Paistihde 

Permanent feist. WRAKIST4IT , BIER ACE SDT SEORIS , HA) RE ICAA SI TT ACR, 

(1) AF firewalld Jk “4 Hiss AA AY EK de. 

[root@RHEL7-1 ~]# systemctl stop iptables 

[root@RHEL/-1 ~]# systemctl start firewalld 

[root@RHEL/7-1 ~]# firewall-cmd --get-default-zone 

public 

(2) #riA] ens33 PY-E4E firewalld IRA FAY Xi, 
[root@RHEL/-1 ~]# firewall-cmd --get-zone-of-interface=ens33 

public 

) FE firewalld HR4>+F ens33 YR AERA K BUPA external, JF 7F AZ HIG AZESL. 4} 

HN ALAR 4S AK APL PY I BK 
[root@RHEL7/-1 ~]# firewall-cmd --permanent --zone=external --change-interface=ens33 

success 

[root@RHEL7/-1 ~]# firewall-cmd --get-zone-of-interface=ens33 

external 

[root@RHEL7-1 ~]# firewall-cmd --permanent --get-zone-of-interface=ens33 

no zone 

(4) 4H firewalld HR “4H BA KB BN public. 
[root@RHEL7-1 ~]# firewall-cmd --set-default-zone=public 

success 

[root@RHEL7-1 ~]# firewall-cmd --get-default-zone 

WEES 

) JAB/AAE firewalld [7 KHG ARS AI RUSE, BATT PZ EE ( GES Hl IR 

PP ai 
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[root@RHEL7-1 ~]# firewall-cmd --panic-on 

success 

[root@RHEL7-1 ~]# firewall-cmd --panic-off 

success 

(6) #21) public KEES iia SSH Fl HTTPS PATE. 
[root@RHEL7-1 ~]# firewall-cmd --zone=public --query-service=ssh 

yes 

[root@RHEL7-1 ~]# firewall-cmd --zone=public --query-service=https 

no 

(7) 48 firewalld IRS Pink HTTPS PRB AAA SRE, FFI BAER 
[root@RHEL7-1 ~]# firewall-cmd --zone=public --add-service=https 

success 

[root@RHEL7-1 ~]# firewall-cmd --permanent --zone=public --add-service=https 

success 

[root@RHEL7-1 ~]# firewall-cmd --reload 

success 

(8) 4 firewalld HRs Pipck HTTP Ait BCR A AKA TBA, FFI BAER. 
[root@RHEL7-1 ~]# firewall-cmd --permanent --zone=public --remove-service=http 

success 

[root@RHEL7-1 ~]# firewall-cmd --reload 

(9) FEE firewalld ARG PUFF] 8088 Fil 8089 vig A AVR MR BCE TCE, TAR SHER 
[root@RHEL7-1 ~]# firewall-cmd --zone=public --add-port=8088-8089/tcp 

PR Maine ~]# firewall-cmd --zone=public --list-ports 
8088-8089/tcp 

firewalld “PAY a PLN Zea A, RAE RR, ET DEPT ARSC . in 

AS. WA A pk Sa fe EE A EO PER RR. ECA ETA BY BK 

Sian Oe HR Fy ey AY « 

2. #ARVEHTA 

firewall-config 7 firewalld Bj ksq HC HET ALN) GUI (AUB Are) ies, DLR TY 

SCOT A LAS RT ERTE. EARS KHL, BSAA FLSA Linux fir Seni, tH 

5642 FY WR ER 2 A A RHEL 7 Pa Dy KH 
CEA sig Fa Afi : firewall-config #4 4az “Applications” — “Sundry” — “Firewall” 

an, FIFA 3-4 Brasil, EAA F 

QD vePRIZ TAY (Runtime ) Histak7kK A (Permanent ) PEs CH ACH. 

(2) AYER MRE XK OZ 

3) HAM AZIRSIZ. 

4) “SHIRE EEA AY xX ek. 

S) 7 BES ny eae PX PAY AIR 

© FFE pipe PK A hig A 

@ FAA] SNAT (UH ePR DP ) AR. 

Vg FF ARH 

©) Pe Hille ICMP IRA EE. 
O FED SAY SU 
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Firewall Configuration 

File Options View Help 

Configuration: Runtime ©» ®@ 

‘en 

Zones | Services 

A Qvatid nO} defines the level of trust for network connections, interfaces and source addresses bound to the zone. The 

zone combines services, ports, protocols, masquerading, port/packet forwarding, icmp filters and rich rules. The zone can be 

z ee © ® @ 
— « P trtane \Ports Masquerading | Port Forwarding ICMP Filter | Rich Rules Interfaces - > 
block — - = a 

bound to interfaces and source “o 

Here you can define which services are trusted in the zone. Trusted services are accessible from 
dmz 

all hosts and networks that can reach the machine from connections, interfaces and sources bound 

drop | to this zone. 

external - 
~ervice 

home 
amanda-client 

internal 
bacula 

Bete '' | bacula-client 

| trusted | dhep 

| | work 1 | poy dhepv6 

dhcpv6-client 

dns 

ftp 

Connected. g Default Zone: public Lockdown: disabled Panic Mode: disabled 

3-4  firewall-config HAH 

C) EER RI. 

(2 PEP IMAI SS , AeA SAAD ARS A TE 3 ENE, Wea ei SS ZAK 

(3) firewall-config TANWIE7T KA. 

te F$S: £1274 Hewalccoutie CHALE AG KIRBZG, REWAAHKALU, 

AAR ZACGRAAS, CHADRA. FOMADFRRAD 

C1) RSA Pia http IRAN BCE ATU, (AIR SBIAER. AURA UNA! 3-5 TAN. 

Firewall Configuration =e opt ete 

File Options View Help 

v Active Bindings ST nnenert | 

Connections | Zones Services - iPSets 

ens33 (ens33) sce seeeu 

Zone: external 

virbrO (virbrO) 

Default Zone: public 

Be bale PS pce eo Bue 

A firewalld zone defines the level of trust for network connections, interfaces and source addresses 

_ bound to the zone. The zone combines services, ports, protecols, masquerading, port/packet forwarding, 

| icmp filters and rich rules. The zone can be bound to interfaces and source addresses. 

bee _/ block 4 / Berks Provecets: Source Ports - 
Sources amin : : =. 2 ees 

; | Here you can define which services are aery in the zone. Trusted 

drop || services are accessible from all hosts and networks that can reach the 

external | | machine from connections, interfaces and sources bound to this zone. 

| home Ser vice ; 

internal Somk 4 
|_| high-availabitity 

iia SS r—="nBE =D. 
trusted Aes 

iv https 
_ work 

imap 

11} {) imaps 

_ ipp 

_| ipp-ctient 

ipsec 

| iscsi-target 

Chanae Zone | kadmin 

Connection to firewalld established. 

Default Zone: public Log Denied: off Panic Mode: disabled Automatic Helpers: system (on) Lockdown: disabled 

3-5 BUTE http ARS AT TSS 
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(2) Sei ARB RE LIU, (EAT Vila] 8088~ 8089 iO (TCP) Aaa, I 

RECA KALE, VAI BI ASHE a i RRA FA AL. FRR) 3-6 pa 

SCHR, ibe 227£ Options 326. AGF Reload Firewalld fiz, LEC LAY By Ju ARIK V7 BIE RK , 

QU) 3-7 ras. eA HERS TT PHT --reload BRA FF 

Port and Protocol 

Port / Port Range: | 808 

213-6 BFipio) 8080~ 8088 HOAs 

x Firewall Configuration a oO 

File Options View Help 

Change Zones of Connections... 

Change Default Zone 

Zor Change Log Denied e level of trust for network connections, interfaces and source addresses 

ne combines services, ports, protocols, masquerading, port/packet forwarding, 

The zone can be bound to interfaces and source addresses. 

(J Panic Mode ¥ 
Inter | 
Sout C] Lockdown 

virt Configure Automatic Helper Assigment 

Add additional ports or port ranges, which need to be accessible for all 

hosts or networks that can connect to the machine. 
external 1 (CCaanie a aay Se arena a SS 

| Port Protocol 

8088-8089 tcp {| 

Runtime To Permanent ‘| 
U2" en AR a alt at RE 

i 
1 
} 
| 
t 
{ } 
1 
1 
1 
i 
| 
i 
| 
| 1 
t 

| i 
) 
| 
| 

|| Remove | 

i 
Connection to firewalld established. 

Default Zone: public Log Denied: off Panic Mode: disabled Automatic Helpers: system (on) Lockdown: disabled 

FE) 3-7 TEACERASBAX tee BS ALU IZ BNE RL 
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SARS aS. Ace SM Linux he (3B 3 hh) 

(ES 3-6 SCHIENAT ( PZ ihurse HR ) 

1. iptables SCH! NAT 

iptables Bij KARA nat AABN ICH NAT SAB, RPS bo Sb Eee, SEM 

AY. Sh. nat ESCHELA EF 3 ABEE. 
e SNAT: HR ALAN HE. Bp ae A bea Hat: , 425 SC BY AS St De] 2 SS 

CRETE PE A aS EL Be Sg 2 a TF 

e DNAT: EAN AH. BRE a, AS PHRAeLA k, Be 

We A PNPIZS A PBAS EBL. “AIRS ARM ZR APSE, 0p A Hie esc 2 Sh a AY Teg 

, AHRA AUS, OR Dial TE I EIGER EDLE, EOP EB AY FE OLHE A TE AS 7A) 

PZ ADE EDL 

e MASQUERADE: MASQUERADE HY fEFNS SNAT 5é42—-FF, BOER ELA RHE 

Ay aS DE A ,, MASQUERADE #22 Foe se ay ay IP Hah, mi Aa SNAT 

FRY IP Hobe AC er. Pree RS, “APR, WRB A hd AY He A 

Je Tale HOHE, TE ISP DLP ACA, 1A] MASQUERADE 44-234 FE 

2. Aces SNAT 

SNAT A SIRE FEHR IP Hak, hate eS ALA IP Hed. APs A ab EOLA 

tees ip st, Vile] Internet MERE Wits ZEB SNAT AYSUAE, RASH DP Hk PERN ZS A 

Ye IP Hed. 

SNAT AAEHIZE nat #249 POSTROUTING ##, JA REIERENER TES AIE YY tk 

SNAT #@4@hbtkt, BAR ERM ALATA NBS A se HE ee PE, im Ae 

ZZ FA Fit NEY ee. SNAT fH ESII--to-source, frie EN F . 
iptables -t nat -A POSTROUTING -s IP1(Afiithit) -o MW248#0 -j SNAT --to-source IP2 

Axi 1845 IPL (AAA Uk ) Fe IR ZS A IP Stik IP2. 

3. Bites DNAT 

DNAT fesse AY PZ HORI RE, HeataiL, wie eS Be LY BAY IP He. 

DNAT fe5F Fe SCAAEY 6 BAN, Ea Web IR 472 A aa, AE A ik, Yq A ZE Internet 

EEA AYE IP Hoth, AY, AUR EDLE CES RA Ro, ABA, ATLA 

DNAT, Bi -KSHAY 80 tg PRE Ala, wee YA atk, TE A ATE 

28 tk) Web HRA #8 

DNAT ji 2246 nat 2H) PREROUTING #41, ACH AeCN--to-destination, fi7O#§ stu F. 
iptables -t nat -A PREROUTING -d IP1 -i WAH#O -p i< --dport WHO -4j DNAT 

--to-destination IP2 

ArH, IPL A NAT kaa ZS Pe, IP2 ADA PY 

DNAT #22 AES 56 BLA FOLGE vit 

iptables HEME REM OP ABIN TR HE a, IF EY 

PRAIA at, ET EEE, Villa | 

PEBEHE 5 PIRI BEET PE, WME 3-8 Bim. 

DX] Web AY IP hbk. 
= re) a Se 

~~ ill z wt \ 
DNAT 

4. MASQUERADE sy , *\ 

MASQUERADE fil SNAT fEFHFHIal, te Se ee HE ne 
3-8 DNAT [Rife 
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HOLLER ABR VE, (AE AEE TOMB RE A HAS IP HERMIT AY , AN (8 A --to-source 487E 

FEHR IP Hh. WER ZAR EK Ss ThE A Internet, MVEA XO RRAS IP Hat, ALA, 

2 SL] MASQUERADE, 

CH 3-11] 2a AM 230 BITB OL, IBC 192.168.10.0/24, FCA —-ARSE 

BL, EAE ppp #A Internet, PARP ini” ESL) BR), IN, A ER SE 

ALIS, KE 192.168.0.0/24 ARB HEHE HRY pppO MZ HHE, a Rtas. 
[root@RHEL7-1 ~]# iptables -t nat -A POSTROUTING -o ppp0 

-s 192.168.0.0/24 -j MASQUERADE 

3$&: MASQUERADE 443A M4 12D jEALM), CRD VARA AE 4B HET AY 

BE 

5. JERERER 

(1) TrAERER 

WH? , 7E iptables PUK MAC RARE Ia AY, BON, Bese AE INPUT #4 0 FOLD TAI 

Google wh, DIY, TORAH ELABISIE RY RIK Google HkA at, (FE, SARS AEA INR 

Te ELPRIAN , AACA ACEC, ZAERO RAEF, TATE MRE. PT 

Li, BC iptables AeA Hw. AU, CREEK SACRE, SI, ER 

PRE HE WS fal IA ERTE « 

ERE RR KE RTE RA, EREIRAS “state” EAT HI, Netfilter HEWSHS Pat 

AST E BE EL SE, RPT BE E  E IA, DEL  BARVE ERR 

Ree scHF TCP Al UDP ifs, ENE AP Re YASIR 

14: Re PR hs He fe CR, AAFP OA ee, PR IN ae 

EAS Fb is eS EP ALOU A RE, DORA AR EE iptables AMDEHAY a], “4A, weer eri Be 

EIA FE 

(2) iptbles ERERKASALE.. 

HCE iptables MiEREIKAS, EAAVEI-m, JPG state BRL, wEIII--state FAHIRAS, ANF 

BTAN o 
-m state --state<iRKA#R> 

(un, IPB ABER MACE, URE RIK BE TC te eat, 2 8 -m 

eT, Fe RES ESTABLISHED #1] RELATED KASHIRR EL, UR ta. 
[root@RHEL7-1 ~]# iptables -I INPUT -m state --state 

ESTABLISHED, RELATED -j ACCEPT 

{ES 3-7 NAT RARE 

1. (EM 

ZF] Fh 3-9 Fras. ARSE RLEN 192.168.10.0/24 PESAY IP Hitt, $f AEA Linux 

ERUVEAIRA AE SIR, SN A Tle He 202.112.113.112, Be Ze ALU BEEK. 

(1) GUE SNAT #RUEA IAS BEE aS Vil] Internet. 

(2) Ac DNAT PRUESE FA ea iE ae TAI A PES Web IRA #8. 

Linux AR ae AAS Phi ig Ne 3-7 as CALEY VM AY bon a eet 22 Linux 

2S Pitt )o 

13 



DIZSARSASIS2, AS SBtE!M Linux hk (8 3 ih) 

fh: NATHRS BdnternetAR), PRAM 

it} WHLSZ: RHELT-2 

fe HR: RHEL7.4 
PA a Ped ey Pith a: 

}192.168.10.20/24 

202,112.113,112/24 

fafa: si internetit (al PUWebks 

#2. iptables 

WBHLSA: RHELT-1 
PHA: §192.168.10.1/24 

RY SE: 192.168.10.20 

MERA: REEL 7.4 

fA: Internet KI Webih + #. 

firewall 

tt WALA: Client2 

HRA: RHEI74 

PHBE: 202.112.113,113/24 

Hes 202.112.113.113 

3-9 (PV bZ844GFNEI 

# 3-7 Linux fRSBABPMASS 

Ee | MERE ft 
FATS HE RVELT Web 8 iptables BYIC 

IP1:192.168.10.20 ( VMnetl ) 
i KHE: RHEL7-2 RHEL 7 iptables, SNAT, DNAT 

IP2:202.112.113.112 ( VMnet8 ) 

Ab} Linux 2 vig: Client2 | RHEL7 | 202.112.113.113 ( VMnet8 ) Web , firewalld [ij A 4% 

2. FRA 

— Fay = AE SNAT Ff lick 

(1) FSA hE 

@) eK) 3-9 #14 3-7 AA RHEL7-1, RHEL7-2 #il Client2 WY IP Hah, RUA. 

{aE RHEL7-2 22222 UPB, TE ee SEE IT LAY PE TU 

@) #£ RHEL7-1 E, jist 5 RHEL7-2 Ail Client2 AY4EIH LE 
[root@RHEL7-1 ~]# ping 192.168.10.20 / / 38 

[root@RHEL7-1 ~]# ping 202.112.113.112 / / 18 

[root@RHEL7-1 ~]# ping 202.112.113.113 / / Ai 

@) #£ RHEL7-2 /, list RHEL7-1 Ail Client2 AVM PE. AEH AY 
@ 7€ Client2 -, jist RHEL7-1 #l RHEL7-2 AYi4i PE 
4j RHEL7-1 GH. 

(2) #£ RHEL7-2 EAC By Ase SNAT 
root@clientl ~]# cat /proc/sys/net/ipv4/ip_forward 

/ [BRUTE a i Pe A, ECON 1, 
root@RHEL7-2 ~]# mount /dev/cedrom /iso 

root@RHEL7-2 ~]# yum clean all 

[root@RHEL7-2 ~]# yum install iptables iptables-services -y 

[root@RHEL7-2 ~]# systemctl stop firewalld 

[root@RHEL7-2 ~]# systemctl start iptables 

[root@RHEL7-2 ~]# iptables -F 

[root@RHEL7-2 ~]# iptables -L 

[root@RHEL7-2 ~]# iptables -t nat -L 

[root@RHEL7-2 ~]# iptables -t nat -A POSTROUTING -s 192.168.10.0/24 -j SNAT --to-so 

urce D202 (222.113. 512 

[root@RHEL7-2 ~]# iptables -t nat -L 

a a lO FE OO 
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~ 

& Aes EeHh Als 

target prot opt source destination 

SNAT all BO2 eles. 20 30 (2.4 anywhere Cor202 eI be Las al ie 

(3) EXSY) Client2 Face Heit Web 

froot@client2 ~]# mount /dev/cdrom /iso 

ala 

ha 

[root@client2 

[root@client2 

[root@client2 

[root@client2 

[root@client2 

[root@client2 

[root@client2 

f[root@client2 

yum clean all 

yum install httpd -y 

firewall-cmd --permanent --add-service=http 

firewall-cmd --reload 

firewall-cmd -list-all 

systemctl restart httpd 

netstat -an |grep :80 / (EAR 80 Sig ES FPL 

firefox 127.0.0.1 

(4) EAR) RHEL7-1 Eist SNAT AB EA 

[root@RHEL/-1 ~]# pang 202.112.113.113 

[root@RHEL/-1 ~]# firefox 202.112.113.113 

ZA AER, ELBE VT) BIOS ABA a 

ipa te Client2 #4 /var/log/httpd/access log PEA LA VEHELE 192.168.10.1, AF 

40,45 202.112.113.112 03? 

By BCE DNAT Fit 

(1) #£ RHEL7-1 EACEAR Web Bik si 
[root@RHEL7-1 

[root@RHEL/-1 

[root@RHEL7-1 

[root@RHEL7-1 

[root@RHEL/-1 

[root@RHEL7-1 

[root@RHEL7-1 

~]# mount /dev/cdrom /iso 

~]# yum clean all 

=] 

a] 

it 

# 

[root@RHEL7-1 ~]# 

[root@RHEL7-1 

[root@RHEL7-1 

[root@RHEL7-1 

[root@RHEL/~=1 

[root @RHEL/=1 

a 

se 

ail 

=| 

ae 

# 

# 

it 

# 

it 

[root@RHEL7-1 ~]# 

[root@RHEL7-1 ~]# 

[root@RHEL/-1 ~]# 

frooteRHEL/—1 of it 

[root@RHEL7-1 ~]# 

[root@RHEL7-1 ~]# 

[root @RHEL7~-1 a it 

yum install httpd -y 

systemctl restart httpd 

systemctl enable httpd 

systemctl stop firewalld 

systemctl start iptables 

systemctl enable iptables 

systemctl status iptables 

iptables -F 

iptables -L 

systemctl enable iptables 

systemctl enable iptables 

iptables -A INPUT -p tcp --dport 80 -j ACCEPT 

iptables -A INPUT -i lo -3 ACCEPT //7tiFisla HH HGL 

iptables -A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT 

iptables -A INPUT -j REJECT / / AAV ee FEA 

vim /var/wwww/html/index.html / (NE CSCERTA Pa ak SAS PEM ak 

iptables -I INPUT -p icmp -4j ACCEPT / /HRARIE ping HOWAA 

iptables -L 

Chain INPUT (policy ACCEPT) 

target Croc Opt \SOurce destination 

ACCEPT icmp -- “anywhere anywhere 

ACCEPT BED nica anywhere anywhere LED apc aetp 

ACORE erin neni i eS anywhere 

all == anywhere anywhere State RELATED, ESTABLISHED 

ACCEPT all) (== anywhere anywhere state RELATED, ESTABLISHED 

REJECT als. =—""\ anywhere anywhere reject-with icmp-port-unreachable 

ereeee 
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[root@RHEL7-1 ~]# service iptables save 

[root@RHEL7-1 ~]# cat /etc/sysconfig/iptables -n 

1 # Generated by iptables-save v1.4.21 on Sun Jul 29 09:03:05 2018 

2 ‘Filter 

Zz 2INPULT: ACCEPD. [0's07 

4 :FORWARD ACCEPT [0:0] 

5 [OUTEUT ACCE ES otis 1a6 | 

6 -A INPUT -p icmp -j ACCEPT 

fi -S INPUT =p tcp =m top —-dport.80 .-j ACCEPT 

8 -A INPUT -i lo -j ACCEPT 

9 -A INPUT -m state --state RELATED, ESTABLISHED 

£0 -A INPUT -m state --state RELATED,ESTABLISHED -j ACCEPT 

ae -A INPUT -j REJECT --reject-with icmp-port-unreachable 

2 COMMIT 

us # Completed vonsSun Jud. 29).09303:05) 2018 

(2) ZEW kde RHEL7-2 /Ac DNAT 
[root@clientl ~]# iptables -t nat -A PREROUTING -d 202.112.113.112 -p tcp --dport 8 

0 -j DNAT --to-destination 192.168.10.1:80 

(3) EXPY Chient2 F7lizt 

[root@client2 ~]# ping 192.168.10.1 

[root@e@ciient2 ~1# firefox 202.112.113.112 

ES 3-8 ACHARS Ae Hl WR 

TCP Wrappers f= RHEL 7 ARAVA ae ee, ERROR ELAN He 

HES ASHLEY Bl br ARS BE RE ae ERE. PRA, Linux AB PRAMS 

WAGE, S8— PP ATE AEF TCP/IP Wittsrctye TA, iil TCP Wrappers Hea We HE 

FUE AAS [bE Linux ASHES WO, EERIE Linux ABW ZAISTT 

TCP Wrappers HQ 45 AS Bij A Sis ES HE TS ill SE Pa tl, A a pe AP td 9 ZS 

SCPE EDICT OT ARS AO TAPS itt, tL AY Dp PB a 8 ESC POR ELIE SIRS TOR it FE 

itll ECE BU YT BVA, FABER AE IT HE Hi PUZE SCF (/etc/hosts.allow ), BUFR 

DE ACSIA AY FRR, WUT; UR AVE WE — AE 0 a FB pe es hl 9 Fe SCF 

(/etc/hosts.deny ), AFRENTCHCIN, WEA. WRT CFA AE BCE, MY BRA 

LATTE 

TCP Wrappers [lle 45 HU ¥ ill WY Ze SCF AC SEL ESF AN AR, IS CU Ze 3-8 FTN 

# 3-8 TCP Wrappers ARS AS BIFIZ IA AEE 

Apa am © fl TE 7 I AY PA iy FI HE 

EBL IP #4 ¥ 192.168.10.10 HY -EBL 
Hee MIRE IP PE 192.168.10.0/24 HY EBL 
#e7e RIPE IP E997 192.168.10.0/24 fy EBL 

tie DNS Jn ry DNS Ja 28. linuxprobe.com MJ EPL 

tae EDLY PK ERLY PRA www.linuxprobe.com fy) E#L 

THEM Ae vig = | ALL PA EBLE ALTETEA 

4¥ fic TCP Wrappers HR Wis 222 JEL PPA EU 



95 SSS eh Ale 

© Fi SEA RIRAUUAY , TS EIR 4K, MAEDA. 

e I TESn Ss TEA E A, FSS CVA, WE ULB A ER. 

P pA aS FEA A SCE, FTE VTIAIASBL sshd IRS AY BTA Witt ( ICZE/etc/hosts.deny 

SCPE AMB BUSA ITE RHA ). 

root@RHEL7-1 ~]# vim /etc/hosts.deny 

hosts.deny This.file contains access rules which. are usedto 

deny connections to network services’ that ezther use 

the tcp wrappers library or that have been 

started through a tcp_wrappers-enabled xinetd. 

The rules in this file can also) be: set up: in 

/etc/hosts.allow with a 'deny' option instead. 

See ‘man 5 hosts! options ' and man 5 hosts access" 

for Information on rule. syntax, 

[ 

it 

it 

# 

# 

# 

# 

# 

# 

# 

# 

# 

# See. ‘man tcpd' for information. on tcp wrappers 

sshd:* 

[root@RHEL/7-1 ~]# ssh 192.168.10.1 

ssh_ exchange identification: read: Connection reset by peer 

FE RK, FESPA AU SCE PSII AR, EASA WR A 192.168.10.0/24 EZ, Ti 

[AAS AL sshd ARS HOTA ie. ARAB, Wks ahr Alte Sl] sshd IRSA, WOR 

4E BO. 
[root@RHEL7-1 ~]# vim /etc/hosts.allow 

hosts.allow (his,;fite contains access rules which are’ used to 

allow or deny connections to network services that 

either use the tcp wrappers library or that heave been 

started through a tcp_wrappers-enabled xinetd. 

See ‘man 5 hosts, options and. "man. 5 hosts access)! 

for information oOn)rule syntax. 

# 

# 

# 

# 

# 

# 

# 

# See. 'man, tcpod' for intormation on LCD Wrappers 

sshd:192.168.10.0/24 

[root@RHEL/-1 ~]# ssh 192.168.10.1 

TOOL LOZ L6G. 10,1 "Ss password: 

tae Voom: Fri Jule) 20203330 206) from Lon toe. 10..20 

ABET. Mas: \dececued. ) problem(s). \For more: into ‘runs abrtrcli last one ioce st os2 700609 

3.4 EVV iptables ARB 28 Mik SIVA 

3.4.1 fPVIMER EK 

1. (WME 

200 GA PAL, IP HethIEAY 192.168.1.1~192.168.1.1.254, FPIAa A 255.255.255.0, 

Mail fig4¢-28: IP Hitikey 192.168.1.254, Pye 255.255.255.0. 

U1 
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FTP Hie4¢-48: IP Hatik-Y 192.168.1.253, Putte 255.255.255.0. 

Web JR4-#8: IP tHatkeY 192.168.1.252, PEAY A 255.255.255.0, 

AV ZR Fh A GU) 3-10 BAS. 

192.168.1.252 S 
S&S f‘ 

Web JI 35 4h 

~ 

192.168.1.253 Siow a ee — 

FTP fR4-38 pppO 

192.168.1.254 |S 
Ss 

Mail R438 

192.168.1.0/24 

(43-10 Ze mZ8t4FhS 

2. ACE EK 

Pra A iT Lis 2A 8 3A) BR, IF A ee A Bsa fp TS PE 

AVP DMZ BRESIXIS 824 Mail, FTP Fil Web HR #, S42 Mail Al FTP HRS 4 eT A a i 

THI, Mir ZARA Web wih, Ff ABE ii Oh Ey Re eB, OA REE SPY 

EEE, SET ZEYSOM iptables Byte, BCE AADL ARH 

3.4.2 KA 

AWA AEB ZEA SPREE, TR A CR Ag eS FOR 1 EO 

DROP, “aI DARREL lal Be hl, FT IF Web. MSN, QQ UL Mail AYAA Sie 

FD, FPR pete Web HR454869 80. 22 sg . 

3.4.3 fRRAS 

1. ACER TRES 

step]: HNDREME. 

[root@RHEL7-1 ~]# iptables -F 

[root@RHEL7-1 ~]# iptables -x 

[root@RHEL7-1 ~]# iptables -Z 

[root@RHEL7-1 ~]# iptables -F -t nat 

[root@RHEL7-1 ~]# iptables -X -t nat 

[root@RHEL7-1 ~]# iptables -Z -t nat 

step2: WH SAVU CEI 
[root@RHEL7-1 ~] # iptables -~P INPUT DROP 

[root@RHEL7-1 ~] # iptables -P FORWARD DROP 

78 



Iie. Ak, Ae ee ii eg AY FORWARD 48% ( FEA NARI ), 

SOS eSSEHWA 

7. TIFAMENSS MSN F0 QQ 

[root@RHEL7-1 ~] # iptables -P OUTPUT ACCEPT 

[root@RHEL7-1 ~] # iptables =e nat -P PREROUTING ACCEPT 

[root@RHEL7-1 ~] # iptables =< nat =P. OUTPUE ACCEPT 

[root@RHEL7-1 ~] # iptables tC nat -P POSTROUTING ACCEPT 

2. [elie 

AG EE AIRS BW ars SE TR oti, OA PRESSES PE, i BE CV EL HE AY 

a, MPAA. 
[root@RHEL7-1 ~] # iptables -A INPUT =A. lo as | ACCEPT 

3. JEROASILS 

ALS WCB ee BC eV, SPT OCR, TEESE RRA, UR tN. 
[root@RHEL7-1 ~] # iptables -A INPUT -m state --state ESTABLISHED ,RELATED 

-j ACCEPT 

ERE ERE TE 4 PPR ALKA 
e NEW: 2 oreUeR MAGE A. 
e INVALID: FORGE, WIR AACE Bee 
e ESTABLISHED: GA ye BE EL. 
e RELATED: 5SEAREWSGE AA KBE EL. 
4. i268 80 mORR 
[root@RHEL7-1 ~] # iptables -A FORWARD -p tcp --dport 80 -j ACCEPT 

5. DNS #8#XikS 

AY ST PLIES IE Fe ES Vi lal Internet, War ZEA A ALS DNS AR 4h 
AE A. FA DNS 4} UDP. TCP 4) 53%, aR Arm. 

[root@RHEL7-1 ~] # iptables -A FORWARD =p udp. --dpert 53 -j~ ACCEPT 

[root@RHEL/7-1 ~] # iptables -A FORWARD -p top .--dport 53 -~j -ACCEP? 

6. FtFbIARSS ash) SSH 
SSH {#9 TCP vig 22, an FATA. 
[root@RHEL7-1 ~] # iptables -A INPUT -p tcp ==—dport 22° 3. ACC EeT 

Q AE (ti FA TCP 80, 8000, 443 & UDP 8000, 4000 4%, if] MSN itil TCP 1863, 443 

BETAS 
[root@RHEL7-1 ~] #iptables -A FORWARD -p tcp --dport 80 -j ACCEPT 

[root@RHEL7-1 ~] #iptables -A FORWARD -p tcp --dport 1863 -j ACCEPT 

[root@RHEL7-1 ~] #iptables -A FORWARD -p tcp --dport 443 -j ACCEPT 

[root@RHEL7-1 ~] #iptables -A FORWARD -p tcp --dport 8000 -j ACCEPT 

[root@RHEL7-1 ~] #iptables -A FORWARD -p udp --dport 8000 -j ACCEPT 

[root@RHEL7-1 ~] #iptables -A FORWARD -p udp --dport 4000 -j ACCEPT 

8. RAFAMEVA AMF 

LAT LIE Soe, 40 

Be Pg ACI HSCEI iy Tad AI ERAS RAY TCP 25 vig, eC CEE , FY BEEF a otin eZ , 

445 UDP VAR TCP Wiig: 110, 143, 993 #995, a P Ata. 
[root@RHEL7-1 ~] # iptables -A FORWARD -p_ tcp =“Gport 2> {2=3) (ACCEPT 

[root@RHEL7-1 ~] # iptables -A FORWARD -p tcp --dport 130, .-73) ACCEPT 

[root@RHEL7-1 ~] # iptables -A FORWARD -p udp --dport 110 -j ACCEPT 

[root@RHEL7-1 ~] # iptables -A FORWARD -p tcp --dport 143 -j3 ACCEPT 

[root@RHEL7-1 ~] # iptables -A FORWARD -p udp --dport 143 -j ACCEPT 



SARS esis, Ace Set e—Linux hk (5B 3 hk) 

[root@RHEL7-1 ~] # iptables -A FORWARD’ -p tcp --dport 993 -3 ACCEPT 

[root@RHEL7-1 ~] # iptables -A FORWARD -p udp --dport 993 -j ACCEPT 

[root@RHEL7-1 ~] # iptables -A FORWARD -p tcp --dport 995 -j ACCEPT 

[root@RHEL7-1 ~] # iptables -A FORWARD -p udp --dport 995 -j ACCEPT 

9. NAT izes 

ee Fr SY H.R, RI OC AP He HR 9 
ahaa ETT ee , KERIB pppO, AASAC a BRAN. 

[root@RHEL7-1 ~] # iptables -t nat -A POSTROUTING -o pppO -s 192.168.1.0/24 -j M 

ASQUERADE 

MASQUERADE fil SNAT WHE FI — FE, lel REE fe GED He Hk eR RE, {A at 

MASQUERADE #e4t xt Sb abe AAS IP HOLY , AN ii 22188 A --to-source fig xe PEFR 

IP Hitt. WR MZ RN AR ST SRA BIR, A TOP AS IP Ha ( ERE AA EH 

AS SRAM IP HHA IEE, EKu ADSL #45. DHCP i242 ), AKAMA] MASQUERADE, 

sE: MASQUERADE 244 5RO9 IBALL), FLOR PT VA RRA AA — 44 Bl] H 4S 4E OY 

BSE 

10. ABBHLESIOMA A Web 

AP] Web ARS #5 A9 IP Hitt 192.168.1.252, iatie , “42S Ae Pomel) ARS BS 

Sie ka EE A BN AY PAY 192.168.1.252 AY 80 HO, UN FAR. 
[root@RHEL7-1 ~] # aptables -t nat -A PREROUTING -i pppOQ -p tcp 

--dport 60-4 DNAT. =-to-destination 192.168.1:.252-80 

35 INBSR: &S 5 iptables HUIS 

1. ons 

SCVMAT AAA 
2. hAapS= 

(BUSES i ERA Internet, HY ISP 4p fic IP Het 202.112.113.112. 

ACH iptables /F- NAT HRS ate APIS, APOKAY 192.168.1.0/24 Hh fi 

bk, haba 202.112.113.112 Hot, AMR e Ae AHEORE,  WR3-2 SHIM 

BOR PYM AE WS Ti lal Web, DNS & Mail 3 GARGS #8; ABS Web Itt BS ET iptables ikts 
fir 192.168.1.2 ie eb vig A BRETT SUT OM ERS. ZR GF) UNA 3-11 Fras. 

3. REBS 

TELA A ELS BLS a a. 

C1) Ay Ze PER OE AY IP Hedi? Gap PE A BRA SE? 

(2) Artal evs PRU ALU 2 

(3) Ufa Reseakta4ea TCP. UDP Ayes 2 

(4) Wn Fi ping aT? Antal FRCS? 

(5) WHEY SNAT FESCERAY Oia) BR 2 UV {ny SPS FR? 

(6) ERP seed (n ics DNS IRA AR HELE? 

(7) iRIR firewall 45 iptables MY AAI ATE. 

(8) iptables PAY-A Fll-1 PTB BA (A XG? AEM GIF 
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SOS ASS EeHwA 

DNS JR A-38 Mail IR 88 Web AR S-28 
3-11 AcE netfilter/iptables Pa2S#GFh 

4. {—fi 

ARGH A BOR SALAS, ORE Se a. 

3.6 Fae 

—, BSw 

1. AY ASE ts Mb PS 783 Jes Sak PX] Sj Internet la) akg EY hab 24 se] AS. BR 

HID Z5 Fy, WOR ERA a 

2. BRAKE WTALKE, alle : All : 

3. ye Linux Bob PI — Ma ZR, EeEE SS AAIEY “Fe” (tables ), #} 

Ae GT 2H, i Be AR ee AY LW Pa ARR ZAM. Seb, netfilter 

Wasa, PERENAas, Mee e NASA o 

4. FECAL, Netfilter FEE 3 FICHE IAS GE : : Fil 5 

5. Netfilter iit S 3 4 (table ): : Vie - 

6. PUA FT ZA Hoe, AUK SITE DAK : 

." fe netfilter RUN, HARARE WIEN, ECARD PAR 

HE : : Fil 

8. 25 Hatt eede4s ( Network Address Translator, NAT ) (ic (FA Fa HEE AY Fil 

1A ZS FA tk zal 

7. wee 

1. 7 Linux 2.6 Wah Aw A, Hef TCP/IP Hatie Rene EMY TA? ( ) 

A. rarp B. route C. iptables D. filter 

2. 4€ Linux HeVERS FP, Ait iptables APSARA PEMD A, ATER 

HAAS PAYS iptables 474: #iptables -t nat -A PREROUTING -p tcp -s 0/0 -d 61.129.3.88 

--dport 80 -j DNAT -to-destination 192.168.0.18, JBAizimi SM VEE: ( ) 

A. Xt 192.168.0.18 AY 80 sg A TES A BAY YAY 61.129.3.88 ALE 

B. Xt 61.129.3.88 MY 80 vig A AT) FS ACB AN PY 192.168.0.18 EBLE 

C. ¥EXF 192.168.0.18 HY 80 wig A BR BY AY DEY 61.129.3.88 AY 80 sig A 
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SARS SIE. Ace Sete Linux hy (3 hh) 

D. MM IEXT 61.129.3.88 MY 80 MG MDa 

3. John FPR E AAS Jey Sa DY EV BK, BEE Internet FLEE A JIM, Ie INR. EBT 

GEE, ALA IEFA lata SOCKS Fahy. fit A(t Re ee He TES Jay Sak bX FI (4G ASL Internet 

IRS AUP. John AE AA By SS YP TR aR EP? ( ) 

A. {8A squid (RHHIRS Ae B. NAT C. IP #R D. IP (hy 

4. M Peete 1p PE SHIA. ) 

A. ERM HEN SEH A 

B. EMBED NAT AZ: FORA TB IP Hebe bab IP Hehe 

C. ER —PS Aor ic IP Hehk Ay Bere 

D. EXE PEE A Ee I] Internet AY) TH. 

5. FIA F iptables HAVEN ( a 

A. ACCEPT B. DROP &k REJECT 

C. LOG D. KILE 

6. BPSK A IP dbs 199.88.77.66 WY ping ti, (TAY iptables Ait-7e ( bf 

A. iptables —a INPUT —s 199.88.77.66 —p icmp —) DROP 

B. iptables —A INPUT -s 199.88.77.66 —p icmp — DROP 

C. iptables —A input —s 199.88.77.66 —p icmp -j drop 

D. iptables —A input —S 199.88.77.66 —P icmp —J DROP 

7. ABBEWT IE 199.88.77.0/24 P2679 TCP 4H Bem 21, (8 FHI iptables fit S7e ( if 

A. iptables -A FORWARD -s 199.88.77.0/24 —p tep —-dport 21 - REJECT 

B. iptables -A FORWARD -s 199.88.77.0/24 —p tcp -dport 21 — REJECT 

C. iptables —a forward —s 199.88.77.0/24 —p tep —-dport 21 —j reject 

D. iptables —A FORWARD -s 199.88.77.0/24 —p tep —dport 21 — DROP 

fas jk Se BEAR. 2P RR VEAA 

fajiZ8 iptables WY LVEF FE. 

fajizs NAT AY EWE. 

7: RHEL7 A+, iptables AEA firewalld MRS WEEK? 

fal AB KS ES LY A DROP Fil REJECT AY AAA. 

AMA FE iptables HRA AY INPUT AUD EE BRU GEIB A DROP? 

ERE 5 ABT AK GE EMR LOU, 18245 iptables ARS FAT LAF EWE A 192.168.10.0/24 PI EZ 

fe VilAJASPLAY sshd ARS (22 aA) 2 

8. fai firewalld PX ERASE. 

9. UAE firewalld PIEBOAM KEIN dmz? 

10. 4ilf{rfik firewalld ALKA (Permanent ) #esQ He AY By Jc HS SE mS LU V7 BY ZAE C2 

11. 4 FH SNAT ARN BEA? 

12. TCP Wrappers IRA 4254 TUF RWS i CAE A a OE, ARTE CC Te 

GAREY? 

Y mg AA RON S| WT | Ss 
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aie 
ace 
‘i On 

PN RR ARAN HNL MEY CALNE EER REE Sh BANNER MESES 

pew weet TEER IS 
a na a A TR SRE EE AMM TEI Ln NEE UAE 

MASA 

A RAE FREI, FF AAAI Web, FTP. DNS, DHCP, Mail 2REASIRS 

Anke A Be Del PX) Ae ER oS, RA UB eas RR 

C1) He AR Bek Hag LA SEA be] BY AY ES 

(2) FAP REGI EAA A , RZ HL, AS be A ea) 

FER] 

om Bch ESE Linux WAKE CBIR 48: iptables Al squid KTH, within sa 

{78 iptables, NAT. squid, HEWeSEAL EVE, LMR AC Asc SF iptables, NAT AY 

“J, PUTER AIRF RS HY AR A HE 

i =—=Con 

©  S fRARERIRS ae EAS AR 

e “ye squid (UEHARA arty Ac. 

© ON SAS, FICC AIRE 

41 *BRALIR 

AREER #8 (Proxy Server ) [A] PY P-5 Internet MARAE. HARLIN) Internet P/F] 4e—P Ht 

FN A PUL SRS a; FP Ee Pe CRO) AAS, ca www 

HAS BE EPP ney ee I EA YA HE, Proxy Xb-2E PALS HRA AR Za], PPAR AS ARE 

ii, Proxy #2 PHL, Proxy HMAC, IRS ARM; SPA PALL, Proxy elkatar, E 

BW PLASTER, FRAGA AEE FER AY BEA PL. ERY EF I] SAE PE 

HRA Ft 

4.1.1 (ARS BW LPR 

14 2e PED AS SEY Proxy AkSawea, SAE ati lal Internet wh AAA OK AB 

RAHERABWEDL, MACARTHUR, TOI aE AS Pm Tao DA 

HH ACHEIR AS S a] AEB LACHER, FRRECA AY EDLI TE, BCE CIS a 

BRIG FE EH {CER SS BO AE Pi Fe aR OP ig. PCR A VE A 4-1 TS 

QD 4PM A Xt Web AR aide HAY , TOR eG ACK BCR Fa 

Q) (REBAR AS Hee BI Ze Pane, eR E AE eA OP en i 22 I 

3) An RBEIRA BEA Pig A TER AOE, CERES TH] Web JR ite stink 

4) Web AR ASM DTA AHS 



SARS eI. Ace Sere Linux hy (CB 3 hi) 

{REEF 

Web Jk 4 ait 

4-1 (UHBARSS eSH9L Fe 

(S) (HURRAH a, ME ASI E, W 

©) {UHHARSS air) AE hig A FE AC Web HRS ai ITE 

Q % Phi Bil] Web WR air, [eA CHER at ACH TER 

{UHH tir ERE ica, WU ZAR TE Web HRS ar ASCE 

CO) ARHH AR SS i Lz TAY ASA aI, TAN ir BEDS AR SS a BV], DAT 24) 2 Dt eA 

fie toy Vis TA PRE 

4.1.2 RIBAS SHER 

C1) Herr VsMAvR BE. BAZ BOR RE EP CHER a EP, A Pk he 

BA Ae BOR AATF] A AEN, CSS Ee CHR ie ES, CHR 

ariel SAARI VE, FAD aR AR POTD, TCP i Cy Fe 

(2) FAP Da BR tel, Dy FIT Ag EA RAS tie A I Pa Gd CR SS GD] eA 

ka, UEC TEACH a ET ABC AI BR hl, WS IR ABR LE eS, Tk Ha Jaya od Pe] 

4x BIR ail Jy Sa oe] FE] Tl gs ed Ps SS DID tH Pg SD) A AN BE Bat HE a JA 

BO Ft WA AE CRS it, TR ZT A AR Sit A) GT] PR il 

(3) REPes El ter. Witte LMA El, AY Pe A SA 

Far Aa, MOON AS PASE IP Hh, ROE EA IN EVEL 

42 IERTRES 

4.2.1 WAixit 

Py 2a ATR Ae a Sc fg TM A SR A ee RT Daa as 

MLA eas Jey Sek XY) 5 Internet li] ak 5 Et hi 2 iS. BRS El ZR RP A 

TOA A aE AL a FE AEB), AB Ona EEA SP) Internet? (CHEERS 

Aa LE ITE, EC REABAR EAB Pile] Internet AY [A] BSE HE BED la) AOE LAE Hl DAE 
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SOS ASTRA Sas 

ASF BLE HE LORCA ASR Linux PO BEE RAEI IAS BEE TERE squid {CHL I HE. 

422 WAS 

nba squid (UHLIRS ak AL BTR 

C1) CeReeF AP Linux SER PE ARSC, FPA RUE RS IRS IER VE. AP ea 

FA Linux 8% Windows 2482 7E BS. ARS am A A i BE HS a) 2 ETT I {A 

(2) BOA AAA REALS ZR ope. WER RU SR SCL, We 3 AREIUAL, 

Un 4-1 ATA. 

# 4-1 Linux ARSE Pim RA BS 

Faas [aime] pee | 
A PARAS BE: RHEL7-I Web [IRA RE iptables Bik i 

Sak IP1:192.168.10.20 (VMnet! ) 
squid ({U#HENK 4%: RHEL7-2 | RHEL7 iptables, squid 

[P2:202.112.113.112 ( VMnet8 ) 

Ab px) Linux 4g: Client2 RHEL 7 | 202.112.113.113 ( VMnet8 ) Web. firewall 

mp 43 InBSch 

f£$34-1 BR. AD, SILSMARAD squid hs 

Xt Web FAK, squid t2— Py PERE TCE ERS Hh, AT IIA AM a Internet — 

GREE, See POL lala Ps. squid MSC HTTP, i 3¢FF FTP. gopher, SSL #1 WAIS 

SPM Al ERRATA], squid FAY. IE REER AY 1/0 Soi a ERE OR Ab 

SETA ASP tint 

1. squid (4653 RacSln 

(1) squid #(-@ 

EFL : squid 

IRI 4: squid 

e -—Ef£5F: /usr/sbin/squid 

e fit AS: /etc/squid/ 

FACE HF: /etc/squid/squid.conf 

BRU WMT tig: TCP 3128 
e Phila] ASCE: /var/log/squid/access.log 

(2) AACE 

e http port 3128 

e access log /var/log/squid/access.log 

e visible hostname proxy.example.com 

2. S42. Faah, (BLE squid ARS squid ARS ( 4 RHEL 7-2 E223€ ) 
[root@RHEL7-2 ~]# rpm -qa |grep squid 

[root@RHEL7-2 ~]# mount /dev/cdrom /iso 

[root@RHEL7-2 ~]# yum clean all / / tee AN FCT RAF 
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SARS esis, Ae Set —Linux hy CH 3 hh) 

[root@RHEL7-2 ~]# yum install squid -y 

[root@RHEL7-2 ~]# systemctl start squid //JAB squid MRA 

[root@RHEL7-2 ~]# systemctl enable squid //FRLA SA 

(£3 4-2 ACE squid AkSes 

squid HhkK4+ AY + Ad BC e/etc/squid/squid.conf, FA Ay WATE A ASE TUE HA 

ETH 

1. JUSS RRATIN 

SAAC ES IRS PK BEMY, squid IR FEAF ICE CPt FEB E/ete A ae FS 

DANS 4 Pra AY Ae, Ae 4-2 Se LOT AY squid ARS Fer Ac BAe. 

#2 4-2 =SFRAY squid IRA FACREAURER 

GE i ‘F FA 

http port 3128 He UT EA aig FS 

cache mem 64M AFB I) 

cache dir ufs /var/spool/squid 2000 16 256 AE HS Fe HDX EAI 

cache effective user squid Woe eft A BUA A 

cache effective group squid WERE BUH PA 28. 

dns_ nameservers [IP HUE] —fKAICE, TE FAIRS aE BRAY DNS HbdE 

cache access log /var/log/squid/access.log Vila] ASCP RE RE 

cache_log /var/log/squid/cache.log BAF AE OCEAN RAE 

visible hostname www.smile.com WH. squid IRA ary A PK 

2. Wesel BFR 

squid {UHR #itte Web & POLS Web IRSA ZIP, ERM, Rea 

AEP PLA LA] Web ARS 4EL RUA], squid Ans ahees BA e ee AY EAL 

SA ULE Hl ZS CACL ) FREE RIFE PPL al, ACL FE eee till PF A EBL AY 

INA. EFA acl ABS ATLA ACL, aS PEPE HIP BNE. AA AT Vt A http_access 

Sea re IEPs HAE, PY SE FAAP acl HE, ONYR IP Hob, bh, ESI al A Be 

RAEN acl 9x LABS MA ASA 

CP vac 

acl Ag AAR SCO FP 

acl JIRA WRAEW [-i] WR 

HA, SRA PRA KY squid WA Sisal PE Hil USE, FEA Sis ad as Hall Ze AB BE FA 

A I Ae. ROHL, ON SEF KP SAY FH SLITS a fot FSB GY BEB 

INARA AY ne AK squid WHIM G. PKN, AT WGA IP Hak, EBL. RY. A 

IAT TSE LA eS Ze 4-3 AER 

#4-3 ACL FI RAWAIT 

ACL 3) AEH it AA 

src ip-address/netmask 25 JF eek TP Hk A HS 

src addrl-addr4/netmask 25 PF vig Ut TP Hott yt Fal 
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ACL 31) #38 

dst ip-address/netmask 

myip ip-address/netmask 

srcdomain domain 

dstdomain domain 

srcdom regex expression 

dstdom regex expression 

time 

port 

Proto 

url regex 

urlpath regex:URL-path 

SOS aS BHAA as 

LER 

it AA 

Pig Ax TP Hoh FF AES 

7S Hb he IP Hse 

Vihy (PAL ATIBSM ) 

A ays (Internet HEAR ait Tt Jas AY ak ) 

MPRVRA) URL (CE WU De Ac pees 

AA URL EM De ACA ASt 

fgxe tla], FAYE: acl aclname time [day-abbrevs] [hl:m1-h2:m2] 

FA day-abbrevs FJ LI S ( Sunday ), M ( Monday ), T ( Tuesday ) 

W ( Wednesday ), H ( Thursday ), F (Friday ), A ( Saturday ) 

YE: hl:ml —EZH h2:m2 7) 

fae Bevin, Ul acl SSL ports port 443 

faze tH AYIA PX, 40 acl allowprotolist proto HTTP 

Bee. URL Ba Db ce eeiA Sh 

WEIR A DA EDLS WY URL Su De ec eerA sh 

HAA ACL A ASA LAA squid.conf Cf. 

(2) http access 

WO CVE FE ae a eH EMV alia. ASLO 
http_access [allow|deny] WAHHANRHAR 

squid IRA ete LV Aa, ZARGE http_access PETRA RLM teiF BES IE 

EARLE A eam a TAR 
Cf) 4-1) FBR A PMT SK 
acl <all- sre -020.0-0/0.0.0 

http_access deny all 

0 

(5) 4-2] *& [bt 192.168.1.0/24 MEM APPLE. 

acl -clientl ‘sre  192.168.1 

http_access deny clientl 

50/255..255.255 20 

(Hi 4-3] AKA Plas 4 www.playboy.com HY Ry. 

acl baddomain dstdomain www.playboy.com 

http_access deny baddomain 

[5 4-4) #8 IE 192.168.1.0/24 IZA Je] — 28) FY 9:00—18:00., 

acl clientl sre 192.168.1 0/255.255.255 .0 

acl badtime time MTWHF 9:00-18:00 

http_access deny clientl badtime 

[Gl 4-5) 28iK AP Pakt*.mp3. *.exe. *.zip #l*.rar RAC. 
acl badfile urlpath_regex 

http_access deny badfile 

24° \impssh\\exe$  \.22ps$ \.raxc$ 

[51 4-6] — 5#ik& www.whitehouse.gov wi 

acl badsite dstdomain -i 

http_access deny badsite 

www.whitehouse.gov 

-i RRA NS Et, BRUCE squid 2K AV) SW. 

(6 4-7) BRRTAELa “sex” AY URL B44. 

‘ 
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SARS eee. ACS STEM Linux hy (5B 3 hg) 

acl sex url_regex -i sex 

http_access deny sex 

(Gi 4-8) F&A] 22, 23, 25, 53, 110, 119 jx LEE 
acl. dangerous..port..pert. 22. 23...25....33... 110 i119 

http_access deny dangerous_port 

QR Mi RE Beg FEA Tore, HAT WOR UES, iE A VPA 

RIAA) squid.conf 177 PF mn 44g ACL. 

acl safe _portl port 80 #http 

acl safe port2 Hort "22 #£tp 

acl safe _port3 port 443 563 #https, snews 

acl safe _port4 port 70 #gopher 

acl safe_port5 port, i210 #walis 

acl safe _port6 Port’ (LOZ5-—65535 #unregistered ports 

acl safe _port7 port 280 #http-mgmt 

acl safe_port8 port 488 #gss-http 

acl safe_port9 port 591 #filemaker 

acl safe_port10 port 1777 mule VEineg hihip 

acl safe _portll port 210 #waisp 

http_access deny !safe portl 

http_access deny !safe_port2 

(1H ) 

http_access deny !safe portil1l 

http access deny !safe port] #~ANtEAGPPAE safe ports WFP AMMO, MRA AS 

ASCE EEE SEA PRR EP 1” CS eA BU 

EB: HT squid £72 RAPIER MEH) RA, VASA Siz PE RIT AR 

YR -PERKEZ, 

44 tewvStix SWAB 

AIF squid #1 NAT DRE VASE CE, HA CH Ee et ASA i Be LEA 
BIR ae PTE, eam Nis BEE oo i BC 2 i EE, BERRA CT 
ey Linux kaa) IP HOHE By CAPO) IP Hk) BACAR SS oO i OO] 4-2 BAN 

fifi: squidftHHIRa 4s. BASH 
i+} @HLY,: RHEL 7-2 
PRYEA BE: RHEL 7.4 

202.112.113.112/24 

Dy FAS Pa) 4 IP Ht 
192.168.10.20/24 

or 

oO 

S 
fifi: Fti4-Internetij [a] hy Web 

Ik4>#&. iptables 

i+ BALA: RHEL7-1 
IP#HHE: 192.168.10.1/24 

3: 192.168.10.20 

PRE A BE: RHEL 7.4 

+2 A. Internet 

IPH HE: 

f4t4,: Internet EAyWeb 
Ak#s. firewall 

WHRALY: Client2 

PEE AB: RHEL 7.4 
IP#HbHE: 202.112.113.113/24 

by} sé: 202.112.113.113 

14-2 iBAACEBAR SAU WAI 
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SOB fea Ee tesa 

1. SCG 

QUA] 4-2 Bran, BeRAIE. 

C1) BP ere CRS aH Alle OP BES Tal BE EE Web AR A-#8. 

(2) PA ie BE CPR a HE Allg OO CES 7 Ta] KE EY) Web ARAS#8, BIS 

BAT REE. 

(3) (CHIR eM ACE RHR S , AEN 2GB, BRA SCSI Het, 4G 200GB, ik 

a. 10GB 23/8] NARA, BORA AAP aby ED. 

2. BAP BAS CARS sh MABS 

(1) FR ZR Gs A 

ASSEYIE 3 G Linux HEPALZA RK, —GE squid (CHHIR4 48 (RHEL7-2 ), XL) CIPI: 

192.168.10.20/24, #2 VMnetl, IP2: 202.112.113.112/24, 744% VMnet8 ); 1 G@iE2248 Linux 

FRYE ASN squid % F7vig (RHEL7-1, IP: 192.168.10.1/24, #2 VMnetl ); BA 1 GH 

EA Web AR4#8, th 2c8 T Linux (IP: 202.112.113.113, jE VMnet8 ). 

TAIL ERE EA AER UE VMnet! BSE VMnet8. 4 PEAY IP Hotkey 

(ASA 2 PPA nAKAIK EE, Jamas. 

@ 7 RHEL7-1 _Ei< IP Huhta (HH ifconfig WE IP HHS, BARRA, 

tH AT VATE FATE ). 
[root@RHEL7-1 ~]# ifconfig ens33 192.168.10.1 netmask 255.255.255.0 

[root@RHEL7-1 ~]# route add default gw 192.168.10.20 //W\RE 

Q) 7€ client2 Eves; RERVE (ABREMK, RAEN RE MAC ). 
[root@client2 ~]# ifconfig ens33 202.112.113.113 netmask 255.255.255.0 

[froot@client2 ~]# mount /dev/cdrom /iso / / $C RE 

[root@client2 ~]# yum clean all 

[root@client2 ~]# yum install htppd -y / | Re Web 

[root@client2 ~]# systemctl start httpd 

[root@client2 ~]# systemctl enable httpd 

[root@client2 ~]# systemctl start firewalld 

[root@client2 ~]# firewall-cmd --permanent --add-service=http //il Dj ASEM httpd MRA 

[root@client2 ~]# firewall-cmd --reload 

(3) #£ RHEL7-2 {UHH 4h, FE firewalld Ja A iptables. 
[root@clientl ~]# hostnamectl set-hostname RHEL7-2 / /1R4 FA RHEL7-2 

[root@RHEL7-2 ~]# ifconfig ens33 192.168.10.20 netmask 255.255.255.0 

[root@RHEL7-2 ~]# ifconfig ens38 202.112.113.112 netmask 255.255.255.0 

[POOLGRHEL]-2 >] # ping 192,166.10.1 

fFOGt@RHEL/=2) +) # pang: 202.112. 113.113 

[root@RHEL7-2 ~]# systemctl stop firewalld 

[root@RHEL7-2 ~]# systemctl start iptables 

[root@RHEL7-2 ~]# iptables -F / (YS RT AGS AY Ml 

[root@RHEL7-2 ~]# iptables -L 

(2) #2 RHEL7-2 }2%. AC squid Hk (HITE 23x ) 
[root@RHEL7-2 ~]# vim /etc/squid/squid.conf 

acl localnet sre 192.0.0.0/8 

http_access allow localnet 

http_access deny all 

# Ei 3 rE, 2 192.0.0.0 FMA A localnet, MiF/A] localnet, Ahaha As 

cache dir ufs /var/spool/squid 10240 16 256 
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MIZE ARS AS2. ASS BEM Linux hk (8 3 hh) 

+e MES READ A 10GB, Hath /var/spool/squid, MF Ax 16+, —RFAR 2564 

http_port 3125 

visible hostname RHEL7-2 

[root@RHEL7-2 ~]# systemctl start squid 

[root@RHEL7-2 ~]# systemctl enable squid 

) (E Linux 2 vig RHEL7-1 EGA RA BE 

QD) FFF Firefox Wak, a AED AS, Fee R Alt PED SeAA, BAT “Edit ( 4a 

ft)” —> “Perferences ( FPietIl )” — “Advanced ( jy2& )” — “Network (P24 )” — “Settings (1 

fy” ap, FTF SERA ER” XEHE, FAT “Manual Proxy ( FahAcie thE), Re CHR a 

HBC “192.168.10.20", vi TBE “3128”, WK 4-3 SizN. BemcenUa A “OK (iize )” iBth. 
Test Page for the Apache... * / 4% Preferences itl Wit 

€) Fire about:preferences#advanced 

Connection Settings 

Configure Proxies to Access the Internet 

No proxy 

Auto-detect proxy settings for this network 

Use system proxy settings 

Manual proxy configuration 

HTTP Proxy: | Wepicgzege 9). Ae eee 3128 =| § 

¥ Use this proxy server for all protocols 

No Proxy for: 

locathost, 127.0.0.1 

at So mozil eu net.nz, 192.168.1.0/24 
_ rim 

Help Cancel 

14-3 ££ Firefox pAREHCIBIRSS 

Q) ZED ASHER A http://202.112.113.113, FZEl4ee, tHWA 4-4 Sra 

FEB 48 FF) “iptables -F” AAG KEM BA, BARR, SUALM 
4-5 ROAR. 

Test Page for the Apache.. * | + 

@ [202.112.173.113 Dab ee RAY. | et BO. Search. "i wetnfos 

Red Hat Enterprise Linux Test Page 

This page is used to test the proper operation of the Apache HTTP server after it has been installed. If you can read this page, it means that 
the Apache HTTP server installed at this site is working properly. 

if you are a member of the general public: if you are the website administrator: 

The fact that you are seeing this page indicates that the website You may now add content to the directory /var/www/htmt/. Note that 
you just visited is either experiencing problems, or is undergoing until you do so, people visiting your website will see this page, and 
routine maintenance. not your content. To prevent this page from ever being used, 

follow the instructions in the file /etc/nttpd/conf.d/welcome, conf. 
if you would like to let the administrators of this website know that 

you've seen this page instead of the page you expected, you You are free to use the image below on web sites powered by the 
should send them e-mail. In general, mail sent to the name Apache HTTP Server: 
“webmaster” and directed to the website's domain should reach 

the appropriate person. ered by 2.4 
APACHE 

For example, if you experienced problems while visiting 
www.example.com, you should send e-mail to 
“webmaster@exampie.com" 

For information on Red Hat Enterprise Linux, please visit the Red 

Hat, Inc. website. The documentation for Red Hat Enterprise Linux 

is available on the Red Hat, Inc. website. 

4-4 PINs 
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(4) 4E Linux IRA-4iig RHEL7-2 L4G A EE 
[root@RHEL7-2 ~]# vim /var/log/squid/access.log 

5g20 69125). 569 oe tebe LO. bel CPiuMi Ses 400 A379 GRE nttp: //202.112 -143-113/.=—. 8 

TERA DIRECT (202112, tI SIS text/html 

FA: 2 Web IRF Client2 ky A BLAIR? RH PRVGEM—FEA ARH. 

3. BPR BAC CHARS BHR 
(1) #2 RHEL7-2 EAC squid Ik4 

QD (60% squid.conf ftw, 4 “http port 3128” BOAR RFA ASE HI RIAAL E . 

[root@RHEL7-2 ~]# vim /etc/squid/squid.conf 

http_port 192.168.10.20:3128 transparent 

[root@RHEL7-2 ~]# systemctl restart squid 

2) YAGER iptables 321m], FFYSHM iptables MUM. KVR MIZAHLHEA 192.168.10.0, TCP sig oy 

80 ANF lA) ee Fe44 Ih] 3128 sig A 
[root@RHEL7-2 ~]# systemctl stop firewallid 

[root@RHEL7-2 ~]# systemctl restart iptables 

[root@RHEL/-2 ~]# iptables -F 

[root@RHEL/7-2 ~]# iptables -t nat -I PREROUTING -s 192.168.10.0/24 -p tcp --dport 

80 -j REDIRECT --to-ports 3128 

(2) 46 Linux #& PF vig RHEL7-1 Et RHA ES 

QD) FF Firefox Wiiat, ACE CIR at. FEDS, PER Alt BEDRMS, UE “Edit 
( net )” — “Perferences ( Hrveil )” — “Advanced (2 )” — “Network ( 2%)” — “Settings 

(it )” tS, FFP “SERA” XTAHE, FRG “No proxy (Joft#H)”, KYRHHIRAS A Se 

@Q) i RHEL7-1 WEN 192.168.10.20. (HIRI > BE add HOW del ) 
[root@RHEL7-1 ~]# route add default gw 192.168.10.20 // REE 

3) 7E RHEL7-1 Dae Heb RE aA http://202.112.113.113, FLAKE, AMR. 

(3) TE Web Ik aig Client2 #4 Hac 
[root@Client2 ~]# vim /var/log/httpd/access_log 

202.112.113.112 - - [28/Jul1/2018:23:17:15 +0800] "GET /favicon.ico HTTP/1.1" 404 20 

9 "=" "Mozilla/5.0 (X11; Linux x86_64; rv:52.0) Gecko/20100101 Firefox/52.0" 

$=: RHEL 7 4 Web I§FA A SXF €/var/log/httpd/access log, RHEL 6 ¥ 4 Web 

IRF A BE R14 €/var/log/httpd/access.log. 

4. RefetiBi eR 

Sh] Client 2i77 la] AY) RHEL7-1 HY Web Aka at, AT Lt A 2 ray RH 

(1) #2 RHEL7-1 L228. JAD http IRS, FPR AD AGAR 
[root@RHEL7-1 ~]# yum install httpd -y 

[root@RHEL7-1 ~]# systemctl start firewalld 

[root@RHEL7-1 ~]# firewall-cmd --permanent --add-service=http 

[root@RHEL7-1 ~]# firewall-cmd --reload 

[root@RHEL7-1 ~]# systemctl start httpd 

[root@RHEL7-1 ~]# systemctl enable httpd 

(2) #2 RHEL7-2 LACE eC CRITE R acl Say 3 7), BEE + localnet 

24, FLRJ24 ID FE 202.0.0.0, JRE RIAN El), ARI Baal] ). 
[root@RHEL7-2 ~]# systemctl stop iptables 

a 



PIZE ARS AIS. ASS BreM Linux hy (3 hk) 

[root@RHEL7-2 ~]# systemctl start firewalld 

[root@RHEL7-2 ~]# £firewall-cmd --permanent --add-service=squid 

[root@RHEL7-2 ~]# firewall-cmd --permanent --add-port=80/tcp 

[root@RHEL7-2 ~]# firewall-cmd --reload 

[root@RHEL7-2 ~]# vim /etc/squid/squid.conf 

acl. loéainer sro 2o2. Oui 

http_access allow localnet 

http_access deny all 

Rote pari 2 Ue ess. Ie ae. wae te 

cache_peer 192.168.10.1 parent 80 0 originserver weight=5 max_conn=30 

[root@RHEL7-2 ~]# systemctl restart squid 

(3) ZEYD A] Client2 EVE TMA CODE ACHR ABCA “No proxy ( Fc{tH#)” ). 
[root@chient2:~)#\ €irefox: 202.112.113.112 

5. SLR RAR RIS ( AREA BI ) 

C1) WER BASEN, HES 4-5 AS AFT 
Problem loading page - Mozilla Firefox 

£4 Problem loading page * | 4 Preferences bas 

€ ) @ | 202.112.113.112 

G) Unable to connect 

Firefox can't establish a connection to the server at 202.112.113.112 

* The site could be temporarily unavailable or too busy. Try again in a few moments 

* If you are unable to load any pages, check your computer's network connection 

e if your computer or network is protected byla firewall or proxy, make sure that Firefox is permitted to access the 
7 ‘} j . 

Web a 

14-5 ASACIERS ERE 

ERTS: TE RHEL7-2 Be Wi, SAULT LED stop fe kaze 7K Sia 
[root@RHEL7-2 ~]# systemctl stop iptables 

[root@RHEL7-2 ~]# systemctl start firewalld 

[root@RHEL7-2 ~]# firewall-cmd --permanent --add-service=squid 

[root@RHEL7-2 ~]# firewall-cmd --permanent --add-port=80/tcp 

[root@RHEL7/-2 ~]# firewall-cmd --reload 

(2) ACL WBE A XT A] HES HH BUA 4-6 TAN AY TRF A « 
ERROR: The requested URL could not be retrieved ~ Mozilla Firefox me, SEs Ee 

ERROR: The requested U.. x \& Preferences Kt ORG is waht ee 
€)@/ 2021121132 | @ 1Q Search * 8 # # @ 

ERROR 

‘The requested URL could not be retrieved | 

The following error was encountered while trying to retrieve the URL; http://202.112.113.112/ 

Access Denied. 

Access control configuration prevents your request from being allowed at this time. Please contact your service provider if you feel this is incorrect 

Your cache administrator is root 

senerated Man, 30 jul 2026 12:01:45 GMT by 192.168,10.20 (squid/3.5,20) 

El4-6 AREA 
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feet Ty: 72 RHEL7-2 EW ACR CHE PE eee a Ria A. 
[root@RHEL7-2 ~]# vim /etc/squid/squid.conf 

acai svocaimet-sro.202 0.0.0/8 

http_access allow localnet 

http_access deny all 

HE PIGAA: KIB CSE wR CBM RSL, HSMARERA OTS KES SG 

469, BREAUVRABR. ATERLWAZLHH, TALARAKZVG, CHRKE 

Fo 4 Hs BEB, 

45 has: BE Linux SHAW 

nS Ja SESE VIE FET, ORF (Linux 2% 

HEV E ABI A BE ( RHEL 7.4/CentOS 7.4 )( 
3 hie )) (ABH HH ek ) Aca PAB AL 

AAP RAEM, BLISS AENS FAR PDF 3 or oe 
4, thay UG Linux AREER AY SEI A SCAR 4-1 BEB Linux ‘A 4-1 SLIME 

BUSCAR DR BIBS MR 

46 InBSER 

1. Peis 

Se yl Aad —ZEIS WE 

2. hAas= 

qk) 4-7 Bras, ZAIN squid fE( CHIR ae CAPA) IP Stk A re 
192.168.1.1), ZS HIF FA IP HoHEBE Hy 192.168.1.0/24, IF AABAN 8080 ore ce 

te AT Ein. Ti Fiveacal F ° | we wA4s2 SNAG RS 
(1) SEP RLER EIR SS BELL ATA UHR PASTA, “eee cei AER RR 

IE P)_E A Web IRS-#8 

squid{ HHI F at 

ARB : 

www.163.com 

218.29.30.29/24 

Ja fab R]PC 
192.168.1.100/24 

4-7 (CHBARSS A Sa nv FAS 
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(2) Ae Pasig AN re BETS ACB SF AE Alas FE WS D7 Pe) I A Web Was ait, Hla 

ARH 

(3) ACE Az fay CH, FP Wik. 

3. {iX—tiK 

ARTE A EK RUA, SERENA. 

47 Faw 

—, BASH 

1. {QFRARS 4% (Proxy Server ) 4: IR] FF PY APE 

2. *Fisiy) Internet iyla)fz—7 HY ZR: FUP RIADTRALEN A Pee (on 

DM iia) Acta ok , a0 ii www FS it Be Mel repo IF ee EA A OH 

3. Proxy AbFR PPL SIRS EIA], YF ARS ARSED, Proxy 7 , Proxy fethip 

SK, ARS AMY; APA PPLE, Proxy #2 , ERC PRL TR, FRR Ht 

ARR TEAR aF 3 

4. “4 Pte Gia PU ef Proxy Ikan, Pra pe a ati lhl Internet wh Yt 

RIBAS AIR RA Nip i= (ee wre é 

—. fae 

1. fA RHA 48 1 VE EEA EG 

2. ACER AMET A? Bota ce AA CE? 

48 ORDA 

1. AEA AA BCS EE aS se, er Be re AY PGT) EI ay I RR ld A TB 

PUR TA ERT A, THOR squid (CHHARSS ara F, STAB RIVET IE 
Ta i ROT, LAR RAR ART SE 

2. HZ RIA AMA S Web IRS art FTP Wotan, AN SAA oR, Bek EA Linux 

MERE. AREA KG. ATMO 4-8 tan, ARBOR GIF 

=e 
Sb ix] Web fk 4 38 

DNS IRA 4% 
200.200.200.100/24 

PAY Pa ai ak 

PAL ne | a 

192.168.10.1/24 F 7 = 192.168.10.10/24 

netfilter/iptables+squid 
Pe 

“i, i 

i | i S43 
AY Pe me Ie ; 

IRS 43 
192.168.10.20/24 Si 

> FTP Raa 

| 4 192.168.10.30/24 

4-8 netfilter/iptables #0 squid 4 EPRERASCIS pee HGth 
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S£On ese ts as 

(1) BR RARBERES. WE, ATMA Pall; BRE, Asie 

Ek Ht EBLE EME « 

(2) ZAI ARB Web He4s ai 22 1H et HES BR A ta AS, AES aS 28 A ila] Web 

ARS AAS 80 vig, Tit AAA DNS EH. 

(3) ZAR ATBAY Toe UR aA Ea) ABE) Web Wks4t, ASRVE EEDA . 

(4) FTP IRBAE RAR ABA PRVEN, BRAS Pill FTP ARSENY 21 Ail 

20 He, AN SRAEPE 2 A 7a 

(5) ZA) APS AY ba Bee a SHA BED) CAN EER PL a EOE, 

Ay ERS ). 

(6) ARB RPG AY IP Hob Ziidict NAT Fete Ja AREAS lA) Yh 

{FA netfilter/iptables #il squid, f#UEW Ela, SHEA ARTS 
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2 AL RR NRT A SP 

S@s Aci oF Samba Ik 4s * ‘Ai 
4 

5 

MASA 

FEWER TCHS Windows Fl Linux 74H MPR, IF ALLEN TA ASC SE ERS , IRAE 

ARARATT IRA GE? Awe Samba, AEH E MAREE AY) YZ, “498 Samba HY 

WAS Fy adh ae ae AN [bk HE 

TA At 

31 

Sf Samba MEER UMM. 

4% Samba AY) C/E EE. 

22 He E Ad CE Samba.conf FY ae Et. 

=e Samba fk AS CF. 

=e Samba fF MFT SWI E 

= J# Linux #1] Windows # Fxg tt32 Samba HR ar COUR TTI 

AZADI 

x F Refit Linux WFO UL, Ure tte: Samba IRA, AIA 

Je Samba We? JAE: Samba 84 7F Linux All Windows FI? E GZ alate 

SABRE, IEAEFA F Samba WVHA, FEA ATE Linux AZEA 

Windows AZtZlA) AAI, BS HICH, SEAN TAPE AS) A 

DRS, ALLO AAR “SRE RACERS AS, ty Ly 
eiecrace 

sm 5-1 ete 5 2AHA HURDLE TEU BEES AG PELTED, EZRA Samba 7" aoe 
Server E20U¢ NT/2K/2K3 HASH AE, SRT ELAR NO TE. 
<a 

Eoe. 7TEZS SF. cuca an ees. 

Samba fv Ainia 

SCP PAIS TENA LARSE : SOUP AFT ELE Samba A -EBAE, ARGAMA ERC Server Message 

Block, SMB ) HEFESE IAG EWRIES , ROCF AFT ENOL A Fa BIMZR WEA iil . 
yA EAA PRUE: ~smbd fe 3c#F user mode Fil domain mode “$4 (5) KrF AALBE 

WES, Ie tA WA RP EY 3c EFT EDL 

4 PRET: Samba iit nmbd HR FJ LAFS42 NBNS ( NetBIOS Name Service ) R42, 

betty Pe, RETA ALAY NetBIOS 4 fF HTH IP HOHE. 

DEAR: FESay YA, Samba AR 48 AT DA AS He ED VRS HS CLMB ), 4787 
Fe, “EAA Pala] Windows M] E4B RIN, AHEM ose, fb aR tk 



SOS &aS eH Samba Aksaa 

5.1.2 SMB tix 

SMB ififa PNA) WAY Ee ak) ESE CERF) EVLA A, ESE Microsoft #il Intel 

Ze 1987 APH EAN MM, FE BERLVEA Microsoft ZRH {a PS, if] Samba WIFE SMB PR 

UNIX ASL KEA. iit “NetBIOS over TCP/IP” {4-4 Samba AMA AES Jrydak HLL BH , 
AGES ASU AMS Le a. AA REP EE eS a «TCP/IP. 

SMB #76 22175)z( session layer )#IZEANJZ( presentation layer )VA 7) fib4\7 J4( application layer ) 

MP, SMB tH NetBIOS Mn; HREFREO API, Yb, EFE—PIPICHERSEM, Fe/E PM 

DE, RE REATI RA, KAA 65 Me HEM AL, mee Me agieit 120 SPB. 

5.1.3 Samba LF # 

Samba IRS DIREIRK, 25 HERE SMB PAK. SMB A HEHE BH St dT EN Le 

E, WHALE, AR. ZEAE, SMB i247 NBT PP ( NetBIOS over TCP/IP) E, 

{74 UDP AY 137, 138 & TCP AY 139 vO, Jal SMB AWA, BIDE Rai TCP/IP 

, ABU NBT JZ, 179 TCP AY 445 tO. 

(1) Samba K)_L/VEViFE 

MOE vig ARS eh}, fa Bit SMB PiGatkit ei, ATE eA) LAS 4 SER. 

QD PMR. AP wife Vila] Samba Ake 4h, AIK negprot ESSA, AAA pit 

DLA SFY SMB AY, Samba Wks asa A PM TOL , VEEL SMB 2S AUSF HE IB] NZ, 

UA 5-1 Sta. 

Q) Myrsvete, “4 SMB ZHU AR, BP ine AGE session setup HOB, FEsck > 

ABH, KS Samba IRA ae IE RE, WRAP vig aE , Samba R45 4522 XT session 

setup FROCK IBID, JRF cE UID, 7EAE Pg SAG TEA, GA 5-2 Pitas. 

negprotif Ae > yy session setup & X iff 2k : 

negprotifa] Jy fe) Ss session setup & XMfaj jy ° 

= S = 
IRA a Pint IRA a 

5-1 DRS 5-2 SEIZE 

@) Piste ee. Bla] Samba FER GERI, ACK tree connect FE SRE, iA 

DRS ai ie 22 7 a ASE OT , WR RIF, Samba IRA 482 ABET EP i ES RE 

esp Ac TID, A PB a] Dials SEAS GR, UNA 5-3 Bras. 

(4) WrARiede. FEE AASEER, AP me IRA at AIK tree disconnect fRX KMS, Silk 

Fa Ee, UIA 5-4 ra. 

tree connect & Xj . N tree disconnectiff 2k 

tree connect & X May \i7 ° \ = tree disconnectilfi] hy 

> S 

IRA 48 2 Sig IRS 43 

5-3 wiitSAR E5-4 bERAneH 
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(2) Samba FH KHEFE 

Samba Je Ha PY SEREZH IM, JP 5|E nmbd F#ll smbd. 

e nmbd: FONE AAT NetBIOS 4, JFPETEMIUE NR ba 24 ESE OE Ze 

e smbd; He RES AEE AY HE Samba Mk Ht LAFES Ae. FT EVOL, EBERT 2h 

KSEE EE TSE, “ET aI ARI , EARPIECE, CULE KE smbd ik 

DEREK ES ETE AAT 

52 InBixisS#s 

Ail HY Samba /Ik4 FJ VASE FH Linux AZZ la], VAAL Microsoft 7S] Af) Windows AZZ [4] 

EN oe WEE 

FEE, TAS POU A SA, rae ETHIE PES 

(1) GAZA Red Hat Enterprise 7.4. 

(2) Red Hat Enterprise 7.4 Ze; GH ak ISO HRTF. 

(3) Linux 4 FP sig. 

(4) Windows 4 yi. 

(5) VMware 10 LA EREIUALYE. 

Wi bes ee Ay LA EPL SEEM 

5.3 ING 

{£4 5-1 tH Samba Ars 

1. 3H aa) Samba srs 

EWE Ee Samba HIRI ZA, (6A rpm -qa |grep samba fit #rilll ASCE HP A S Samba 

TAREE 
[root@RHEL7-1 ~]#rpm -qa |grep samba 

WAR AR SURI A Be Samba 4xfF a, AY LAEAA yum AS 2238 It ie BOP 

D FER ISO EB. 
[root@RHEL7-1 ~]# mkdir /iso 

[root@RHEL7-1 ~]# mount /dev/cdrom /iso 

mount: /dev/sr0 is write-protected, mounting read-only 

2) HIVE AF EH yum Wc (BRAM A 3HKAZ ). 

dvd.repo S/FAIAI ZU F : 

# /etc/yum.repos.d/dvd.repo 

# or for ONLY the media repo, do this: 

# yum -~-disablerepo=\* --enablerepo=c6-media [command] 

[dvd] 

name=dvd 

baseurl=file:///iso / / FE BNE SAS HSCF eB, 3 “7”, 

gpgcheck=0 

enabled=1 

3) (EA yum fit 424 Samba #k/F Ha 
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[root@RHEL7-1 ~]# yum info samba 

4) (AW yum fi <> 2 Samba RF . 

[root@RHEL7-1 ~]# yum clean all / / BEAN FCT RR BAF 

[root@RHEL7-1 ~]# yum install samba -y 

©) ARR eH Ja, AES rpm fit F4— 1x #t if]: rpm -ga | grep samba. 

[root@RHEL7-1 ~]# rpm -qa | grep samba 

© JAS 1E Samba Ik, WB IFHUA SH. 
[root@RHEL7-1 ~]# systemctl start smb 

[root@RHEL7-1 ~]# systemctl enable smb 

Created symlink from /etc/systemd/system/multi-user.target.wants/smb.service 

to /usr/lib/systemd/system/smb.service. 

[root@RHEL7-1 ~]# systemctl restart smb 

[root@RHEL7-1 ~]# systemctl stop smb 

[root@RHEL7-1 ~]# systemctl start smb 

SEB: A Linux MA PARES, LEVEE ARA, LRA CM ORRET 
te, iE AVEC HA A VA we, tee 4Si£ A Systemctl restart smb. Systemctl reload smb +. 

2. Sf Samba ARIS 288A Lint 

te Samba fn ASCHER, JPA RE eI Windows 8K Linux AYA Fala] Samba Ik 

Ar, DUAR Ht: FUR Samba Me4s aPep Ae’ A ae SESE MR 2a ena), SPAR Di Ti 2 

WEA eI, GY UTIES A eA AEA fa A A AR Se 

F542 Samba HRS At FEA AEE ADA 5 PER. 

(1) 446A CE smb.conf, Free SEA Ae, FPAFESE A pei EE AK 

(2) 4E smb.conf 3C/F AFR mE ACE PA EA 

(3) Berths ASA ASH ASEAN BK 

(4) Aa Ae eC A A oY SMB RS, ECE AE 8 

(5) Ace Bisa, lic SELinux 4 iF. 

Samba H)_C/FitFe a) 5-5 STAN. 

Bowe eae 
(smb.conf) 

5-5 Samba AY_L(EFiE 

D A&P wings lA] Samba HRA ai WY Share FE A ae. 

@ Samba MRI AEBACSIEDRIG, AHAPERCPESCHE smb.conf] THEIL T Share Hk, 
WRI TOTALS, WATE PE BTA. 

B) Samba HARES HEAUK Hila EEC ARE HR OCPEZ HP FLA CERNE Be AE EAB IE 
Lit 

@ WRAP ae DTI BCE, WU AR DTT) 
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3. $A 4 smb.conf 

Samba [WAC C/A BCE /ete/samba Ase P, EAC CE A smb.conf. 

{i FU fit #8 smb.conf PERE, IAA ARS vim /etc/samba/smb.conf #7 CFT 

SHAY ZE, AU 5-6 TAN. 
r 

root@RHEL?7-1:~ ss oO x 

File Edit View Search Terminal Help 

[root@GRHEL7-1 ~]# ll /etc/samba 
total 20 

-fw-r--r--. 1 root root 20 Jun 22 2017 Imhosts — 
-rw-r--r--. 1 root root 667 Jun 22 2017 [smb.conf 
-rw-r--r--. 1 root root 11327 Jun 22 2017 smb.conf.example | 
[ root@RHEL7-1 ~]# Vim/ect/samba/smb.conf 

5-6 #24 smb.conf @cB y+ 

RHEL 7 AY smb.conf Ade CFA Ia, AA 36 TAA ON OS aA Hh SB CF, 

iF smb.conf.example, Samba FF ACZAFE HRN AEA IA], XT smb.conf SCPAEFT Far Bckalor 

ABHARTAE Be 5-1 BI FEB CEB ACRE SE REAR 

#2 5-1 Samba srSteyr PHBA URIER 

” iH YP ee B | a 

workgroup = MYGROUP #TVEZA4 Ps, LOYD: workgroup=SmileGroup 

server string = Samba Server Version %v | #IkSamtinkd, Bov A ib7zN SMB hiss 

HE CAR OCP AK, Bm AK 
VIN ELA 

max log size = 50 #re SL AE OCF ERK AeA SOKB 

security = user HEE WUE TTR, BIER 4 BP, 4 security=user 

#share: KUED CHIMES; MBO, (AREER 

Huser: INU EPL ASR A AD; Het TARE, WAST 

#server: (i FAUH 7 AY ete EOLIMUE RU EBLE OS (SE AIK ) 

#domain: {5 Jka aadk4 St dor iE 

passdb backend = tdbsam He CHP Un anaes, SA 3 FP 

#smbpasswd: {8} smbpasswd tN ASA Be, Samba ARI BEF AY 

#tdbsam: I) 2 BCHREESCEIF EA pdbedit fi #297, Samba IRA FEA 

#ldapsam: 3£-- LDAP kT IK PE 

load printers = yes His TE Samba HRS 5 SUE ee EF J EDL 

cups options = raw #F J EVAL Ze 

HILBE BL 

log file = /var/log/samba/log.%m 

[ global] 

[homes] 

215: AT AMAR, CRASH smb.conf, —LRMAAIRT VARA AAS IF BP 

REHAB. Bh, BAB, BH ERAHAIN, HASH LARRABEE 

HEAR RH, SALA, HRE—-PRI| HARB F—-PLIMYHAER., 
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Sa PRVEUI F 
[root@RHEL7-1 ~]# ed /etc/samba 

[root@RHEL7-1 samba]# ls 

[root@RHEL7-1 samba]# cp -p smb.conf smb.conf.bak 

4. Share Definitions HS ARSAIEM 

Share Definitions WEXTA AILS ASR AITT ENOL, WRAL A SRE AU, i ZEA Share 

Definitions #4}. Share Definitions #ER4EH ER, ERI. 

FEST ZALA PL ae is FB 

(1) WEES. 

FEE RU A A, AA RESALES A eT EDL A a tte, PE 2 A ela at 

tO, FF ASHES SAW SRA RY AIA. 

ae lib EU: 
FETE | 

os FE EE PEW FHI © 

IZ4 AE SS a, A SOBA PRS, ATWO, WT A 

7a NY A ES RAN AA ETA 

RRA : 
comment = = #iHab 

(3) FERPA. 

FES Raa se eee, BYE path + Bak{t Ah, SOE WTR RE 

RASA : 
path = 44xHhobeee 

(4) KER AAl. 

WEE CET SES ETT BH ile], AT LA BE public FB. 

KASH: 
public = yes 4 PVE ill 
public = no AE | BE i 
(45) 5-1] Samba IRA-48 PATA SA/share, GEAAAA SMAI AH, MIE 

AWN public, 2K: FARE. PR. RBS, WUE. 
[public] 

comment = public 

Kay ath = /share 

a4" | Canblite ad yes 

read Rede = ves 

abit = = yes 

(5) KAVA. 

URES ARE EAGT, ee A Va) A, A Vt A valid users “Pic 8. 

REA : 
valid users FARA 

valid users Ce4=E4 

[ 45) 5-2] Samba JK 48/share/tech Fox fF SZ RIL, Rea ht AZ 

PEA], FORPRZAA tech, ASHIK A manager. 

[tech] 

comment=tech 
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path=/share/tech 

valid users=@tech,manager 

(6) REARAE. 

QE BRS Hill Fie te Ae, Fy Wadi read only £3. 

KSLA : 

read only = yes # AS 

read only = no HES 

) WEAR EDL. 

TES P25 HE A Ba VE 

SUA : 
hosts allow = 192.168.10. server.abc.com 

vote le 192.168.10.0 server.abc.com MELA samba IRA 4M 

hosts = 192.168:2. 

tPA VPA 192.168.2.0 2A EDL 4A samba IRS ART 

[ Hi] 5-3] Samba [Rae 25£ A ae /public FPA IES, ATRUEA RE, MIF 

192.168.10.0 IZA EPL Al, FFA RiP, FAIKS A. 

Peubiac] 

comment=public 

path=/public 

public=yes 

read, .gnly=yes 

hosts a =- 192108210. 

(8) REARS, 

WRILS AeA PS PRE, AY LAE writable 8% write list PAS Bri 

writable #8040 F . 

writable = yes HES 

writable = no # Ris 

write list #2040 F . 

write list = HAZ 

write list = @AZ 

5. Samba sR55 Amc 

His C/E Samba JE HEE, EFA mil] Samba IIR 48a, LR Samba 

IRS Wein a BSE, BY WRT Aa, A PRE Pig 7 Di) A a ESS] 

4£/etc/samba/smb.conf X</F A, log file Ai Samba AAA EZ, ON AN. 

log file = /var/log/samba/log.%m 

Samba IRA AY A aR CUE BRU AF BCE /var/log/samba/"f, AP Samba 2A 4i4452Z 2] Samba 

ARS AE ATT RAL op ld EE A CE. [EFA Is -a /var/log/samba fit O42 G& HGR PTA 

4 Pmt 240715] Samba Ikea, BASMWIMNA Pita. Ar, Linux 

fe BL FY DAR xe HE PR BA Pe Oe RS IST A Fb ™4 samba AeA Ht 

THER BAY, thay La ct/var/log/samba/ FAY A REA APA. 

6. Samba RSS 2h 324 

Samba Jk ak 2 HES i, AP vila] Samba IRA 4a, Th BAHASA Ae aE 

Sirk, uke ta 7 Ay WES. Samba Ikan SSE MESH AE, REAP 

102 



S68 &e 5B Samba lesa 

f's43 AF BE /etc/samba/smbpasswd PF, ZEA PMA, KE PEAS AS BERL-G smbpasswd 

FEB BETO, RAHI, JF Samba ARS HEHE IE, APG Samba 

WRF AEA FEE BLD 

ABA Qf E97. Samba JK-S YE? PEG, Samba UKs IPA GE EE, FE BESE REY Linux [Al 

BNAZUKS . BON, Be — PAN yy W Samba KS, Linux AR PY E 

mes A) yy ARMS. 

Samba 'PYSIMK Ss Wit smbpasswd, *iS*R CU F . 
smbpasswd -a HPS 

[ Hl) 5-4] 7E Samba Hk 4 PUSH Samba JK'> reading, 

Q) #217 Linux AZUK-S reading. 

[root@RHEL7-1 ~]# useradd reading 

[root@RHEL7-1 ~]# passwd reading 

2) YSN reading HF AY Samba JK. 
[root@RHEL7-1 ~]# smbpasswd -a reading 

Samba Jk SANS INSse HE. WFR FE VST Samba Sik! FHA SE PR AS Ja He ea: Failed 

to modify password entry for user reading, Jl IA4 Linux ASH PA reading ix ALF, 

4e Linux AZ PASM BIA 

fem: ACHIZR ASS Samba KSZA, —KBZAPZ—S Samba KZN ZH 

RYIKS 

4a ENE, Fila] Samba FES C/E EAT LAE reading Jk sla] I 

{£4 5-2 user ARS BVI AT 

f— RHEL7 AZ, Samba IRA PRU HAN BAP OS UGERESC (user). CFU GE 

Bes A] WAAR DOLE aS Ba ER PES, Bore et ia A 

Cl 5-5] 2AAA ha, AL, Dor A Heer PADI TAY Ae. Be 

TORE FEB AY BEBE TICLE Samba AR 48 A/companydata/sales/A sae FSFE, WEARER A 

Ape, IFA A RAI ila], Samba FEARS a8 A PY TP He Ay DAA 

Hex 5-2 KE. 

# 5-2 Samba ARSs2840 Windows =P va ARAHEEARARLAR IP ttetit 

Samba t£22/k4-#: RHEL7-1 VMnetl 

Linux #& Fig: RHEL7-2 VMnetl 

Windows #% "vig: Win7-1 VMnet1 

ZK aA: 7E/companydata/sales/ A ae PF 7-8 £8 BY He, ON PRE 9 

ER GHAR, Te 2h WAC AY security WHA user LEAF, IKE WUE AI S Samba sk 
Bae At EA tll, Pa ESE A at/companydata/sales Fix valid users fx, Aue wt 

TEER SB Ft Lyle TES oe 
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Be ; 
SARS eae, Aa SEL 

LU VG ry ooo f ame eee ee 

pl inux OH (3 3 kh) 

. 4£ RHEL7-1 FACE Samba HS iesas 

Hi te CLAS Samba NR aI oI. 

step]: @wtt Axa, FPA P atomic. 

[root@RHEL7-1 ~]# mkdir /companydata 

[root@RHEL7-1 ~]# mkdir /companydata/sales 

[root@RHEL7-1 ~]# touch /companydata/sales/test_share.ta 

step2: VSI PASH FH AIZAIFYSIIAA DY. Samba IK. 

(1) (AA groupadd fit YI sales 2H, SRP T useradd fit+Fil passwd fir US NEB ib 

Fa LAK Rea Ah Ae I—s test_userl UKs, A/F sales 2H, {EM KFA. 
[root@RHEL7-1 ~]# groupadd sales HENAN GAA sales 

[root@RHEL7-1 ~]# useradd -g sales salel #7! salel, MMF sales A 

[root@RHEL7-1 ~]# useradd -g sales. sale2 teow sale2, WIM# sales A 

[root@RHEL7-1 ~]# useradd test_userl # EMM AA 

[root@RHEL7-1 ~]# passwd salel Hi FA salel #14 

[root@RHEL7-1 ~]# passwd sale2 HEF sale2 m5 

[root@RHEL7-1 ~]# passwd test_userl #IZHAF test_userl 35 

(2) AeA Pe a i YS DAB DAY Samba JIKs: . 

[root@RHEL7-1 ~]# smbpasswd -a_ salel 

[root@RHEL7-1 ~]# smbpasswd -a_ sale2 

stepl: 160% Samba ACE SCF smb.conf. 
[root@RHEL7-1 ~]# vim /etc/samba/smb.conf 

[global] 

workgroup = Workgroup 

server string = File Server 

security = user #12 user KER, BMA 

passdb backend = tdbsam 

printing = cups 

printcap name = cups 

load printers = yes 

cups options = raw 

[sales] Hig ste A RNSES YAN sales 

comment=sales 

path=/companydata/sales HC HStS ARMA 

writable = yes 

browseable = yes 

valid users = @sales Hee ATTN A sales 4 

step2 : WH FEE A AY ASH AR eA RE ZAP ICN salel #ll sales. sale2 il sales. 

[root@RHEL7-1 ~]# chmod 777 /companydata/sales -R 

frootGRHEL/-1. ~} 

[root@RHEL7-1 ~]# chown sale2:sales /companydata/sales -R 

R BSCE, ZONE. TE a J HT SJ RAE, Be 

# chown salel:sales /companydata/sales -R 

chown, chmod “:fit4 ~ 
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step3: Bethe A eH context fA, BK e;28AW SELinux. 

[root@RHEL7-1 ~]# chcon -t samba_share_t /companydata/sales -R 

WN 
[root@RHEL7-1 ~]# getenforce 

Bnitorcang 

[root@RHEL7-1 ~]# setenforce Permissive 

step4: LEB AKHRIT, 1-7 R EE 



[root @RHEL7-1 

[root@RHEL7-1 

[root@RHEL7-1 

[root@RHEL7-1 

[root@RHEL7-1 

ae ed 

~ Ja 

A 

~]# 

oF 

S268 ALS SBE Samba eSes 

systemctl restart firewalld 

systemctl enable firewalld 

firewall-cmd --permanent --add-service=samba 

firewall-cmd --reload / / BOR IMR KAS 

firewall-cmd --list-all 

public (active) 

target: default 

icmp-block-inversion: no 

interfaces: ens33 

sources: 

services: ssh dhcpv6-client http squid samba / / A ZEIMA BUD DHEA OVA 
ports: 

protocols: 

masquerade: no 

forward-ports: 

SOUPCE-—pOrts: 

Lemp-blocks: 

Ere rules: 

step5: HEAT HN4k Samba Hk. 

[root@RHEL7-1 ~]# systemctl restart smb 

|| SR 

[root@RHEL7-1 ~]# systemctl reload smb 

step6; jliixt. 

— Ete Windows 7 Fill FA Ua es Be aE isk, AE ARIA Linux 4 Pi. 

te Flltzm: O Samba RAB ARAL AALES Samba KP salt, WARM A 

SALI RAG Samba HKSAR. HRP MAAMRERBN, RADAR HAAR REY. 

Q ESHOP, RAPRRAAHAIR, WoRITAIRARIRMA, 

Windows 2 
2. 4 Windows =P imipia] Samba HE 

Tie Samba FEMS BATE Windows A 

Sb, ASE Linux AZt_E., iit Windows 

ASIN, AOR ATARI. OP 

{Ext Samba FEES ADA E Linux ASE, FF 

iit Windows AZ2K Vila] Samba Hk. 

C1) weg “Frag” — “ist” ae, 1A 

UNC A Ee lal, 4N\\192.168.10.1. FFF 
Windows 42 x}iate, QUA 5-7 ran. #irA salel 

mM sale2 RHI, Goa a WEAR VIAl. 

ee 
(2) WRI OAR ah BEATA] Samba ARS ASE ae. WLTTIE “RAH HRN” 

Ze “WON IU Re” RHA EEE Z BRAN RE, IBA tech FL” —> “HRT YZ SK at” ATS , 

THAATIRWN A. 

r 

te) SS 
i SEHR: 192.168.10.1 

=ennesoeee | salet 

i [eecceece 

| Ia 

SRAM: HONRRSMRES. 

7 a i PC-20180710FIFC 

5-7 Windows 2& 

1£44 Windows 7 &F 3%, 1®/#) test_userl FF #2 BARE RA HMI A HDL? 

FREE “TT. 

te A SAH, Y\\192.168.10.1\sales, "Ba “Stn” FRE, FERRE POEM MTSE PHA BW 

Vila] sales FES A SEA samba JK > A aFAS 

(3) BHATTSF “FAS HL AR”, Ika ae Z Wee tks Ase sales, WVU eH Al YT 
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3. Linux =P imipia] Samba HE 

Samba Ile 43 FEF 4 SRIA A] VASES Linux ABE AIC FIE RE, FAAS 5-2 HEU Samba 

Wes PEE PTE EBL (EI) Samba SESSA 48 ) A Linux 4 Pmt FAY IP Hatt , SA EP iin EC 

AE Samba ARIS MSc re SCPE EARS MAK ( cifs-utils ). 

) #£ RHEL7-2 [238 samba-client il cifs-utils . 

[root@RHEL7-2 ~]# mount /dev/cdrom /iso 

mount: /dev/sr0 is write-protected, mounting read-only 

[root@RHEL7-2 ~]# vim /etc/yum.repos.d/dvd.repo 

[root@RHEL7-2 ~]# yum install samba-client -y 

[root@RHELT+-2 ~|# yum install cifts-utile: -y 

(2) Linux 4 Fig AA smbclient ATV lal IRA at 

QD {Ad smbclient At Fy LAGI HY A pp ELSES A ae e. smbclient AT SATCU F 
[root@RHEL7-2 ~]# smbclient -L Hp Ip HhheMEHL4 -U SoRAPH oS 

“444 RHEL7-1 (192.168.10.1 ) EALASES ARIA, Beast A BRIS, REINA] AN 
APRS, Ti Ee Enter $2, RANI KR, ASE 4A A De SSeS A 

RINE 
[root@RHEL/-2 ~]# smbclient -L 192.168.1012 

#7 AEE] Samba JIk'S #2 Samba Jk abit Ae, AT WIE-U Bek, Jame EA 

Pew, Pm are iba RA sale2 Wks (AREA 12345678 ) AA ALBR od ANDI Th] AY 

sales HE A: 

[root@RHEL7-2 ~]# smbclient -L 192.168.10.1 -U sale2%12345678 

SES: ABA 4H) smbclient ix] W0925 RA 4b 4 RHE, 3X BIRIEIRA Bik £7 

42 Hil ALR 

Q) Al LAE AY smbclient fi 4 ste 7 a) a TEE AY OTA 

smbclient 4747 SES Vilas iT SH CN FP 
smbclient //H#p 1p #itMEPSA/HEAR -u AP Ase 

Pitot, Raf AZce si (HEA “? ” AWA BAe ). 
[root@RHEL7-2 ~]# smbclient //192.168.10.1/sales -U sale2%12345678 

Domain=[RHEL7-1] OS=[Windows 6.1] Server=[Samba 4.6.2] 

smb: \> is 

D CO Mon sa 167 2s as 3 2 2018 

sok OO Mon “tle 6 19230540. 2018 

test share.tar A Oo SMoen Jab 6-13: 39203. 20s 

9754624 BLlOCKkS of size T0224. 9647416 blocks avaitable 

smb: \> mkdir testdir / /PE—T B aevE TA MN 

smb oO Ne wes 

D 0 -Mon+- Jud L6> 242152132018 

D QO). Momidul 16 13536 a0 200s 

test share.tar A OM MORN aw “LG. aL 392 OSece Oe 

testdir D OS NMIO RIL, SoG 20 ox de Sh go aes 

9754624 blocks of Size L024: “964741 GooLocks aveariaple 

smb: \> exit 

[root@RHEL7-2 ~]# 
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{8A test_userl SRE AAAR? iiskt—ik. Hb, smbclient Kat Samba MRF 4A, 

AY LAE AY help Ari sca ATS 

(3) Linux # Fiat AY mount Air Fea stk & A ae 

mount “3 FEAIE TS A oRAG SCHIP 
mount -t cifs //Btp IP WitMEDLA/HE ARAM FEBUR -0o username=HP4 

Pim Mare eR AER 192.168.10.1 FALE AVSET AK sales #!)/mnt/sambadata AEF , 

cifs #2 Samba Ir FAHY FAB. 

[root@RHEL7-2 ~]# mkdir -p /mnt/sambadata 

[root@RHEL7-2 ~]# mount -t cifs //192.168.10.1/sales /mnt/sambadata/ -o username=salel 

Password for -salel@//192168.10.1/sales: —******** 

//#i A salel fY) Samba HPS, MEAS PS 

[root@RHEL7-2 ~]# cd /mnt/sambadata 

[root@RHEL7-2 sambadata]# touch testf1;ls 

testdir testfl test _share.tar 

tFAliEm: RAAB Zi), WF BACA Samba 4) Ay AK, AAa map to guest = bad 

user —47, RHEL7 ¥ 4&4 smb RAMA X44 “security = share” 744) . 

{ES 5-3 share ARS BRIM 

EkmeCA HA ITZA Samba WFAA CE, FET — SE SE He A a FE Samba 

IRA Ht 

[ 5) 5-6) 2620 8) LYST Samba IRS 4M EA CEA at, TVEZH4N Workgroup, 7fi 

Feet A xe/share, HEY WH public, IX PHEBARRIFARMTA RR Lil. 

SSH: 4B l/,F Samba HAABCA, AVR share LBAA FARA, PLR ATF PH 

ARLBA, RELABNA PELZ—* Samba IF, PAWRKRAADAAATZA PV? 

1000* FF, #2 10000044 7, BARK BASE RAM, PVA itAt HZ security=share 

Rik AAA PERN RAE ZIKP nobody 7], Xt RMA RAE He iH. 

stepl: #£ RHEL7-1 [#217 share Boe, FP 7E OP BEACH. 
[root@RHEL7-1 ~]# mkdir /share 

[root@RHEL7-1 ~]# touch /share/test_share.tar 

step2: {82 Samba Ac BC /F smb.conf. 
[root@RHEL7-1 ~]# vim /etc/Samba/smb.conf 

(EBACE SOLE, IPRAESS 
[global] 

workgroup = Workgroup #1 Samba AR 4t CVE WN Workgroup 

server string = File Server  #/SJIl Samba ARBawER (ARAN “File Server” 

security = user 

map to guest = bad user RIA PB ial 

passdb backend = tdbsam 

[public] Hi BSE FRU ZW public 

comment=public 

path=/share Hig IEE FRAT ERE / share 

guest ok=yes # Sti AAP ila 

browseable=yes #76 P ving Se NESEY A ae 
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public=yes Ha WITT He % VF 

read only = YES 

step3: LEB Au Samba ARS. ZE(ES 5-2 PRAIA, KA AR. 

SES AFL), RBA BG KS Fe SELinux i 2, (2 R BRAG kK 36 Fe SELinux 

AIRE. 

step4: HE MctE=t A aeHy context fH. 

[root@RHEL7-1 ~]# chcon -t samba_share_t /share 

fem: TVA “getenforce” 4A “SELinux”  K3G Re GRIER KH (KAR 
IAF), 4OR AAR Hi] KH, step3 Fe step4 PUAAB. APA “setenforce 1” vA HSK 

+i HIG KIS, AOA “setenforce 0” WVARIH th HRMS KS (ERAKF “1” Fo 

RF “0” ), 

step5: Hip NakAc es . 

Linux Wy J (GFA BAER, Te EH, PPLE restart HPPA IRA A 

reload Hi Pr HNAKAC Es 

[root@RHEL7-1 ~]# systemctl restart smb 

/ |B 

[root@RHEL7-1 ~]# systemctl reload smb 

$5: &A Samba RF, BAADAGLACR AR, {24 restart 7K Samba FH 

FH BIRF, HELA MAB SHRP TRAMP MALAWI RBwBA, Boe 

reload 74 & 4 Ae At HK ER, HE REBP RAR ADA SH RAE. 

Samba JR 4iHaw WA EGR, FEY DA a a AUK A EE oe Samba HR 48 

Fil] public EAE ASS. FE Windows & FP wg AT LA UNC Be seit, PALE Win7-1 OTE 

ey SH aS Ho DLS Hay A \\1 92. 168.10.1. 

ER: AMA Git KRZA ERA, Ep MIRA zAEF map to guest = bad user. 

{£4 5-4 Samba BASHA 

Samba fy AAR 4h Bc FR TS EY Samba IRS eeIAE RK, SPA, BH 

ee 

1. APIS HR 
Samba WJ FW PKS fa ERAFZE smbpasswd C/E, ii ELPY LAA] Samba IRS AEAIK Sth 

DAT — SAYA ASUIK AS FEPFIK— I, PEER ORL, AEA Samba IRS 48) 

Samba JIks, WISE TALE SF Linux ASKS, AER TMK Samba Jk AS hn LAA A, 

PLA] AD Samba AR 4h. AS PRB Samba IRS AMZ, HHA PIK SO. IBA AEE 

JS RAT YE 2 

FUR SBR PO i 22 EE KS RN KA, FE Tact Samba JK +S A HE SII 

+S ODA, Fiala] Samba ARG-AS AY SEA EID MK 5S EE SE 

CH 5-7) FF [ fi) 5-5] AY salel WKS PRY suserl Fl myuserl, ¥f sale2 WKS BRIA 
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suser2. (MOG FMB ABT, FAIRE NER, UAB BSE, ) 

step]: hat Act SC f4-/etc/samba/smb.conf, 

£ [global] F ¥sill—4 EX username map = /etc/samba/smbusers, FFE FQ PK Senge. 

step2: 44&/etc/samba/smbusers. 

smbusers CPP RFK SIRI KA, AOA TER SCOT F 
Samba IkS = HUIS ( RAMS ) 

RABI, WEIILA BEAT 
salel=suserl myuserl 

sale2=suser2 

WS salel Wize_E E74) Samba JIK'S (lay Linux AZUKS ), suser] & myuserl 

PEI S 4 (MES ), Dil|Sket A stay, ABH A suserl #% myuserl, BEAT WR 

lA) yy , (AES EDTA] Samba AR HE MIALE salel WKS, DORE RTA S42 1A] MW. TARE, suser2 
Fe sale2 HY HEA 'S 

step3: HJ Samba k4. 

[root@RHEL/-1 ~]# systemctl restart smb 

step4: JRrUEWOR 

SciEsH Windows7, %&Ja7E Windows 7 2% F sig EY OE Wal 4F FEL As He HES Hay A \\192.168.10.1 
(Samba JRA ar A HEE 192.168.10.1), CES ASHE PA ce ARIK myuserl, 40K 
5-8 tan, TERA AEITAIKS salel, F& “Wine” FRE, TIFF) 5-9 Sra “ARSE LASER 

UR” fall, PREY IIK-S myuserl W254i salel IK-S—E, Ff ALA) Da eR AIK Sy Pe Se 

fe) Bans 

r eS 

So JSS ees: 192.168.1.1 

- | myuserl | 

4 | eoeecees| | 

” @ wasn sOHRReeEeE, 

| jamz] Ge] 

15-8 Se BRATS Rea 5-9 wid § Samba agseee Ent — Ie 

«| SSB SSS eg, Cee ae i eS 

; 3 TIR sem Lika: Bi, 
rr RAO AA 

SES: OR AGW AEBS Samba FP 19 BDH AMAA P BAIR ART, FT 

VA ike %, AEE JAP A# JA) Samba JK SR Linux AH. 

SER: AMAVMGICKZA Ee RIA, Bp MIS EAETF username map = /etc/samba/ 

smbusers. 

2. BRimialars hl 

Xt-F Samba ARS He ZAE, FT AEE valid users ~EeSc A Pale il, (AA on Rs 

DEX AACA, ROMO TEBE TERR LL BOR, LEU Samba HR ae tee HY 

ceva aia {Ee BEF EE IP FE I Pr aT, CHE valid users 

PROMISE Pi Dalal Pell. EEA hosts allow #il hosts deny PY“ BCA] VASE MMA TARE. 

109 



SARS ei. Eee SBPe—Linux hy CB 3 hy) 

(1) hosts allow Ail hosts deny PIA (4. 
hosts allow FREMRATANS AI 

BET FRE MS AN eA 

) (AQ IP HELE VEAT BE fil. 
a 5-8) (5) [ fil 5-5] Awl, Za) AB Samba Ik 4h LM FES A aé/companydata/sales 

FAY FF BC ES BY GEA AFAR 192.168.10.0/24 iX-SPI BAY IP HOHE AS EDTA sales SE 

Fat, (ASEH 192.168.10.20 <4 IP HEHE AT ill 
step]: (EMAC SCF smb.conf. 

4E BCE SCE smb.conf FP YSHI hosts deny #il hosts allow “2. 

[sales] HBC te A RMSE sales 

comment=sales 

path=/companydata/sales HI AES A RAAT RE 

hosts deny = 192.168.10. wE IE APAT HEA 192.168.10.0/24 PEAY IP Hedkiylal 

hosts allow = 192.168.10.30 #$CiF 192.168.10.30 <4 IP Hotta 

3£H: 4 hosts deny 4 hosts allow FA) NM BILE LAA AHA RAT, hosts allow 

KA. MAKEWESRABIE C AAHE 192.168.10.0/24 MREMBM, (22 AF 
192.168.10.30 EAL IF). 

Hea: FR 24 (FHA TO A 1% FA 192.168.10.0/24. 192.168.10. #2 

192.168.10.0/255.255.255.0. 

step2: FE STINAKAC 

[root@RHEL7-1~]# systemctl restart smb 

step3: wiz. 

Be WRC. <4 IP Heh 192.168.1030 MIEKA, AMIGEDITAl. 

OU RAG TR) AS ES BAY TP Ea Pa) RS a AT DRS ES 

e hosts deny = 192.168.1. 172.16. #anNdB24HrA 192.168.1.0 BCA 172.16.0.0 I ECAY 

IP Hou la] sales XS SEEE A. 

e hosts allow =10. #7N Iti 10.0.0.0 PIBCAY IP HOE a] sales ae thse AE. 

SER: TRAUB KE SLE RVARA, EPRI A IEAM “hosts deny = 192.168.10. hosts 

allow = 192.168.10.30”! A+, HEBMAS AME IP SL, BBA “SK” ASF. 

(3) (ES EFT PR ail 

C5) 5-9] = ZH] Samba Ak at EFESE S—-S AK public, ZA] AZE sale.com IA net ek 

IAP i ABE], FFA EDLY AN client] AYA PF itt AEDT 

(EOC SC smb.conf MW FASCA ALBA , 
[public] 

comment=public's share 

path=/public 

hosts deny = .sale.com .net clientl 

hosts deny =.sale.com .net clientl #27\%% [k.sale.com Sk All net MR EDLY WA client! AY 

25 PF vigil] public oS FEE Ae. 
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$B: RS FIRSAMARRMS HEMSZAMEBEM “ER” BEEF. 

(4) fee FAs FETT ld 2 El 

(5) 5-10] Samba [kK 48tt5 S—+ ASE security, FUZEMREDL boss SHAY EAA RIE 

VilAl 

{EOC smb.conf AUB CE, (RSA “ALL” OR fb. (ae AA na TE Re” 

“LOCAL” 4%, ) 
[security] 

comment=security 

path=/security 

writable=yes 

hosts deny = ALL 

hosts allow = boss 

(i) 5-11] Samba Ik 4sst S—P ASE security, A/F 192.168.0.0 MI BAY IP Hitt 

Vila], 192.168.0.100 & 192.168.0.200 AY EALAS IEVIAl security. 

yA: *T vA4# JA hosts deny ik PA A Piz), 4X Hf hosts allow 7.74 192.168.0.0 4 

FE HLIF I*], 424 hosts deny #7 hosts allow FA ik Mtn Hey RAT, hosts allow 42, Ara 

ATF 192.168.0.0 FAY IP Hast], 12 192.168.0.100 A 192.168.0.200 49 #ALAIEG IF] 

MATELY. MLA AAA, Bee EXCEPT 7TRG. 

hosts allow = 192.168.0. EXCEPT 192.168.0.100 192.168.0.200 #275 7RiF 192.168.0.0 IEE 

IP shh], {HJ 192.168.0.100 Fl 192.168.0.200 BeAh., (EPC BE ES Cee UF 

[security] 

comment=security 

path=/security 

writable=yes 

hosts deny = ALL 

hosts allow = 192.168.0. EXCEPT 192.168.0.100 192.168.0.200 

(5) hosts allow #il hosts deny H/F HY. 

hosts allow #il hosts deny ZB 7ERIAI Wi EL, EIM ER et AEE. Wc [global] 

HH, AeanxXt Samba IRS Ai ER, WEA Se Pi, Wea Ati BER. 
[global] 

hosts deny = ALL 

hosts allow = 192.168.0.66 #Q A 192.168.0.66 AAW Samba MBE 

IPAIZ BAN RA 192.168.0.66 AA Vila] Samba WR Ht, AUER. 
[security] 

hosts deny = ALL 

hosts allow = 192.168.0.66 FAA 192.168.0.66 AH VGA security Ax 

RIS Fen RX BA Ee security ERX, ae 192.168.0.66 A Ay LAVA) security Ase FP 

a 

. 12 Samba AYE 

Ea PR he TAA Hh , IS hs EPS Hd PF ig Dy De ES A ABR , LEAH boss 

aK manager IX FEAYIK Ss Ay LATS IES A RA See HI AUR, Atik Ss AA RAR, 

FA write list #BeA) VASE ATI HE 
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(4) 5-12] Ze] Samba IR at LA TIES A oe tech, ZAI Me AA boss IK'S All tech 4A 

WMS ATA Sere, FARA RAP | 

SH: 4oR AJA writable FM) Aik HRI KH MBR, AA 4 writable = yes H, 

RAPA AAT EASA, m4 writable=nolt, AEHRAMATARA, LHR BLA 

4\| write list FAR. (ARENA RHF. 

[tech] 

comment=tech's data 

path=/tech 

write list =boss, @tech 

write list = boss, @tech #7 AA boss WKS All tech AA AA XT tech SESE A RING ADK 

KE ( HA @tech #278 tech 2H ). 

writable #ll write list ZA] AY IX Hl MZ 5-3 AITAN 

# 5-3 writable #0] write list AUK Sl 

| iA HACE A 
writable 

BAW SR LES A 
write list BAAS WI Fe VIF PAIK S RBA 

4. Samba AYRSHS 

(1) {84 browseable ES HH Kea wet S 

(5) 5-13] $f Samba IRS 4k LASSE ARTIS A Se tech PetiEe . 

browseable = no #7n feecAz A ae, (EOC ACE OCEAN FP 
[tech ] 

comment=tech's data 

path=/tech 

write list =boss, @tech 

browseable = no 

«$B, GLE ERIE RB SMB ARE, 40% Windows PF 3848 \\192.168.10.1 FH 
KER tech#AFZA RR. (2+0K AEH A\\192.168.10.1\tech 13 viz PHS ER tech. 

(2) (3 FAA v7 ac CE 

(5) 5-14] Samba ksi LA tech Axe, ILARARA boss HRA Wa], ACh 

ARBAB LA YE TAl 

4h: AA Samba 49 ZAR RRA, FAK Sie le BS SiR ROALD, 

do RHR T 7K A RK (browseable=no ), #MAMAARAA KAAGZART, 4 boss AP. 

4240 KAS browseable XH yes, WAT AARALR AIRS AR, LEK ALER. 

ZT ATCT ZOR TE Samba IRA 48 AY EAC CER A+. BER A BR C4 

FESCUE, ABA AY VAS EA AS Tr] ig oS A) A XZ Sd aA OC APSE ih PA a SE 
SAL Bik A Se EAE, BUAECN boss Jk 's 297 — “PS AOE, FE ELE i la] YY BE A Sc SP 

FH A A FC 
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step]: #£\7 Samba JIKF boss Ail test] 

[root@RHEL7-1 ~]# mkdir /tech 

[root@RHEL7-1 ~]# groupadd tech 

[root@RHEL7-1 ~] 

[root@RHEL7-1 ~]# 

[root@RHEL7-1 ~]# 

[root@RHEL7-1 ~]# passwd testl 

[root@RHEL7-1 ~]# smbpasswd -a _ boss 

[root@RHEL7-1 ~]# smbpasswd -a_ testl 

step2: #20777 ACC TF 

Ic boss Jik's BE — “FS AF ee SCE, EL Be ifill /etc/Samba/smb.conf KP FIFE 
BUR), WR AES AP CE, BN HERA. 

AA cp tir 2 till EAC CE, OA boss Jk S22 7 Fi A OCF 
[root@RHEL7-1 ~]# cd /etc/samba/ 

[root@RHEL7-1 ~]# cp smb.conf smb.conf.boss 

step3: 4a# smb.conf - ACE C+. 

4£[ global] FUILA config file = /etc/samba/smb.conf.%U, #278 Samba Ik #5132 HW/etc/Samba/ 

smb.conf.%U Xf, FLA4I%U (Ze HIPSE RA . A A Hh 7 BC SC PEA 

[global] : 
config file = /etc/samba/smb.conf.%U 

[tech] 

# useradd boss 

useradd testl 

passwd boss 

comment=tech's data 

path=/tech 

write list =boss, @tech 

browseable = no 

step4: 44 smb.conf.boss FH v7 Ads CF. 

244 boss WKS WY FHI Bc SCE smb.conf.boss, fF tech A ae" AY browseable = no AHR, 

IE boss Jk Ss Vilh] Samba HY , tech FES A S171] boss WKS whe AT OLA . EAC CF smb.conf 

All boss Jik’s AVS N7 Ac CPP ABFA A, SE EAP lal tech SESE A ERS LAY, TM boss 

eS Dill tae BY LAY 
[tech] 

comment=tech's data 

path=/tech 

write list =boss, @tech 

step5: WHILE ANA ASR WA EA ZA wx WAP, TREK boss UKs 2x 

Altech WATA 4 (tech #24 HE A 297. ). 
[root@RHEL7-1 ~]# chmod 777 /tech 

[root@RHEL7-1 ~]# chown boss:tech /tech 

FHS, WR AE AIA TIA] Samba IRS AEWSES , ARE PPL | 

#2: QZ) SELinux ByAue; 2) AASB. Samba IRS ARTE HE SCE ABE IE RE ZG Samba 

Fe Pig, RASH CE ASA IR A Samba SESE ANB. 

step6: FF Mctes= A aeAy context (A ( yA Sa Tale). 
[root@RHEL7-1 ~]# chcon -t samba _share_t /share 

step7: Hist) Samba Ik. 
[root@RHEL7-1 ~]# systemctl restart smb 

step8: WW iA WR. 
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He Heep tk es Ae tech, FELIS test] Soe Samba Ak at, AMAA BI tech Hee 

Hoe, uEAA tech SEE A aE xT BR boss JK 'S LASh AY Ace bse). LW boss JK Ss toe, MACH tech 

TEE A ok A NIP RE HE Bad 

DORE LIHAT SCPE ATER SE EME SE, HEMS SCH AS TAI 5 TESS A oe A] PEA BE 

$B: ARERR FKRAWMALST, REPBAZL, FAAS IIR, WRARTA 

\IP de dt\H SZ RG SHH, 

{ES 5-5 Samba HFTAHE 

fESKU AGL RF, Samba MFT EUIRA IPR, REEFEST EN PLECeay, AEP AP et 

DIE AATTENBL SF 

1. iS global AcsIn 

{EX smb.conf @JaAce:, FAST EVES. 
[global] 

load printers = yes 

cups options = raw 

printcap name = /etc/printcap 

printing = cups 

2. 125 printers cin 

[printers] 

comment = All printers 

path = /usr/spool/Samba 

browseable = no 

guest ok = no 

writable = yes 

printable = yes 

AER i et Ay LEA PE Fs EST EDL Se ZEA EAE printable —7E Bi 

AX yes, path FBee CITEVAL SI, WAR Ge BA Ce, APSEREFT EU SES A oe A 

RE, BOR SETT EVA a DE So Samba ARS, ARMA Pm A EOI BUSES AFT ENA. UU 

Rice A eiPabor ha TA FASTENAL, ATLA valid users, hosts allow #\ hosts deny BOK 

PL, APS OLA a OAR 

5.4 7E\V Samba ARs 25S FBX 

5.4.1 BMV Ek 

1. Samba irS3BBR 

SEE sk/share. #45 7B/sales, $278 Hh/tech. 

2. PATI 

—: H2HH master; FAA: FAPBAHE mike, HT sky, MT jane; RM: HH 

MASSE tom, HT. sunny, iL bill. 

ZS A) {EAA Samba FAECES Ht, BE AEE ES Ae, eA A ilal, ALBA A 
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BEo AEA EAB ADO AB op al SE A) oe, RRP AAA AT lal, FR AZ 
BT TIA E24 SB i Be SEAS AB ASSES A ae. EL Sh aA 5-10 fra. 

Samba 

HRA a 

5-10 7PM DN Z8F4Fh 

5.4.2 KAA 

XP gir Aska stese A oe, (EA public HERA DCO Vill, (Ase, HERZ al 

Wik, Reis IDm ACI AS, FERIA A Se NADL! opti eit A seth 

Pe “browseable=no”, LASCHUBIHE, (HEHE, Pra Pack aE. AN 

XR] —-FEB AR, AZ ROK, —PSACE CFIA TE MGT YE, CIN ES BEE eh 

BCH, DINREORALATAOUTTAIRE, (EURAIL 

To WW AR SEB 7 —T4H, FRA RE MEDAL CPE, SCALES HAP AY Bt 

54.3 fRRAX 

stepl: 7F RHEL7-1 L# 7. 4e8l Ie A Se. 

{i A mkdir fit, SP aE ABT AAA OTL AY Ae. 
[root@RHEL7-1 ~]# mkdir /share 

[froot@RHEL7-1 ~]# mkdir /sales 

[root@RHEL7-1 ~]# mkdir /tech 

step2: MSI AZ. 

AC EE VAN FEZA sales AIFLANZH tech, SRATEHA useradd AP SUSINAHIKS master, FPRE I 

TKS IAA Tal A PL 
[root@RHEL7-1 ~]#  groupadd sales 

[root@RHEL7-1 ~]# groupadd tech 

[root@RHEL7-1 ~]# useradd master 

[root@RHEL7-1 ~]# useradd -g sales mike 

[root@RHEL7-1 ~]# useradd -g sales sky 

[root@RHEL7-1 ~]# useradd -g sales jane 

froot@RHEL/-1 ~]# useradd “-g tech: tom 

[root@RHEL7-1 ~]# useradd -g tech sunny 

[root@RHEL7-1 ~]# useradd -g tech bill 

[root@RHEL7-1 ~]# passwd master 

[root@RHEL7-1 ~]# passwd mike 

[root@RHEL7-1 ~]# passwd sky 

[root@RHEL7-1 ~]# passwd jane 
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[root@RHEL7-l1 ~]# passwd tom 

[root@RHEL7-1 ~]# passwd sunny 

[root@RHEL7-1 ~]# passwd Didi 

step3: YsIIFAZ Samba Sik +s 

(i FA smbpasswd —a fir YS Samba FAP? , FARES RAHI IAIAA AZ 
step4: Wo SESE A IN ASH STAMP 
[root@RHEL7-1 ~]# chmod 777 /share 

[root@RHEL7-1 ~]# chmod 777 /sales 

[root@RHEL7-1 ~]# chmod 777 /tech 

SEBEL do BH wk BAD RA AWMLEAARREL AD? HERESIES HRI 
eee ato A. 

step5: HA mcthas Fl Sei) context fA ( ik Hela] a ). 
[root@RHEL7-1 ~]# chcon -t samba _ share _t /share 

[root@RHEL7-1 ~]# chcon -t samba share t /sales 

[root@RHEL7-1 ~]# chcon -t samba _ share t /tech 

step6: #2777 ACE CF 
[root@RHEL7-1 ~]# ed /etc/samba 

[root@RHEL7-1 samba]# cp smb.conf master.smb.conf 

[root@RHEL7-1 samba]# cp smb.conf sales.smb.conf 

[root@RHEL7-1 samba]# cp smb.conf tech.smb.conf 

step7: WE EAC C/E smb A 7c AA vim 498 ae4d7 IF smb.conf. 
[root@RHEL7-1 ~]# vim /etc/samba/smb.conf 

rae EAC OCG, MSTMAA EES, WAP Samba HRA dito dal FH Bh 7. EY A SCE Be 2 

Ac SCF 
[global] 

workgroup = WORKGROUP 

server string = file server 

security = user 

include=/etc/samba/%U.smb.conf 

include=/etc/samba/%G.smb.conf 

Public) 

(RS) 

comment =public 

path = /share 

guest ok=yes 

browseable=yes 

public=yes 

read only = yes 

[sales] 

comment=sales 

path=/sales 

browseable = yes 

[tech] 

comment=tech's data 

path=/tech 

browseable = yes 

QD {i Samba [Ik 4 NAX/etc/Samba Hae FRSA “ALP %.smb.conf” MACE CE. 

2) {RIE Samba IRA 4EINBARSN “24% smb.conf” MACE ICH 
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step8: 1 8 MLZSEH master AoE CF. 

fH vim Sate eBeL master UKs fc HCE master.smb.conf, {il Kita. 
[global] 

workgroup = Workgroup 

server string = file server 

security = user 

[public] 

comment =public 

path = /Share 

public=yes 

[sales] ® 

comment = sales 

path= /sales 

writable=yes 

valid users = master 

[tech] ) 

comment = tech 

palth= /tech 

writable=yes 

valid users = master 

D UAnsee A sales, $4x2 Samba IRS AETHER S, IFUSHM valid users HEL, KEV 

[AFA ACA master Jk-S, 

Q) W S44 master IES Wyle AA Bae tech, Wa ZEYSHM tech A SESE, SPU EL valid 

users 2X, Cif master Vy/F] , 

step9: 14H FEA sales AC OCF. 

2s As CUE sales.smb.conf, 74. global 4JaBc eV) IEEE AE public WEL, EREPAN master 

— PE, CAFRA Al sales Hot, Pr RYshn sales HEA RIA BIA, WR TAN. 
[sales] 

comment = sales 

path = /sales 

writable=yes 

valid users = @sales, master 

step10: WEIMAR tech WAC ECF. 

2a 4#et tech.smb.conf “fF, 42: /a Act All public Bde 43 sales XPM PSAAlA), SIM tech FES 

we, WRAA. 
[tech] 

Comment —.=). tech 

path) =... /tech 

writable=yes 

valid users = €@tech, master 

stepl1: jist. 

LE Windows 7 4 F? sig _ EAA master, bill, sky 4 HUF 3¢ Samba IRA 4h, Suc 

FEMME (BA UIE & PF vig Windows ). 

Em: mt*¢4 A RHEL7 ¥ 44 SELinux Wak, SFUASHMERSZHM BR. MEA 

KA) SELinux 7 —#P K4R A AK: 477A SELinux #2 & X 4 /etc/selinux/config %& A 

SELINUX = disabled @ th 7-iE HAS BAR. RiAGR A SELINUX=enforceing. 
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Samba HEH 25: Michail PADPREE LA PUL aleh, Fee HPE RR 

CQ) ft SELinux fy] et, 

(2) APPR 7 A Sian AY [| cell 

(3) APR AS HAN BRAY [ey fel 

@ TABRAW A SEU AS AA Eo? Mel 

BEERS PIP ar (Ae Aa OCP. rr ERC CPE ). 
[root@RHEL7-1 ~]# tail -F /var/log/messages 

[root@RHEL7-1 ~]# testparm /etc/Samba/smb.conf 

5.5 IAEISESR 

1. USES 

SUA — AR: SUIS A See Samba HR #2 

2. RASS 

EZ A] A system, develop, productdesign fll test FE 4 4+/)ZH, 74 ; : 

iV AUERERSEN Windows 7/8, DBORR IRIN Linux EA Fy ieee 
Hi, Wate (EASA RHEL 7, js Bei} —BR TE RHEL7 ZEA BRS-2 SHIRE bce 
BLAELNIEB TE. EAP WIR REE, develop 41% test EEE Samba BRoSe5 

AAAS AYP ZA he, STA (WR BH) APS Rie te; STAAL (eda 

Fa A) Beg CII EN SCC PSE. PFPA] 5-11 Bras. 

i, 46 
develop#2 productdesign#4 testté 

5-11 Samba srs z5iasehd284GFh 

3. INA At 

(1) system HAA PETA Samba 25 [AIA ANB 

(2) iBT TEN ALA ZS la]: 7) ZEA A CZ Ta), BR 7) ZA system ZA AAI LIS, 

AAP A a ila] ( FRA, TEAS ). 

(3) BOB: AAA (Re AR) AB SAB TAN BL 5 AH AY ABS 

(4) develop 219 test ZAMNVIE5223 |B], develop 4145 test AZIhMA FR AREVI IA . 

(5) ZSEIATZS Al: BRA ABAT WER. GAL TR. 

4. FEBS 

TELA AL ES LP La et 
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(1) Ad mkdir fr 327 SE Aloe, FY DATRIN tar 2 > BE? 
(2) chown, chmod, setfacl #6 a4 Un {ay AZAD AA? 

(3) 4K. FPR. Samba Jik PA 2 v7 i EE FE 

(4) useradd H)SZ8vE: -g, -G. -d. -s, MMS Mr HIEHA? 

(5) AXE 700 Fl 755 IN EPA? TEAEFRAA SCAR EN EARL, tT BEL “CRA 

BE” AT 

(6) ERATE APCS SAAB AY tb. 

2. — 1M 

ARDEA Bok RUAN AE, RL Se ch se 

56 FSM 

—, BS 

1. Samba IRS TIGER K, 17H PIL, VAD CEE : 

2. SMBA0HR, WWea Rast TCP/IP EE, (FA TCP AY Hit FT 

3. Samba Ik HPA SERA Be, Are All B 

4. Samba Ik 4x(+ 4h ; : Ail (NERA ). 

5. Samba AY Bc Cf — SRE Ase, FACE SEAN : 

6. Samba HIR4> 474 2 ; ; All 5 Fa ET , 

RU BG FE : 

—. oe 
@ FA Samba £22 7 Ase, (B72 7F Windows MI Z44h RB PAG ASIC , DTK TE/etc/Samba/ 

smb.conf PVEFEICE A AEIEBA LYE? ( ) 

BE? 

ya 

o 

4. 

sf 

( 

6. 

iE 

A. AllowWindowsClhients=yes B. Hidden=no 

C. Browseable=yes D. WEBAE 

EPR — PE AY iS EIA Samba-3.0.33-3.7.e15.i386.rpm., ( ) 
A. rpm -D Samba-3.0.33-3.7.el5 B. rpm -i Samba-3.0.33-3.7.el5 

C. rpm -e Samba-3.0.33-3.7.el5 D. rpm -d Samba-3.0.33-3.7.el5 

BBS AY LA FRYE 198.168.0.0/24 ila] Samba HRA 4R?  ( ) 
A. hosts enable = 198.168.0. B. hosts allow = 198.168.0. 

C. hosts accept = 198.168.0. D. hosts accept = 198.168.0.0/24 

JAZ Samba AR, MACY Ais FT Ao PERI? ) 
A. nmbd B. Imbd C. mmbd D. smbd 

PS i AR A aS A PB apy LF Ee Pd ORE AR ln SEE CE AR 

) 
A PEP B. Samba c.. DHCP D. Squid 

Samba [IK AS SCPE AE ( Jo 
A. smb.conf B. Samba.conf C. smbpasswd D. smbclient 

AFA ( ) ar AT LA XT Samba AY ACE SC PET TA 
A. smbclient B. smbpasswd C. testparm D. smbmount 
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8. HLM () SH TA) Samba FEMIRB AEM GE EBLE 
A. allow hosts B. valid hosts C. allow D. publicS 

9. Samba MERCH SCPE A ETE ( } 
A. global BR B. directory shares iJ} 

C. printers shares 7154} D. applications shares 74} 

. ase 

fajizs Samba He at HY by AA EE 

faji28 Samba AY C/E FE. 

fal BSEASHY Samba WR aete ETRE 4 PERE 

fajids Samba [IK CBR HEGRIN TTI ARN IIT 

5.7 See 

l. Aa eAAB—BA Samba RSs. LHEARBAN smile, HEA SA/share, HBBW 

public, iZSEEE A ae A ei 192.168.0.0/24 MIB Tile), wah LMT RIF LE LAK 
2. WRAMAB SABI, ATVB, Alor] BSS He 7 PA TA A ae, EOF 

FAR TBA OE RLERICLE Samba Hle4> 48 /companydata/tech/ Ase PSEA ASHE, DEER A NE 

FFA ARAVA A la], Ta SE IF ELK. 

3. Acie Samba Ika, ZOKU: Samba Ika LAT techl Ak, IMARRA boy HA 

Pala], AAA A Lele), Tee Te EA Shy BS OC, ZA ST SESE OE 

ALVA is. 

4. EARLS ARE MDSE ARS PAY Samba IRS AEBS UR TLE. 
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A TERNS SN AY AAMAS DER ALR PORT UD SR IE LRP SSDS ESR A ACA IBA ES SPU 9 I AD AERA COMERS NN a ee ee eee ee ee 

os (8s Ait 15 FF N NFS 8 Ma 
ES AS SEE RETA ENE A SR RN ES SERS Se a a a 

MASA 

te Windows + #LZ Ia] A) Wa BOCK AM ieae Fe EAL EACLE, IE Linux AZe'P 

Wart NFS SAU 

Ink Atr 

ST fife NFS HRA WY ZEAS SH 

“Je NFS Aksar Ace SIA IA 

24 NFS & Pm Bos ie 

2 He NFS Wem HERR Be15 

6.1 NFS #820 

6.1.1 NFS Akiak 

Linux #1 Windows Za] FJ LAiist Samba FEE ICE, ABA Linux ZBI Awe WE EE? 

OLE ASIP CEA ( Network File System, NFS ), Esselte UNIX 

PEPER BE [ES FARE ARPT, JRA Linux PRE A 

ide: Miia NES 455 Windows FAY “LEAR” +2, Ese 

PERRI FILS LE, PAI RO FF AS HE EE 

NFS Pres Sun ZA] 1984 4EFP AHORA, FLA ARETE A ae ee 

IHL, ATRIPRVE ASI) BY DE CE. HA NFS (EAE NES apsese 

JERE, ALR RS KER UNIX/Linux ASH cH, MAK 

IETE ( lby SRT EAA ) iil A RFC1904, RFC1813 All RFC3010 ppHfE. 

1. (8FB NFS ANF Ab 

4 FA NFS Wee bse fe My LY 

(1) AH Vea ay DA ee EBD A ee ees Th], ACA a es a WE La ET 

FLAY Wasi at 24 V7 Pe) BY 

(2) FAP ARTES EASE PALA PARI home Aa, home HoxeAI LAB TE NFS 

WR hE, JF AERIS Ebb ay FA 

pilin, Linux ASIA ALVES HIN K A +A server AY)/exports/nfs Hoe, ix hE 

Fy See AS He ELE eS a A) home Aise#, 4 6-1 Prax. Ata UP . 

[root@clientl ~]# mount server:/exports/nfs /home/client1/nfs 

[root@client2 ~]# mount server:/exports/nfs /home/client2/nfs 



MIZEAR SAIS. ACS SBM Linux hk (SB 3 hy) 

RE, Linux ABTA AL EWI aby WE /home/F Pt 4 /nfs “4Pe ASH ae, MATT 

AR AAS FE P77 Pad [a BH 

(3) if 4 CD-ROM, DVD-ROM 228 A9¢H4imi A DATE EOL a. eA 

Vik > REFS PZ EY RS HST OS Fh AY AE 

2. NFS #1 RPC 

FRA, AAP AY IR AA TE a, Web Wea Ay 80 vig. FTP Wea 

aA) 21 ig. Windows F NetBIOS HR 4H) 137 ~ 139 ym. DHCP IRA atl) 67 Siig +--+: 

Be Pies ha] ARS AS EAA ag, ARS A eh oie FE ER. BBA NFS HRA SEIN? 

MT VE MG FED? FETT A AER HL: NFS ARS AY TE ig A ARE 

iX EAL NFS SE —/ MBS ZENE, EE ROE eT. ESS Ty NiO, BET 

BEARS A At. A BIE NFS BRA cb A AY eg, ER Sa FE ORL 

VE, PETPDIBEPE HEARS AT ABS LER A) 1024 Aoi AREER. [ARE ME 

Mop BE ag ee CSC, A ig BIS a a) DB aig AERA NFS $e GEA We 95 WE? 

JES, ORS Ec PE REVAL ( Remote Procedure Call, RPC ) HK . RPC REBMN DIE 

ice ES NFS COREX AO, EVE CE eg 111, “4A Pingo NFS IRA AY, at 

Ai AAR #89 111 GO (RPC), RPC 2% NFS C/G IKEA Pg, QR 6-2 BAS. 

2 RPC 4i{al A NFS 4 SRE MIS ie, AREA NFS Jaauint, 22 A oil] RPC WR ait 

EM, URE ACS TREE otic A 

NFSHk 44%: server 

4,2 Ae: /export/nfs 

22 aig: Client 32 Pay. client2 

RPCHR A 
Port: 111 ® 

6) 

® 
jin#%/exports/nfs i#¥/exports/nfs eye | | Se TG Tg As agi | 

1|/nome/client1/nfs 1|/nome/client2/nfs © 

A6-1 BPimylLoRS ela S Ra RMA El6-2 NFS #1 RPC GEAR RP imie ARs 

UO 6-2 Pras, BRAY NFS ARGS HEP RA GHP Wat Reve T AY 

(1) NFS JAS, A oee Pee ODF 1024 #9 1011 sO, FEI RPC ( T/EF 111 

nm) IFR, RPC ide. 

(2) Pas Ze NES HEHEAR ET, PES I) 111 SO AY RPC AFA] NFS C/E CER Sag 

(3) RPC MAB Pin, ELE 1011 4A. 

(4) FE, BP UPAR TAl NFS ARSE 1011 Hig, TR AR 

(5) NFS IRBAWAURUGE, FA Poi lal AO 

$8: AA NFS E£2H RPCMRARBEM, PVA RPC IRELOZAKA NES IRF SA, 

FHRPCIRASGHA AAG, BHA NESIRS, iLO SAA RPCMRAEM, wt NES 

RADA ARLE RL. 
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6.1.2 NFS Akasa tt 

Linux FAHY NFS AR ERA 6 abo. FP, RAAT 3 SEN, Jai 3 

Pe FY 26 HA) 

1. rpc.nfsd 

RX ERE EEA FT. re PF ie FP A SOR EAL AE , A GEANSH NFS 

Tak. 
2. rpc.mounted 

1X NSFP aE FY EEE a BNF WOCPF AS. 4 Pili Ai rpe.nfsd 

RENUA, FE oa EAA NFS ELSE HFA, ERA PG ABR (HEHE /ete/ 

exports XT CAP mG AAR). RR a, BP AA DADA] NFS HRS tt 
HY ot Wik 

3. rpcbind 

XSF PEE) E BED AE ET a RS TF 4 in EOE RPC WR AE 

PERAK (ON NFS HR ) IY, rpebind 22% ire FRAY Ap HR OT AY vita FS ELS FE Pig, 

Ti 188 oe FT Wig Te IR aOR RS. FE RHEL 6.4'7, rpcbind RUC Bef AC 

ZEB 

S$: BRK rpcbind RAFT RPC, (2° Xt NFS IRFAKWALAT YA. 4eR rpcbind 

45, NFS BP 5m HAL ITK BARA NES IRF SB PHS WAR. 

4. rpc.locked 

rpc.stated ff sE Ae 18 HA ASE Bee HE ACh Ba Tit AR IC LE VR Zo ATT A EAE SEE? I 

BEPR NES SCE Ay VALE DR ZS BSAA TS SA, 2 Fa) SE POY, AY et Ye 

fale, WEI, rpe.locked FJ LAFE BARR IX THE 

5. rpc.stated 

1 PAF PEE A Be Ah Be IR a ZC A ET ea, REC PPA BE ( 

rpc.locked AX). “4ACN2 4 Paina fe] ES CE ee BC BAIT, rpe.stated AT LA FAR 

RE WUTASCSF AUR « 

6. rpc.quotad 

De MPP epe tt SO NFS FBGA ee aA, MA ie At NFS ME 

ATES EFT ADE, ABS AZ AAMT Hl 

6.2 WMBRitkes 

TE VMWare eUAL A UG Linux At, —ATEA NFS HRS, -EPL% 4 RHEL7-1, 

PUNE IP Hot, 4 192.168.10.1; —@EA NFS BPs, ENLYA Client, In) RE RUE IP 

Hot, & 192.168.10.20, Bde NFS WR a, AEA PL client ATLA YE NFS Aaa PARE 

Ast FAIA. NES IRA-48 4 Windows 7% F wnat FAAS BRE BSC A IP Hah Ay DAA a ee 6-1 

KiLE « 
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Fz 6-1 NFS Ass 2840 Windows 2 P wnt FA ASHRVER ELAR IP test 

FULAR PRE FARE IP dott EEE 

NFS $E22/IR 4-22: RHELT7-1 192.168.10.1 VMnet! 

Linux 4 FY: Client a ae i; 192.168.10.20 VMnet! 

6.3 INES 

f£ES 6-1 BR. BMS IE NFS ARS es 

Bedi FY NFS IRS, pore Bee NFS HRSZA 4+, 7E Red Hat Enterprise Linux 7 'F, 7ERK 

What F, NFS IRA 2K A EBT RAL 

UR ANE EG BE ST NFS ARS, HECTARE AER fF NFS SIFELE. 

aap FRACS AA AY ZA 

. BENE 

“ie Red Hat Enterprise Linux 7 Kit, ZJGHI NFS IRSah, BOPAMTEF, EM 

ANA F 
(1) rpcbind 

FAI, NFS ARSE RIS1T, WUD H RPC ARIF NTE BD, (Bei BN CE, Ti 
i VERE rpcbind HIT. 

(2) nfs-utils 

nfs-utils 2Fe Ht rpe.nfsd #l rpc.mounted ix PYF Pt eg Ai SEY. PAT OCF E 

{F. Xt NFS IRBW EBELF. 

2. aE NFS ARS 
SEWER NFS IRS ZA, BEAM PR a Rell ASCE Ke F NFS FAK PER PEL. 
[root@RHEL7-1 ~]# rpm -qa|grep nfs-utils 

[root@RHEL/7-1 ~]# rpm -qa|grep rpcbind 

WR ASAI A Re NFS SefF a, ATLA EN yum fi ee Or i RF 

(1) HFA yum AS e332 NFS ARF. 
[root@RHEL7-1 ~]# yum clean all / | BEAN TOTS RBS 

[root@RHEL7-1 ~]# yum install srpcbind -y 

[root@RHEL7-1 ~]# yum install nfs-utils -y 

(2) Bra aera eeescH!, AY LEA rpm ar Fh— IK AE: rpm -qa| grep nfs, rpm -qa | grep 
rpcbind, 

[root@RHEL7-1 ~]# rpm -qa|grep nfs 

nis-utils=.3.0-0,48 617.286 64 

libnfsidmap-0.25-17.e17.x86_64 

[root@RHEL7-1 ~]# rpm -qa|grep rpc 

rpcbhind=0.2.0-42.e617 x66 64 

eumPrpe-cr1l.32.5-190S.svn2451.617. x66. 64 

smirpe-Cveitent—1.32.5~-1905.svn2 451) fely.x86264 

libtirpe=-02:2.4-0.10.e17.x86 64 

3. Fact NFS ARs 

4S TA) NFS WEEP AES EEE ISAT, AOU 
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[EOOUCERHEL/=1 ~]#) zpcinfo =p 

WRIA F 2 nfs Al mounted HEIN, WWLAH NFS AZ, BBAAE. BALL Rae 

Aa. 
[root@RHEL7-1 ~]# systemctl start rpcbind 

[root@RHEL7-1 ~]# systemctl start nfs 

[root@RHEL7-1 ~]# systemctl start nfs-server 

] [root@RHEL7-1 ~]# systemctl enable nfs-server 

Created symlink from /etc/systemd/system/multi-user.target.wants/nfs-server.service 

to /usr/lib/systemd/system/nfs-server.service. 

[root@RHEL7-1 ~]# systemctl enable rpcbind 

f£S 6-2 Ace NFS Aes 

NFS IRA WAC, Bete 8 BEIT ZETA/etc/exports SUF, IK CPE MT RG ASE YE 

JUS aT -S 26 ES ATR LEE, WAR FEE LU A REE 

1. exports SOFAS xt 

PER A A IT AM AS XE /etc/exports XS IHF, HELE Linux RITEMEIFAS FE HEE 

/etc/exports fF ( Yl Red Hat Enterprise Linux 7 YA), JCA Rs Po BE 

[root@RHEL7-1 ~]# mkdir /tmpl 

[root@RHEL7-1 ~]# vim /etc/exports 

/tmpl1 192. 168,10.20/24{ 15) localhost (rw) * (ro, sync) 

# FEE FR [A— BEL CALM) J [Al EDL | (Si EOL CRY ACHE ) 

LAA: DO /tmp FAH FA 3AM MH EMAIR. © EMEDMADES “()? RHR 

FRAAK, AARIRARMAIL—4, MVS ~” DA, HEMZS HT RELZ HN. @ 

HIF IG ATR IER. 

FE /etc/exports CPF i EF OTE ER “ASR” EEA, ADA fee cee, Be ot 

FFL Ae FEE EWLW AS GHEE EDU, FERRIS TRTE PABA BT DAE ZS A . 15 G0, 

VA BPE RT ZEN AAA Xo 
/home Client (rw) 

/home Client (rw) 

TED EN — 44 , iit Client Xt/home A sk AA ELAS AAD , I 77 FAY Client 

Xt/home Axe AAA iBUMR (OARS TA AP i BRUUEL ). TE Client Z YP Ate 

Fv Xt/home A at AAa pede Als AAR 

2. UAW 

IX PICEA fa A, BE Te ES HORAN Ae, PARIS AAT LAKERS 

lr) AA PE A AS A] A EDL 

EFEUARMNICE, ERA PAROS. 

(1) ADEA SER AY IP HobhekeBe, iG, 192.168.0.3, 192.168.0.0/24 HK 192.168.0.0/ 

255.255.255.0 ABA] LAGE 

(2) BILE ERLZ PR, PERL ZIRE etc/hosts ABFA DNS, Ret Reeser ellity 

(He FEAT AFR IP Ht). WEEDS, ACN W SAC, Bilan, «Bk? ByAT LW PeEsZ. 

3. ABRAM 

AFAURT EH HEME SANER ), HILNBRCA LI FUL. 
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e rw: read-write, MJ i%/GAVABR. 

e ro: read-only, Hixtype. 

e sync: Bilal sb ey AW FF te tk 4 A 

e async: BSTC A TAS, MSE Ree AMEE 

e no root squash: %#o¢ NFS —EPL(H HIS ARM, MRE root, AbAXT Fix TE 

BNA SOUL, ERA root MABE. SE “RNR”, AEDUEAA 

e root squash: MWR Go NFS EAL ASE Aon root, ISAm SAP AAP 

BR Fa 4 AP, a EY UID 45 GID #KZEMK nobody (nfsnobody ) K+ #K 

MS Wt 

e all squash: Aip-soe NFS WHF Shan, EW Sie Kaa le 4 A, BH 

nobody (nfsnobody ). 

e anonuid: anon 4-4§ anonymous (#47 ), HINA FARE squash FEF AH 4 AP ay 

UID WEA, iY nobody (nfsnobody ), {AZEAT LAAT IEIX UID fH. “SR, 

IX UID YATE F/ete/passwd 4 'F. 

e anongid: [HJ anonuid, {72265 Group ID WATT. 

(ES 6-3 Ff NFS ARSSAY5C ET ALAL ER 

NFS fIRSA IFA LEA EDA, ABA“ Pm, ARS AA Ay 

PU? EBA pee. 

1. root UKR 

MRA Pie LA root IRF Vila] NFS IRS at CUR, FASE PRES MAE, IRS AEE 

OVE AP GE AP. RA, root UK PA A RE DTTALARS AS LAY OE. 

2. NFS AkSB LAB SPinksS 

25 vig As ts At AZ, ( UID, GID ) ii la] NFS HRA AETV, UN NFS IR 48 EA 

XP OLAS A 4 ZA, BT Ta 5 AE ig a A 

3. NFS fkS28 FRB Se PinksS 

EN, Ae hig BE] Ba OU 

($$ 6-4 AERA we NFS MAHAR 

Linux FAS SEAN T TR, FPA. eRe. aK. BEAN NFS ARS ah EASES 

1. Bt NFS SP im 
Hct NFS 4% Pig h— MARAT FP 
(1) 3 nfs-utils 4K(F FL. 

(2) Won sepa la] ae Fetes 
showmount -e NFS MKS IP 

(3) WE FEBUR « 
mkdir /mnt/nfstest 

(4) (4 lar teat NFS FES . 
mount -t nfs NFSERB#$1P:/gongxiang /mnt/nfstest 
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(5) (EK fstab SCPE SCHL NFS FREE AKA TERK 
vim /etc/fstab 

2. BA NFS RBBB 

ft. Red Hat Enterprise Linux 7 | #24 NFS HR #it EMSRS OEE A TSW showmount, 

ERAS SLU F 
[root@RHEL7-1 ~]# showmount [-adehv] [ServerName] 

ERB ; 

-a: PAIR A ae EA A oR AT Ae ee Phin, NARS A "host: dir". 

-d: Fuiban a PF nn a A ae 

-e: SPANAIR it LOT AY far Ee (SESE TUE). 

Lean, FRA ARAN IP HEHE 192.168.10.1, A AiKARS He EA NFS SERRE, IU ay 
WENT Bait « 

[root@RHEL7-1 ~]# showmount -e 192.168.10.1 

FS. wR RMA FRR, iF 4O] IP? 

[root@RHEL7-1 ~]# showmount 192.168.10.1 -e 

clnt_create: RPC: Port mapper failure - Unable to receive: errno 113 (No route to host) 

$B: BORA NFS RABY KS MILEY BP 57 IP) NFS IRFB. HT NES 

A# IFS 3240, PRVAEPAE FF AKT NFS4 IRS, WRT ALA AR, EA A VAC KIA. 

FE FAB Sear nl F 
[root@RHEL7-1 ~]# systemctl stop firewalld 

3. FP uRNIE NFS RSBHSESR 

4. Red Hat Enterprise Linux 7 FJ14#% NFS k4-#t#_ EWES A HATS A mount ( wtzEA! 

Ay ATMA SCE AA ZEAY mount ). 
[root@Client ~]# mount -t nfs (JRSM Peatsbtt:- MWA HAR 

Lean, Zeek 192.168.10.1 x ARS at EAS /tmpl Ae, Ve BHT PERE 

(1) 27S Hb A ae. 
fa Fete Fe sina Bl aE “PAS Hh Al ae, SRAM NFS AR tir EAST A oe 
[root@Client ~]# mkdir /mnt/nfs 

(2) JMB at Ae. 

Fa FAA AY mount fp PAK 

[root@Client ~]# mount -t nfs 192.168.10.1:/tmp1 /mnt/nfs 

4. ilak NFS RBS aR 

ALKA Naki NFS HE As, ALT Fare. 

[root@Client ~]# umount /mnt/nfs 

5. FEAR ina Bapteek NFS 

Fe {i JAG, Red Hat Enterprise Linux 7 FAY A alec ASAE etc/fstab PE SAN , 

NFS FAS HF A SINK. 

(1) 44 fstab. 

FASC AS Sn te 48 FT FP /etc/fstab, FEE YSHNan F—7t. 
192.168.10.1:/tmp1 /mnt/nfs nfs default 0 0 
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(2) ERE AER 

SUT FB tit IMA fstab SCE HARE LA CTF ARE 
[root@Client ~]# mount -a 

6.4 EMV NFS ARS esScAASepl 

6.4.1 MVR EK 

BaP —T Ea NES ARG HE SES Bl, BEM PRT SR, WIS HE A OT TE) 

WA ERE BR 

1. (EV NFS ARS 2834Fh4] 

AE). NFS Ha 48 40F aH 6-3 Pitas, NFS feast RHEL7-1 AYHbHEE 192.168.8.188, —Ph* 

Fvig Client] AY IP Hitikx 192.168.8.186, 3-7 vig Client2 FA) IP Hbhikxe 192.168.8.88., Aha 

Fav IP HEA), ZEA IAG 3 7a. team1.smile.com, team2.smile.com #1] team3.smile.com. 

team2.smile. 

N Team1.smile.com 

SS Team2.smile.com 
Ss Team3.smile.com 

team3.smile.com 

6-3 Pil NFS Aes esiHthSl 

2. TENURES 

(1) te /media Ak, TITRA PR minal A aedt RA Rica BR 

(2) tE*2/nfs/public Ast, Fti4F 192.168.8.0/24 Fl 192.168.9.0/24 PIRSA Ae Pai lal, I+ 
AXTI AR RA Rie. 

(3) JE /nfs/teaml. /nfs/team2. /nfs/team3 Hat, 3A /nfs/teaml RA teaml.smile.com 

ia Mt AY DA al FR eS ALR, /nfs/team2. /nfs/team3 He lA) FE. 

(4) SE=/nfs/works Hoe, 192.168.8.0/24 MEM A Pom AA AieA RF ACK root AR 

BRS Mt Be 4% FEL 

(5) FE /nfs/test Aat, Pra APBAA IZ SAR, (EMA PAIRS ASAT, AIOKGIIK 

5 PR te 4 AA, SP AE FP ay UID Fil GID 4B) 65534. 

(6) £2 /nfs/security Hae, (Msi4t 192.168.8.88 2 ALF AALS ALE 

6.4.2 fH RA 

OF 3 GiEEAL (RHEL7-1, Client] #l Client2 ) AY IP Hbu-4E(s BAI ARE MES 
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ERS 3 ATTRA LAS AE Be RAE VMnetl., RUE 3 ALIN 

stepl: 7 NFS Ak44h_E G40 A ae. 

# mkdir /media 

# mkdir /nfs 

# mkdir /nfs/public 

# mkdir /nfs/teaml 

# mkdir /nfs/team2 

# 

# 

# 

[root@RHEL7-1 ~] 

[root@RHEL7-1 ~] 

[root@RHEL7-1 ~] 

[root@RHEL7-1 ~] 

[root@RHEL7-1 ~] 

[ ]}# mkdir /nfs/team3 

[root@RHEL7-1 ~]# mkdir /nfs/works 

[root@RHEL7-1 ~]# mkdir /nfs/test 

[root@RHEL7-1 ~]# mkdir /nfs/security 

step2: 48 nfs-utils % rpcbind K/FH, ( ATTA ). 

step3: 4a4et/etc/exports Ac OCH 

4 A vim i 4et/etc/exports FAC CE. BUR CEA EBA AOR. 

root@RHEL7-1 ~ 

/media * (ro) 

/nfs/public 192.168.8.0/24 (ro) 192.168.9.0/24 (ro) 

/nfs/teaml * teaml.smile.com(rw) 

/nfs/team2 * team2.smile.com(rw) 

/nfs/team3 * team3.smile.com(rw) 

/nfis/works 192.168.8.0/24 (ro, root_squash) 

/nfs/test *(rw,all_squash, anonuid=65534 , anongid=65534) 

/nfs/security 192.168.8.88 (rw) 

$B: ERPKSARHBAPRITKSARSSIRAR, Hie ARB ST, 

FHA ee ial silica. wunuecenad (aa P 3% 5 BS 

Z lt) KAA SH. 

step4: fica NFS [Ale vig. 

{FH vim/etc/sysconfig/nfs 24s NFS EBC OC+, ARE SOWA Big , Zep REA AEC thas ESR 

RQUOTAD_PORT=5001 

LOCKD_TCPPORT=5002 

LOCKD_UDPPORT=5002 

MOUNTD_PORT=5003 

STATD_PORT=5004 

Keun seg 

BS A A TK GAT YA ZS. UR NFS 26 ig DOVE DS la] , WJ A Ta) 

SARE UTiG, CeARSITAM Ss MY LCA RAT. Bip Ser sc CE FS ANZ. 
[root@RHEL7-1 ~]# systemctl stop firewalld 

step6: WH FETE SCPE BIS es VE 
[root@RHEL7-1 ~]# chmod 777 /media 

[root@RHEL7-1 ~]# chmod TAL (Ree 

[root@RHEL7-1 ~]# chmod 7177 /nts/publie 

[root@RHEL7-1 ~]# chmod 777 %/nfs/teaml 

[root@RHEL7-1 ~]# chmod 777 /nfs/team2 

[root@RHEL7-1 ~]# chmod 777 /nfs/team3 

[root@RHEL7-1 ~]# chmod 777 /nfs/works 

[root@RHEL7-1 ~]# chmod 777 /nfs/test 

[root@RHEL7-1 ~]# chmod 777° /nts/security 
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step7: Jaa rpcbind All nfs AR ( ULATED ). 

step8: NFS HR ar A HLWK. 

GQ) (8A rpcinfo fit Krill NFS 22 7MoEAA S lel xe ig 1 

[root@RHEL7-1 ~]# xzpcinfo -p 

Q) pal] NFS WY rpc HEMPRAS. 

ASK: 

rpeinfo -u EAL Bk IP Hah ERE 

[root@RHEL7-1 ~]# rpcinfo -u 192.168.8.188 ‘nfs 

@) AA ARABS 
[root@RHEL7-1 ~]# cat /var/lib/nfs/etab 

step9: Linux 7" vigil (192.168.8.186 ). 
froot@Client ~]# ifconfig ens33 

Q AAG NFS ARS AEE Ae. 

showmount -e IP Hh ( fhas NFS IRS 48h br SEs A ae ); showmount -d IP Hatt ( Mab 

7 OM Fe a FEAR IES AE). 

[root@RHEL7-1 ~]# showmount -e 192.168.8.188 

[root@RHEL7-1 ~]# showmount -d 192.168.8.188 

Q) FEAL RAK NFS STFA BE. 

ResK: 

mount -t nfs NFS fk4-4& IP HbdkaK ELS: FEY ASHER 

[root@clientl ~]# mkdir -p /mnt/media 

[root@clientl ~]# mkdir -p /mnt/nfs 

[root@clientl ~]# mkdir -p /mnt/test 

[root@Clientl ~]# mount -t nfs 192.168.8.188:/media /mnt/media 

[root@Clientl ~]# mount -t nfs 192.168.8.188:/nfs/works /mnt/nfs 

froot@Clientl ~]# mount -t nfs 192.168.8.188:/nfs/test /mnt/test 

[root@clientl ~]# cd /mnt/media 

froot@client media]# ls 

[root@clientl media]# mkdir df 

mkdir: cannot create directory 'df': Read-only file system //HiZA 

[root@clientl media]# cd /mnt/nfs 

[root@clientl nfs]# mkdir df 

mkdir: cannot create directory 'df': Read-only file system //AfESABS 

[root@clientl nfs]# cd /mnt/test 

froot@clientl test]# mkdir df 

froot@clientl test] # 

Em: APOER EMSA. FI RBER— PRA RIG FAY NFSH HER, 

RAR. Bide, oF oS AIRE. 

[root@Client ~]# mount -t nfs 192.168.8.188:/nfs/security /mnt/nfs 

3) Jaa A TER NFS MFA. 
{FY vim 4a 48/etc/fstab, P400—7F. 

192.168.8.188:/nfs/test /mnt/test nfs default 0 0 

step10: fRAFIB IFA Linux AZ. 

stepl1: 7& NFS IR #i/nfs/test A ae BT ESC AIC Ee A 
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step12: 7& Linux & FP vinit= A/nfs/test AIHERIM IA, ul 6-4 tas. 

root@client1:/mnt/test = oO 

File Edit View Search Terminal Help 

[root@clientl ~]# cd /mnt/test 

{root@clientl test]# Ll 
total 0 
drwxr-xr-x. 2 nfsnobody nfsnobody 6 Jul 31 17:08 df 
-rw-r--r--. 1 nfsnobody nfsnobody 0 Jul 31 17:13 file.sample 
[root@clientl test]# touch fl.tar 

[root@clientl test]#/ 11 /mnt/test | 
total 0 a — 
drwxr-xr-x. 2 nfsnobody nfsnobody 6 Jul 31 17:08 df 
-~fw-r--r--. 1 nfsnobody nfsnobody 0 Jul 31 17:14 fl.tar 
-rw-r--r--. 1 nfsnobody nfsnobody 9 Jul 31 17:13 file.sample 
[root@client1 test]# J 

6-4 FE Piast ete 

6.5 HAFBR NFS ithe 

GWAR FE, G47 NFS WITLI AE A) Be A et, 4 NFS FIRS OCIS IE 

Vet, a Zetia NFS HRM A, were ARR. NFS RFA C/S 454, Jhb 
20H fa, Ak, aD OLA ae op 3 Ss WR, ARP IR i 

1. bes 
XT a, EEA PAST A id DL a ee 

C1) ZA IAE . 

{8A ping fir tril P24 a ES, UR aE, TE eZ EACLE IZ 

Be TTR OLAY Di San Eo 

(2) FORME EDS © 

WFP sa a, FAIRS AE EDLY , MT BECS CEA mount aS FERRI AM, 

Ff FAIRS Ae OR ICE fe OT AP a EDLY, TERI, TER We, re 22 FE 

/etc/hosts SCVEYS TIAA DY EY EAL 

2. Pin 
Be Plime CED Ta] NFS ARAN, 218A mount ApS, Pima a La ila ALLE 

C1) Aa ai ACM hye: ig A RT A —RPC jk AY 
NFS IRB HHBAKAL, BAIL RPC sig BREF (portmap) GH]. Bia SRF at 

HK) portmap Feky, IEA. 

(2) IRA aeFCM I: PEP ATEN. 

mount fit Aik TAO BGA NFS IRS aii FN ERE, (Ea: NFS *ASeS PIPPI AEM 

FAAP TTIE TEARS Hit BOE PLEA ZB 

(3) fE2eD714] . 

Be Ping AN ALF i la] NFS IR Ht SESE SCPE ASABE 

(4) ARR. 

47 mount firZ> AY AA AG, WZ ELA root fp ake: KS ZA WY) Ma AY Wey mount 

me, thatttvi, QA root HP MAZZA Bei A ABMS ETT NFS 22, THUREERVE 
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3. Arse 

(1) NFS IRADEFEIRA. 

WHOS NES PRA AE VE, PE CEECRUEPTAABSEHY NES HRS ERE AFH KAS. 

{FA rpcinfo AR, HT LAAE A RPC MARA, tree stan F . 
rpcinfo -p +$4#14sk IP tut 

Ese NES Wks aia, H rpcinfo 47h tt NFS #HCHEREIA SOT OL. 

uit NFS #AKHEREIFIZ A oh, (FA service fr, Jah NFS HRS, FEUC(HHA rpcinfo 

Wik, EZ!) NFS Ik TELE FH 

(2) GE NFS Ik. 

FIR NES IRS IER INA, (EWR AEM RPC, 2 ink A A HEE FV] NFS FEE 

BUR, Pr WU NES IRS CASE. rpcinfo ATS RE HEIN NRE, AAAS CU EP . 
rpcinfo -u +Hl4akIP HE 

(RUSTE NFS AR448_E., Thr 22 Rell rpce.nfsd SEAS VEH, AT LAE FAL BR t+. 

[root@RHEL7-1 ~]# rpcinfo mad 192.268.686.168 “nts 

rpcinfo:RPC:Program not registered 

Program 100003 is not available 

tH LIARS Ze rpe.nfsd PERERA TEM, HLA, Ti 227EFT a RPC Wa, Fao NFS Hea 

PEATE 
[root@RHEL7/7-1 ~]# systemctl start rpcbind 

[root@RHEL7-1 ~]# systemctl restart nfs 

TEM WA, FRC ERA rpcinfo nitty ee 
[root@RHEL7-1 ~]# rpecinfo -u 192.168.8.188 nfs 

[root@RHEL7-1 ~]# rpcinfo —-u 192.168.8.188 mount 

WR—DIER , SAH NES FASCHERERY v2, v3 WR v4 WRASSE SEER, NFS IRA 485 

LIE LE. 

(3) #rWIFEE A STH 

oF vig ON RE TOI A IRS EASE Ae, PTW IRA aE, RAB CH. WAR 

/etc/exports “HPI IEE A ae, IFA RP mA AAAI. FEMA TAL RB , (AG showmount 

an HEM tol) NFS IR ar ASE A ear TAU 
[root@RHEL7-1 ~]# showmount -e 192.168.8.188 

6.6 INGER 

1. Heiss 

SUA — AEWA: SEU BC SSE NFS IR ai. 
2. MBBS 

FEY AY 4B RA PS Jr a), SON xs.mg.cn, MI 24dnFh Alan 

Al 6-5 Bray. PIAA Linux PFESE OTROS Ht shareserver, by 

N shareserver.xs.mq.cn, PU27E shareserver [Act NFS Akasa, (HAH Msh6-2 SCUITRB Be 

BABA Mr Ad ESLAB AY LAVA] shareserver IR4¢#8'P W)/share SEE A St BEER NFS k3se5 

HAA, (AR RIA POLES AMAA. [AY , LESESL China ERIKA SUR AY A 

I)"E shareserver fVJ/share A xe PIN A ASSESS china3 HY/sharel Ae F . 

ESZ 



SOB Ae SBE NS Wkses 

xs.mq.cn 

Share Server China 

4 NES-Clhient 

Shareserver.xs.qm.cn 

16-5 Samba ARS 28iS2 mI AtGFh 

3. KREBS 

TEU US ES LA BLS Tae 

(1) hostname MVEA? Hetty ERAS TTA ADEE 2 EG it NT AE CE 2 

(2) Mice tes BIEN SF AP Aa BC FE? 

(3) [ze SEAT OMA AA? PER AEITA? 

(4) FEMME SAAR PIRSA, BE Sr Ati? 

(5) fit “showmount” 45 “mount” 4EfP AHL REI? ADA EAE se MT A RE? 

(6) ny SCHR NFS £2 AY A onFEaR? AA EMA SE A SERRA? 

4. (i—tiX 

ALGER A BOR RAMA, KA Se ACHR EX 

6.7 ae 

—, ASH 

1. Linux #1 Windows [a] 8] Wikia thee f+ | UNIX/Linux #2/E A St laa 

FEE. 

2. NFS WR MAPK , PB PRE : 

3. RPC WR MSMGE , PRP > RPC EBM IER IC ae 

A NFS DREMEL hig , 

4. Linux FAY NFS ARG 22H 6 bork, Ap tz NFS 

Wari HY « 

os SPP ERE AY EEE FE FAT. Pg a: 7 Ee EAL, 1A 

Di AbFH NES ik 

6. FE FEE rpc.nfsd Fil rpc.mounted ix PY-SSF Ht Fe Sg Ain AA ICY. TCE 

IEF. 

7. 4£ Red Hat Enterprise Linux 6 F #4 NFS Jk 4h EWES MES A 

EATS 
8. Red Hat Enterprise Linux 6 FIN A ayia cr ASE LE HE SLY 0 

es 



SARS Ie. Ae Sete Linux he CH 3 hy) 

— VN 

k 

anes 

NFS Teh SEtEaR (mount) woe NFS IRS EA—TP A RAT, DA RF YB—tEIR SA 

iran ie HO)? ) 

oi 

/home2 ZG 

» 

oe ena 

A. rpebind AU ay B. NFS KA YAU oh 

C. FEB Aa Gi ae SOLER D. VULZhne 

IML IE AN AS , OK NFS [R545 svrjnrp.edu.cn fM/home/nfs th A ae Nak FNAL 

( ) 

A. mount -t nfs  svrjnrp.edu.cn:/home/nfs /home2 

B. mount -t -s nfs svrjnrp.edu.cn./home/nfs /home2 

C. nfsmount  svr.jnrp.edu.cn:/home/nfs —/home2 

D. nfsmount -s_ svr.jnrp.edu.cn /home/nfs /home2 

BS Sas FESR NFS PERE OTD ARSE? ( ) 
A. share B. mount C.. export D. exportfs 

VLE NFS AZ PPA ID BR AE Ae ( ” 

A. Aka EY root HAF BRUM AA Ping A RE 

B. root #HEIY ZI] nfsnobody HAF 

C. root APLERAY# nfsnobody HF 

D. ZERO, anonuid A715 222805 

ZS] 10 Linux servers, 483 NFS 7£ Linux servers Z/AJFER SCE, NAIA 3c 

Jo 

A. /etc/exports B. /etc/crontab CC. /etc/named.conf D. /etc/smb.conf 

AAT NFS HRS 48 192.168.12.1 PATE A MASE ( Je 
A. show —e 192.168.12.1 

B. ‘show //192.168.12.1 

C. showmount—e 192.168.12.1 

D. showmount —I 192.168.12.1 

§ NFS IRA 192.168.12.1 MFR A ae/tmp AeAVFI ASHE ae/mnt/shere MARS RE (a 

A. mount 192.168.12.1/tmp /mnt/shere 

B. mount -—t nfs 192.168.12.1/tmp /mnt/shere 

C. mount -t nfs 192.168.12.1:/tmp /mnt/shere 

D. mount -t nfs //192.168.12.1/tmp /mnt/shere 

Taji NFS ARF A PETES 

Tay NFS RIF AYHEAL 
Taj NFS Ie 2A RAGE 

Fife] HEE NES Wachee 

6.8 CKD 

1. #217 NFS HRS-48, FPSERLL PIES. 
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#68 Ale 5B NFS dese 

(1) tEe¢/sharel Ak, TRIFARINA Pm lalAR a, (AOR AeA PR. 

(2) FEE /share2 Axe, FCF 192.168.8.0/24 MEW Pe avilal, JF AXHKA REA Rik 
ALPE 

(3) E52 /share3 At, RAE HA.smile.com BY Kin Bl LaF Ai“ Ss ABR . 

(4) FES /share4 Ae, 192.168.9.0/24 MEH A Pm AA Ric, Ff ECR root AAR 

Sh MON He 4 HAP 

(5) FL /shareS Ast, Pra APRA S AR, (ESA IES Ae, RIK 

BU Ae AAP, IPFA fee APY UID Fl GID HN 527. 

2. AAMT AA 

(1) {8A showmount ft #24& NFS JR 8 7H ASE Ae. 

(2) NES fie44s_EA4/sharel A ete 2!) AS Hh/sharel Hae F. 

(3) ##¥/sharel Ae. 

(4) KE NFS Hk #4 EAY/sharel A xe A FESR SIA Hb/sharel Ase F . 

3. SCM “3.4 alk NFS ARS HSA SEO” “PAY NFS AR ait Bee PA i TC 

133 



> B@e Hee SFEPH DHCP IRI 
een ne ee see tee ee te ee —_ a 

INRA SA 

FE— TPIT EBL CRRA YI, BARE Ee Pe ALE Lae AC IP Hh 2 

EERE LYE. OA SETH fee SE HE TE, IRIN ORAS EALAC EI 

( Dynamic Host Configuration Protocol, DHCP ) Aaj Pings IP Heth, BRAM Sea. 

FETED A ZA, SCI OE PS Pe ET , ARE PO BAY kop Ne BE Pe BF] FE 

BS) EDL S55 

i =—=on 

Sf DHCP AR ae 7E P28 PEN VEG 

SH DHCP AY CVE EE. 

2298 DHCP [55 ar HAE AAC 
9% DHCP %& Pag) Ac AUK 

7.1 DHCP 820i 

7.1.1 DHCP Aros itik 

NaS EALAC YM ( Dynamic Host Configuration Protocol, DHCP ) HI-F A 2442 Jay ta 

A EALAY IP Heh. ets. SCHEER DNS HEEB, AWA HEFT IP HOSEA AI AA 

%, MAAR, FMS Sep MA. 

DHCP 2F#RA/IRS etek, “4 DHCP FPinasit, eaams 
DHCP fk #ritifa, BOREHEA Shr Ac IP HHHEA ARS, m4 f DHCP 

HR 5 IA AAI BS SBE a ae 
DHCP f—7Mai (LEW IP HE PEEL) TCP/IP bev, FAP AT - ony oo 

LIAL JH) DHCP HS BET SRANAS IA IP LAL TAC ASCE THE, “Sriop geaeae 
4 DNS HRS 45. WINS IRS 48. Gateway (MIX) ASHE. 

4. DHCP PL PA LAA AIRS aA Pi A-BAT AY IP Sk, te Day 
Sal PX] HAS Yael a 279 Ae a HE LAS IP Ht. DNS BUR AIS a fe fa, Ang IP HE AB 

FV BCE, ABCA SUEY HRS 4h A oop ic. 

1.1.2 DACP Bi Liriate 

DHCP %& Fin AIR AS tesa HA ay IP HE. ak4 IP Hoh AERA 4 NIP EZ, GI 7-1 

FITAR 



S088 8S 5812 DHCP seo 

1. IP FAZ0iSSK 

“4A Poi ZA, FRE IP ZA PAA ABLES Aba Ny, 

BARS, Atk, EASA EL TCP/IP Het 0.0.0.0 DHCP% p23 DHCP Ik $38 

BREE, EA RIK—* “DHCP Discover (DHCP $i )” 

, Ma EIA, Aa A AIL UDP wig 67, Bll 
DHCP/BOOTP Hk 45 its OA) HB 

2. IP #8z0¢e(# IPRLZY ie 

AS HF dB) BE— “FS DHCP HRA at ABs He WE “ DHCP eg 
Discover” {a At. BE SEWCEISKAY DHCP IRS ASA 

EE EA Het a tak & Pim A 2s PA, GRA, J 
LX “DHCP Offer (DHCP ##t )” (AR AVE AMI, Bla eS IP Hak. HEA | 
DHCP fairly IP Hah. PAAR, WR Bin e DHCP eR AS EAN. RA AGS DHCP 

Offer FAA MARS APE RE TEE NIX TS IP Hk (HE PPE AS BE 2 Ha 28 A th 19 EP 

tit) “DHCP Offer” {4 Sf) 4% BIKE!) UDP Hig 68, Bll DHCP/BOOTP & Fast May 

FEW FRA TT A AGEN , ACA Pm ne Ee SE AY IP Hetik . 

3. IP #2 ized 

5 PA hig ed FF MT PEE Me, FR FRAT et AGE “DHCP Request ( DHCP iff 

KY fRABATEAEI I. BARRE a SEN, FORE ARRRHEIRS . FRR RA 

FR AFAR”. MA, —BRR BD RAK, WZ PATA DHCP IRS abel ay 

WABNAR BAL, BBEEREDOS ARE PF mig7EGAAY DHCP IRS APR EA AY IP Hedi lA 

Ay FASE. Ae is AY FAY DHCP Request ila) AR eRe BEI, 4 DNS HRA Atak 

Pa Se HE 

4. IP FBZ UGA 

“ARS aed ZI] “DHCP Request” {fq BHAT, ELA—~*+ “DHCP Acknowledge ( DHCP fff 

WU) ABA AMY, Ata Beet YS A Pome Ea, IP ED HT RA 

KEN, Ma ALAR Pm “ER. IE REA BRAS TA PE, in ANE ZK 

AGH! OS, UPA hia” 

IPRA 2 1 OK 

IPRA He He 

7-1 DHCP A9 (Eis 2 

$5: SP 3m447 DHCP DISCOVER &, 4eRiZA DHCP RAB AMA P MH MIAR, 

B® P 3 HUF FA] 169.254.0.0/16 MAP AY— IP HedE AC A AALS, 

7.1.3 DHCP AkSe8 8t24 = Aaa IP thas 

TE FP ig] DHCP JIRA 4k if IP HELIS, ARS ARIF AERA ET oA AY IP Hk, 

FEAR GE SEN UIE 

1. Ox IP tout 

2e Prima MM DHCP ARS 48 5S EBAY IP Hetk— PRCA AS ee TEL EY), TT a AD HT BEAN FF 

fe IP HHuL ARMA ALA, obs IP HOSEA WK ees BI OT BAI. “EF AN a 

Aft TAS AI EAR AE, PEA EAS THE IP tk, ARS PCal 

2. afds IP itett 

Ze Pa DHCP IR 4858 EEA IP HETEIEA BEA. Lean, AAS PER on 
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ZS ARS eS 2, AS Sete Linux hy (#3 hh) 

aay HUYb, A BORADIYARS AE, DOZOARS HR UR AAS IP Hed, AME ANA PE 

, IM AA aE ANT, PACE APE? AT Ae et DHCP IRS hic ee LY 

MAC stk, Sq Nees MAC Hott} oe—~ Al Ee AY IP Hk 

FAA AT AB AY MAC SBE, ASPIRE ALIA ae TTL, OR TARA 

ZSCie 

N\A: 44-25 MAC HedE? MAC Bahk ry HE 4m ee ehh Ae EE, ce ATK 

oy ie AE FAS AREA Sha ( AKG MAC Hed Fhe E— 44), 4 TCP/IP MA 

+, RMLAA LIM IP wks He, KRLRACMW MAC WHARDAPM P 

maa. 

(1) #EVAASALRR EY MAC Hit. 

ie M fay FE ifconfig fit « 

(2) APL RATAN RT MAC Ht. 
BEX TCP/IP W253 (5 ek ABI] MAC sbtkt, ABAEAA ping Ar “4A A ASR 

I MAC Hhtkfa, RAMEAS ARK, Be Bh TBR SE aM. 
[root@RHEL7-1 ~]# ifconfig 

[root@RHEL7-1 ~]# ping -c 1 192.168.1.20 //ping iFHi- APL 192.168.1.20 —-K 

[root@RHEL7-1 ~]# arp -n / / VA BAP ALAS Hae FETT ALY MAC Hd 

7.2 WMBiRithkes 

7.2.1 IBigit 

nb DHCP ZAI iAFcHETT AL, AA AR MAR2E IP HLA A oho ca & Pe ( BIE ak 

HOV AL aT AY IP Hak), MEE IP Het Pea EMIS 4h. ea, ESA A IP Hhdk 

ZOKU Fo 

(1) iS FAA PIZE FE 192.168.10.0/24, PYSEN 192.168.10.254. 

(2) 192.168.10.1~192.168.10.30 P) Bcd tih F AR SS AS AY) [el Ze HEHE 

(3) A Pe AT AEA AS HEHE BE 192.168.10.31 ~192.168.10.200, {A 192.168.10.105 , 

192.168.10.107 APR RA HoH 

ts: APT See WP aa eo eal ee Oe 

IP daht, SM Ax4e Rw IP Woke & 

7.2.2 WBE=KES 

nb DHCP ARS Di AE ROWE 

(1) 32 Linux lb RA athe, FAVE DHCP R448. 

(2) DHCP Hes 458) IP Hhtk, + hdd8t5. DNS ARSE TCP/IP BAUME LH, 

WW AN BEA ASP ig Bc TP Hee 

(3) DHCP IRA neon A —24-A AY IP Het, LAE yap Zs A Phi. 
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On ftasEi2 DHCP Ase 

(4) RMR alta ih, Ara Linux ee 4 fey A EFE: ARES, VMnetl (1X 

EDUEESK ), UNA 7-2 AN. TBE RR 

BMS ee a See ere ore (igen See 

et Ui SE, NN BGS eee oan 

fio a la ( 
| | mae 2 GB | Miike 

| | Co Rhee 1 | (W) eRepachee##(0) 
| 8&3 (SCSI) 40 GB | 

| |@PCD/DVD (SATA) — TETE(ERASZE E:\RHEL7-4 ISO\rhel... | Pouemie#& 

| reper Pies (Bah) Pee (8): BRS Pel 
USB fines THE S ee ae S pee aS(P) | | One eEheaM | SBR ERAS (P 

| | ssTeom THE | ONAT #st(N): FAT HESEMLAY IP Het 

|| Bane Bahia | OREMBS(H): SEMASHS AM 
, | | @ BEX (U): HERE holes | 

| | | [vMneti ((R4148st) a , 
| | © LAN REL: | 
|| | i 
is | 
1 | | | 
1 | | [LAN BERS)... | | BROW | | | 
Lt | | , 
Hi | 
Hi | 
Hi | 
Hi 

i | | 
1 | | | 
I | | , L| | | | 
og oe ea ee | 
| | [| (e | eh A).. a IRR) kas | 

| 
J 

7 Cae Ca eee 

a | 7- 2 SEU EHLAAOMUES ESE aapal 

7.3 IAGScb 

E 7-1 EARS #8 RHEL7-1 £2322 DHCP ARB 

(1) RWWA SEE AKA S DHCP FAKE. 

[root@RHEL?~- 1 ~]# rpm -ga | grep dhcp 

(2) WRASUAILA RA dhep #eiFa, ATLA yun fi 20 PY 

QD 42k ISO BR BK. 
//FEBOCRE /iso F 

[root@RHEL7-1 ~]# mkdir /iso 

[root@RHEL7-1 ~]# mount /dev/cdrom /iso 

Q) HIVE RIF AEAY yum PROCLF 
[root@RHEL7-1 ~]# vim /etc/yum.repos.d/dvd.repo 

3) (HAI yum fit 424 dhep 4e(F Ha Eh 
[root@RHEL7-1 re yum info dhcp 

@ (FA yum fir 228 dhep Ik. 
[root@RHEL7-1 ~]# yum clean all / | BREAN ICT RAAF 

Proot@RHEL/-l.+)# yum) anstall dhcp’ -y 

We (Aa Fee SEER, HY LAE rpm fe: rpm -qa| grep dhcp. 2424 F . 
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IZ ARS eRe, ASS BHM Linux hk (8 3 hh) 

[root@RHEL7-1~]# rpm -qa | grep dhcp 

dhcep-4.1.1-34.P1.e16.x86_64 

dhep-conmon=4.1 .1-34.P1l.6l6.%86.64 

(ES 7-2 FAR DHCP FARM 

SLASH) DHCP IRA arta EEE AM F 

step]: if FECA SC (F/etc/dhep/dhepd.conf, 487 IP (EDK ( HR ETP E  IP Ht 

Ww). 

step2: 27 PAZ BH CE. 

step3: FR PrINakAC A OC eR aK aH dhepd Ik (EAC ZER. 

DHCP IW_LVE i Fe aA 7-3 HAN. 

® @ 
ERE HH 
dhepd.conf 

DHCPIR A 4% 

© 
FAL Bai FE SCF 

H17-3 DHCP AYLL/ETE 

D AP wig IK IRS et A ip IP Hedi 

Q) ARS AEE, AOA SEBCE C4 dhepd.conf, Fc HEA Pig Ay MAC Hbtk Aa Aa 

AN FP ig BC: SAE TP Hehe. 

Q) WRAP wnt Fle IP Hotk, WPA IP Heth AIK AAP hig MORIA A Ee 

IP Hos: , URE pe Ay OP Hah Aer 2 Ae i 

4 AP we ERS Aa, AP Mea PAR aE, FRR ai AE FOP iY 

IP HHH . 

S) ARS APE TATA Ta EA BEE 

1. SEAicee3Z{4 dhcpd.conf 
C1) SiR IC Bl EAC BE CIF 

BRU # Bc CF (/etc/dhep/dhepd.conf ) RATE SAA, FPA, AAA) 

tH “see /usr/share/doc/dhcp*/dhepd.conf.example”. F MILAEF PISCE Bil HE FE BS CF 

(2) dhepd.conf = ACH C728 RAB 

@ parameters ( BA ) 

e declarations ( 44H ) 

@ option ( ti ) 

(3) dhepd.conf = BC SCF IE AEE 

dhepd.conf @4h4> ay Ac Aah ae 

SAE A IL GARR TL, TAB OP A RE-S DHCP JIRA 8 ZER 

Fry aS Fic a 388 Fs FH AEB pen, TARR ON rb, EE aR xP SES IP EF RAE 

dhepd.conf SC/FAR TCU F 
+4 Jey AC 

SH aie; $4 Jy EB 

# eye a 
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S08 &S 5812 DHCP hese 

FaAA { 
BRIG; # ey B AE 
} 

dhep UAACE FAA SBA. FRA RHETT DS, AEE RR} Ay WILE 
FE i, FFL “#”? SIP, STARR, WS” SR, FES PETS RP. 

AYA He TC CPE ea AR Pa Bot, (AIF A A A tH RE eg BR, 
HE Jeg, F ps A PEI 

2. BABA 

BRERA FBR IR a PO i) EN Ee IT ES , HOU IP HE AA) 
TA). ce a ee Ze Pig oT AY IP Se, We 7-1 BAN. 

# 7-1 dhcepd ARS tac EHS MSA URE 

E Fy {e jas 

7E L DNS ARS IA HE ZR, ZEA LFE none 

ddns-update-style [2#!] (AAA ES ). interim ( Fah eypeast ) & 

ad-hoc ( 5K EB Hh xl ) 

[allow | ignore] client-updates TIU/ AWA Pg Bt DNS tds 

default-lease-time 600 BRU RAY Et Ta], AZ GE s 

max-lease-time 7200 BAA AY Ta], BAZ HE s 

option domain-name-servers 192.168.10.1 | 7X DNS ARS 48 HH4uE 

option domain-name "domain.org" cE SL DNS Sh 

range 192.168.10.10 192.168.10.100 mE UA AP acy IP atk yt 

option Ssubnet-—mask 255.2554255-..0 RE SOE PA aig I Ey 

option routers 192.168.100.254 rE AEP eg AY PS - 

broadcase-address 192.168.10.255 rE SLE Pg A RE 

ntp-server 192.168.10.1 mE SOP AY PZ AY IRS tie (NTP ) 

His-servers. 192. 866. 10:41 RE SAE Pag AY) NIS SAR a8 AY HEE 

Hardware 00:0c:29:03:34:02 tae PR Re SR MAC Stott 

server-name mydhcp.smile.com [=] DHCP & F vigil HM] DHCP IRA 4 HEALY 

fixed-address 192.168.10.105 ES TE AY IP HE 2A 8 Ee EL 

time-offset [Wik] Fi ne i 5S BETA BY Td 9 id 2 2 

3. ESFARAB 

pa AY — A RB xe IP PEF. RE SONA Pm PAC AY) IP HE Se 

PARAS SLU F . 
FAA { 

AIMS BY; 

} 

FS La AA EA an F 

(1) subnet h)2445 netmask FYFE {++} 

VE: EXTERN, fae TM. 
suonet — V92.106.10.0 netmask Mioe ly soe pe 40) ots Uae | 
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MIZS ARS eS e, ASS BM Linux hk (8 3 hh) 

eeeeee 

} 

8B: WAS 4705 DHCPRABYH EY —+MAS AAP). 

(2) range dynamic-bootp &R IP Hehe 2 IP deh. 

(EAA: FRE SAS IP Hasty Ail . 
range dynamic-bootp E92, b68 J10.. 200 PO2) LOST LOT 200 

$B: TA subnet APIS range, 124 4 range € LAY IP FEB ARE LZ. 

4. SAialn 

EDI Fy FH AC: DHCP 4 Pig Ay AE, WE PG) DNS Sadik. BRUISES 

LEMMA A ABEL option CHES IF UA 

Fy LeU BEATA F 

(1) option routers IP #bdiE. 

feJH: SORE Sis EB UA 3 
option routers 192°1368::10.25 

(2) option subnet-mask —- PX} #4544. 

VED: TSC AP ing AR PEA, 

option subnet-mask 295:255.:255.0 

(3 ) option domain-name-servers IP Hitt. 

(EA: Ae Pind DNS AR aH 
option domain-name-servers 192,168.10 .1 

EB: (1) ~ (3) ARIYA AAA Y, STA AASBRAY. 

5. IP itetirape 

DHCP "PAY IP Hah 4b me AA 2a OP rg cd aE IP HE LER ai ie 22 ED Tl xe TP Hb 

SERRATE IP Haka, wick MAC Hhtk+y IP HOSEA RA AS EY BL 

ay Bic fal xe IP Hak 

RAS Hie al Pa Ze FH Bl) host F7HA Al hardware. fixed- address BAL. 

(1) host $9L@ {......}0 

EAA: FA re CRS HE. Bl; 
host computerl 

$B: MIA ISAC subnet ~ WEI. 

(2) hardware 26 #4 ABE HELE . 

YEA: ne SC P26 4 SS A A Ek, “AY SE A A (ethernet ), $k MAC HihE. 

Pal an Oy ee ee ee ee eee 

hardware ethernet 3a:b5:cd:32:65:12 

(3) fixed-address IP HbtiE. 

VERN: cE SC DHCP 4 FP wing tie AY IP Hott. 
fixed-address 192,168.10: 105 
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S68 &a5 eH DHCP hse 

jm: (2). (3) MR . fi, kA host @ WAY. 

6. FAZIEtHe ee SC 

MAZE OC TRE AA A, ee PE EBL. MAC HE 
SP ACEAY IP Hiht, LAR IP HOSEA AS Se ia MEE CEE gE) ASCII HS 

DUA OPE, BE HERBS , ABS CECE SH ES AIC 
DHCP Wl Zcth a, FAZER OCLE dhepd.leases f-+238 SO . 

4 DHCP IRAIE RIA, RAT LAE cat ASAE TAA HE EW T 
cat /var/lib/dhcpd/dhcpd.leases 

f£$ 7-3 Ate DHCP WARP 

IRAE SC Py FEY Dr FE A 

1. S26FEK 

PARRA 60 AITBAL, SiR LAY IP HHdhEOR A EK. 

(1) DHCP IIk454l DNS AREAS HUHEHLABE: 192.168.10.1/24, AZ IP HEHLES 192.168.10.1~ 

192.168.110.254, -Mi#eH5H 255.255.255.0, PSEA 192.168.10.254. 

(2.) 192.168.10.1~192.168.10.30 PY EC HE EARS AS AY Fl Ze HOHE 

(3) A Pm Ay Be AAA HEHE ES 192.168.10.31 ~ 192.168.10.200, {A 192.168.10.105 

192.168.10.107 “Ate Fa Hohe. FLA 192.168.10.105 FRE Client2. 

(4) 4 Pe sig Client] RED T AAA Pm, ORAL RET SUC IP Stk fa A 

2. WISE 

Linux IRA ait AAP ee HE MAC fa Bunge 7-2 Bras CAYLEY VM WE REROR Be 

eee BA) Linux & PG), 

# 7-2 Linux dS BAB imAyteut ke MAC (fea 

rues rr 
DHCP Ht4¢48: RHEL7-1 00:0:29:2b:88:d8 

Linux & Fi; Clientl 00:0¢:29:64:08:86 
Linux % Pit: Client2 00:0¢:29:03:34:02 

3 ARI RHEL 7.4 WTR ALAS ER 7 RABE host only (VMnetl ), —aVEANRS ai, 

BA a VEN A&P mn FA 

3. ARS es imbcs 

step]: FE HI VAC A AERA, JaiBACee rs 2244 192.168.10.0/24 PIBSHA HR, Sa TE 

ara eee IP Hoh, YAN 192.168.10.31~192.168.10.200, {ASEAHE 192.168.10.105 

All 192.168.10.107, Fe fthoric2a & Pi. TERE range WYSE! 

step2: ME CRIE(H AI a IP Hohk, ReEZE subnet FAA PRE host FHA, AMEE IY 

Client2 Wr lalze IP HOE, JE host PIAAFA HLA IP HEHE A MAC HOhEa Ee ASE, DAA apa 

me IP Hoe. ZEA CEA AAS 4 FE 
ddns-update-style none; 

log-facility local7; 
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PIZSARS AIR. ACS SSM Linux hk (SH 3 hg) 

subnet 192.168.10.0 netmask 255.255.255.0 { 

range 192.168.10.31 192.168.10.104; 

range 192.168.10.106 192.168.10.106; 

range 192.168.10.108 192.168.10.200; 

option domain-name-servers 192.168.10.1; 

option domain-name "myDHCP.smile.com"; 

option routers 192.168.10.254; 

option broadcast-address 192.168.10.255; 

default-lease-time 600; 

max-lease-time 7200; 

} 

host Client2{ 

hardware ethernet 00:0c:29:03:34:02; 

fixed-addresst 197 ..168. 20.205; 

} 

step3: ACSC A RAFIFIB HH, FA dhepd AR, JPICHIFOLA SV. 

[root@RHEL7-1 ~]# systemctl restart dhcpd 

[root@RHEL7-1 ~]# systemctl enable dhcpd 

Created symlink from /etc/systemd/system/multi-user.target.wants/dhcpd.service to / 

usr/lib/systemd/system/dhcpd.service. 

BIER. te BH) DHCP AM, TAGE “dhepd” HAE, —MBAAMM 
Alter. 

QD ACE OCEFA Tale 

© NRA ABEAM, Wb srs. 

@ FAA AYP AIS ATES 

2) EPL IP Hahk A AH a A ZE la] — EZ 

@) EXRZABCE IP HeHk. 

4) BUEOCCRPR EHH ALB, EKUN7E RHEL 6 LAF ASRRAS, BCC RAPLE J /etc/dhepd. 

conf, {As7E RHEL 6 KV ERAS, ANLRAE TE I /etc/dhcp/dhepd.conf. 

4. PR Client1 _EWist 

$B: WREAZMAY, MAAS HMAM. (2 RAYS VMWare 12 RH 

WBA, BE PAWLY & Windows & F 34 J 423K IRF 192.168.79.0 MAH A—AdEE, SK 

WY ARPA FETA. AP HL, BBA) VMnet8 #2 VMnetl 4 DHCP RAWAL. MAA 

AKO F (AMA ORFS ARP HAY AEE AME A VMnet!l ). 

fe VMWare £4 O'P, Ad “2a” > “MEP tae” air, FTP ME 26 Sat a8 

Bil, i" VMnetl 2 VMnet8, FAA) ve “fi YAH DHCP HRS IP Hath oP C25 EAL” 
ve, GWA 7-4 Wray. 

D VW root APA iypsskt% AW Client] A) Linux itl, 8c “Applications” — “System 

Tools” — “Settings” — “Network” fi, 47FF Network XfiSHE, OO 7-5 Prax. 

2) LGA 7-5 Fay “Aree” Alon, ZESAUVAY “Wired” XtiGHE ate “TPv4”, 4% “Addresses” 

fice Ay “Automatic(DHCP)”, "itr “Apply” f@4H, 4K 7-6 Aitas. 
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2a) Shae 
Wes Baits - - 
REM... - j EER |  192.168.29.0 
NAT #@xt NAT 48h ] 2BR 192. 168. 227.0 

Winet (88 
© TREE EERE IO 
Uo Es eee ae 

ONAT ste LSA AbHDED 
© RENESAS isREMOD ED 
VED eS Sea 

EP ISAEE BER: VMware fodzs SAS VMnet1 

| | ¢) SERRA DHCP ARS 4S IP hott sh ees BEILALO) 

FPP: 192.168.29.0 FRAO): 255.255 .255. 0 — 

MRR) 

Network = x 
iesss3 

es i == Connected - 1000 Mb/s 

_ @2 Network proxy 
iPv4 Address 192.168.10.20 

iPv6 Address fe80;:4552:1294:af20:24c6 

Hardware Address O0:0C:29:64:08:86 

Default Route 192.168.10.254 

DNS 

bee — —— | | Add Profile. 

17-5 Network Xtist= 

Wired x 

Security ™Na 

| Identity Addresses | Automatic (DHCP) a 

wae 
IPv6 | 

1 DNS A Link-Local Only 
Reset : eeeewnt ce 

Server i 

+ 

Routes Automatic | on 

Address 

Netmask 

il 
Cancel | [ Apply | 

7-6 is “Automatic(DHCP)” 

3) 72K 7-7 F688 “OFF” #2495) “Wired”, FRSA “ON” #24H4TFF “Wired” . 
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PIZEARS AIS, ABS eT Linux hy (SH 3 hh) 

IXIA F SUN) 7-7 PARA ZAAR: Client] KROGER £ DACP IRs atthe Ay Hk. 

< Network rs x 

» Connected - 1000 Mb/s 

@? Network proxy 8 192.168.10.31 

iPv6 Address fe80::4552:1294:af 20:24c6 

Hardware Address 00:0C:29:64:08:86 

Default Route 192.168.10.254 

DNS 192.168.10.1 

a Add Profile. ca 

7-7 BRIDXABYN IP thik 

5. FA Client2 Esmliz 

JFELL root FAA Apes! WN Client2 AY Linux 17A-AL, FZ “4. CEA vig Client] & 

Wik” WHE, BA Client Ask IP Hott, RA MZ RUA 7-8 Pra. 

< Network 4 x 

ae oo : a = Connected - 1000 Mb/s 

@? Network proxy 
iPv4 Address (192.168.370.705 | 

IPy6 Address fe80:4552:1294:af20:24c6 

Hardware Address [|00;0C:29:03:34:02 | 

Default Route 192.168.10.254 

DNS 192.168.10.1 

oo a | | Add Profile... | a 
ee ede 

pclae sti eens MOL SUC 

EI7-8 BP Client2 BkIAZAEN IP iit 

$B: FIA MATAR ALTE DHCP RABRE IP eth. AGA ALH 

7, Ml “IPADDR=192.168.1.1. PREFIX=24. NETMASK=255.255. 255.0. HWADDR= 

00:0C:29:A2:BA:98” #4A4H, 44 “BOOTPROTO=none” “BOOTPROTO=dhep”. 1% 

ea, ee ee Ncede IRF. 

6. Windows SP imics 

(1) Windows # Puig AY Acs Le ecini 42, Ze TCP/IP Ps DWUm PE Pic A aR BY 
(2) ££ Windows ff dian7t F, FIFA ipconfig FAR IP Hhhkia, HPrARAL IP Hotk. 

FEI IP Hott: ipconfig  /release 

Pr Hy IP Hak: ipconfig /renew 

7. TEARS 2§ RHEL7-1 iB AAS St 
[root@RHEL7-1 ~]# cat /var/lib/dhcpd/dhcpd.leases 

74 TENUSEHI |: 2X8 SEH) DHCP S/F Races 

DHCP fk 55 ae 1 AAA — WIPE, COL Ta EA ISTO, (AE CE CR 
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S68 &S58 DHCP hse 

VLR , PA FR Pe 24s a SB PS EF a, 

7.4.1 PVE EK 

P26 POR TT LA i I, ED AS IP HL A RE A ke. 7) EY ZA LY 
XT AA 4 ST Ac IP Hot, ELIZA ATR AH LARS RE Be, SCMLEL IE Lee fey AA, (A 
URE PKS, ZY IP Ht EO), — EE PRVE AR 4, BRT AEA 
BOHN PT Se A 2, PT HS PEAY, BN DHCP IRS RAS MER 
JS ENS AS TP HE 

1. (ESxe> 

Za] TP Hebe RA 192.168.10.0/24 IER, ALIA 254 Bike, (HAY DHCP ARS ASH 
W—* 192.168.10.0 IEA VERS ER, ooASATBERIZS IP Hott, (ARIZ Sl 400 GALE, 
WA—T CAM HOA EBOR ST . RCA, BYAFA DHCP IRS Ash Par VE 
I, FESS AC 192.168.100.0/24 MI BCAY IP Hetk, A IZeie hn 254 Sera IP Het, DORERE RT LI 

TRASEVA IP Hak A RL, SCAT ba Ae AY PZ IP Hstik 
2. biZetoFh 

FRA SLB SERA TE Sa, YA] 7-9 BAN. 

DHCP ik 4 48 

h-R1: 192.168.10.1/24 Y-R2: 192.168.100.1/24 

: 192.168.100.0/24 

7-9 2 {FARA Sith 

WTAE GUY ACE, UbZiRUE DHCP IRS a Hee IT ra SMA Laka, OR 

aD HA i 2 VE SEASTTIE, A DHCP WINE SI RIERERE TE, FRACS PE 

Ja FA) a AY 

tee: USTAN, toRie BEALE S eA RIL AC A IP Heda ES, Msosq 

A DHCP IRFBAASRAHE, FACHS 7 IP At, SN) DHCP RAB EP ASHAM 

Ay PAE IP EX We PY ER AY VE JF BR. 

7.4.2 fR RAR 

1. (£73 VMware 2B2iAk Ww ZAihis 

(1) VMware ERM 77 stk A xe XC. 

(2) 3 G24 RHEL 7.4 WITS-OL, 1 GARB 48 (RHEL7-1) A 2M, —RO RE 

4% VMnet1, IP Hitz 192.168.10.1, 77 —3RE) BER VMnet8, IP Hitt 192.168.100.1. 
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IZ AR SAIS. Fla S ete Linux hk (# 3 hh) 

) 51 GRPAL (clientl ) ASMI-SIERE VMnetl, 22 GRPAL (client2 ) AYR) RE 

VMnet8, 

EB: FI VMware 69 9 CCMA A, 12 AP GT ANIR AZ LANI Fe LAN2. 

MA RM L, APF EER PARK. 

2. Aces DHCP ARs 28h-6 IP itetit 

DHCP RS #8 SIRI REY, eR EECHEAA ifconfig a7 A BER OE i AY IP Heh, {A 

Bee, IP HEC ERY Ee 3 5} DHCP HRS 48 FY EA Xt iv. 
[root@RHEL7-1 ~]# ifconfig ens33 192) 168), 20.1 netmask 255.255.255.0 

[root@RHEL7-1 ~]# ifconfig ens38 192268. 200.4 netmask 255.255.255.0 

FAS: (th oepSA ABA A +H, PR SACLE ARM., HIRAM EAR KALB? 

ZW: HAKAN AARS HAMA (772.1.3). AAARHELT AH, BURG 

CAs ae. Linux AARM, 2 “Applications” > “System Tools” > “Settings” > 

“Network” 474, FIAT VASA ABER. HA AARPR AAS IP HIE, 
40) 7-10 PRR ( vABC HE ens33 AK A #I ) 

en Tue 22:13 SS aro 

4¢ o® 

ea | Ethernet (ens33) Connec... l- 

Turn Off 

[Wired Settings | 

ea [Ethemet (ens38) Connec.. i 

& root 

Ye te 

7-10 Acs IP bts 

3. 448 dhcpd.conf EACH w+ 

DHCP Jk ZR SES ESE EP, MY LAS: dhcpd.conf ACE SCPE SEMA VE I 
Ja Re APIB HH 

[root@RHEL7-1 ~]# vim /etc/dhcep/dhcpd.conf 

ddns-update-style none; 

ignore client-updates ; 

subnet 192.168.10.0 netmask 255.255.255.0 { 

option routers £92168 .10:.7; 

option subnet-mask LOO ne 0 Gp ae 

option nis-domain CesT Ong. 5 

option domain-name "test.org"; 

option domain-name-servers 192..168 10:2; 

option time-offset 18000 # Eastern Standard Time 

range dynamic-bootp E92. 768 ...10:.5 192.168.10.254; 
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SOS fte5 82 DHCP Ake 

default-lease-time 21600; 

max-lease-time 43200; 

} 

subnet 192.168.100.0 netmask 255.255.255.0 { 

option routers 292.168 ,100:1; 

option subnet-mask CO uaa Oo: Oe 

option nis-domain Mees Org: 

option domain-name "teatoorg”; 

option domain-name-servers £92:.268:.100:.2; 

option time-offset =~1 30007 # Eastern Standard Time 

range dynamic-bootp 192.168:100.5 192.168.100.254; 

default-lease-time 21600; 

max-lease-time 43200; 

} 

4. ESPs LMI 
ZAS BC, XP DHCP Napili ens33 Fil ens38 PALER RTA PLR, IFAT 

DATED. SSE AD RRA A vig EAL client] Fil client2 AYMRIELA Boake. 7E Linux AZt I, 

FA “Applications” — “System Tools” — “Settings” — “Network” — “IPv4”, FFA aoe 

Sui, WE IP HHA A “Ash ( Automatic )”, 407 7-11 Stas. iS SERUS AGG “Apply” 

FH. Ba PAK “OFF” Fil “ON” FFA, NASR USA AY IP Hehe 

Detail 
a  [Pv4 

Security 
‘Ss = 7 

Identity Addresses | Automatic (DHCP) ~| 

Server wily 

aoa 

Routes Automatic [3 on 

Address 

Netmask 
a 

_~ 

Rr Acer eee 

7-11 ies IP thE TA “ Aah ( Automatic )” 

5. WEARS ASA AD I+ 

HA DHCP IRSA AR AK, PARA, BES tail @ooA AR Aaa. 

WWAZ 2 GRP PLFA IP HEED Bix 2 AAP LAY MAC HOaES. 
[root@RHEL7-1 ~]# tail -F /var/log/messages 

FRIST: MPRVURA, MMAR SRY, KIRERMA, ZAKFZIY, BP 

PLAA 1 SHEVA. HRAIKR ABIX G BP HLA BEAL AeA A Ae VMnetl. VMnet2, 3 

FB MIX, SRM PAA A FY RIK T 192.168.10.0/24 4% Fe 192.168.100.0/24 

PP ag pe dhie A aydesk, Kil MA. 
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SARS aie. Ace Sere Linux hy (CB 3 hk) 

7.5 TENVZe6I Il: BCE DHCP #528 F FRI 

MELB, MSHS et, BRAT LAD A IP SATE, (SH YA 
HE MOSE APE, JIMA MERE . TT SPAR UAT PO 2, TESLA AE, TL 
FARR E FL. 

7.5.1 AFRESH 

KALE aE DHCP Ika ait IPA He , HEBER PE A GO 

BAAS SHS A, Se — ith BEE 

1. #622 (FRRELAINBE 

1 FRB EF, ~DHCP Ins 4h Hee ALL PORE. 

e DHCP Wk at A A 2 EA PLE PE A 

e 3%" DHCP #l BOOTP 'P4k{tHH, Hes Awe DHCP & FP sigs Ac TCP/IP fa, 4% 

DHCP Heas-aitlt, ATR DEP ZR eT , PEE AREA EF ak 

e PA RI24 IP HHGLAPR , I Ate 22 ZS ER L,I VE ho AE 

Bae, Th Bete ASA IP Hobe Ald eee Zs |], 

@ nnn 22 MRC TE A BEA, “SRR er A) TP Stik | see gE 

Te ARH, Er 7 Ag ek A) IP tk 

2. Acesetsxt 

KF RAVE, 7E dhepd.conf Ac CVE [ale Ah 
shared-network  M@2Z{ERMeE { EE HA PR, Zea BAe 

[Ser] HABBO A FEMA, AT ANB 

subnet +W4iS netmask FMiBAy { 

[Seq] 

[5 AA] 

} 
} 

7.5.2 DHCP #822 /F Aisa Ss Se 

1. (ENVIAR EK 

(PLA ABE DHCP R445, ZR UR VE Ze PY, (EF) 192.168.10.0/24 Pa EX 

WIP Hitt. BAAR KK, We, SAAN IP HO IC RE RIZE Ar oR, Fe BE 

ASM Ay FA AY TP Hak. CA Ay LA EBACE a4 i IP dik, 7E DHCP AR 48 LYS OME 

FAS, EAA 192.168.100.0/24 Bet E26 HOE AEA], QP] 7-12 Bras. 

2. {Pik DHCP £2e/E Bik bo Z8tGFh 

ARSE YI fe 2 UO G RHEL 7 METAL. 

3. fe RBS 

C1) eer BEI OL AY ZR EE 

D wee Maes. ASIA IER TSN AE ( th FRI 

FAK) ): VMnetl #1 VMnet8. 

Q) iAH MAIR aE OLS AY IP Hest. (4 AY “hostnamectl set-hostname 242 Mit S. 
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SQ fe 512 DHCP Frsoe 

BLA” A OERITFALE « 

fifi: WARS HE. WI 
ALY, RHEL7-2 
IPHbHE1 (VMnet1): 192.168.10.1/24 

) IPHHLE2 (VMnet8): 192.168.100.1/24 
SS PEAR: RHEL7 

fAif4: DHCP Ping 
FAL: Client 

IP#huE (VMnet1): A zbgkHY 

PEVE AB: RHEL 7 

fifa: DHCPARA 4 
RLY: RHEL7-1 
IPHiE (VMnet1): 192.168.10.10/24 
Ve FARA: (192.168.10.10~192.168.10.254 
HE FASK2: 192.168.100.10~192.168.100.254 
HEE RSE: RHEL fat: DHCP pH 

¥ALYZ: Client2 

D |PHhht (VMnet8): 4 azkEK 
PEPE AS: RHEL 7 

7-12 DHCP #82e{E Rai StGFh 

3) 1H DHCP ARG 4809 IP HHUA. 

@ {§4iE RHEL 7-1 #11 RHEL 7-2 iH {3 ti 

AS: AT#RAM*, RHEL7-1 4 RHEL7-2 4644—CGit Bw? 

(2) 160% dhepd.conf ACE CHF, B72 HAE ORS DIT EA. 
[root@RHEL7-1 ~]# vim /etc/dhcp/dhcpd.conf 

ddns-update-style none; 

ignore client-updates; 

shared-network superscope { HAE ba AN superscope 

option domain-name Lest Org <7 $i RE A PAS BO Ee iy ERK, 

+AU 22 7F ETA TEE 

default-lease-time 21600; 

max-lease-time 43200; 

subnet L£92.165.10, 0 netmask 255.255.2590. 0: { 

option routers 392.166 210.1; 

option domain-name-servers 192.168.10.4; 

range dynamic-bootp 192.168.10.10 192.168 .10.254; 

} 

subnet 192.168.100.0 netmask 255.255.255.0 { # ras dn BIE a 

option routers £92 .168.-100° I; 

option domain-name-servers 192.168.100.1; 

range dynamic-bootp 192.168.100.10 192.168.100.254; 

} 

} 

(3) RWWA CVE: dhepd, HiJ4 DHCPD IRs. 
[root@RHEL7-1 ~]# dhcepd 

[root@RHEL7-1 ~]# peyreiurs restart dhcpd 

(4) (A cat 1 SATA ASH aE. 
[root@RHEL7-1 ~]# tail -F /var/log/messages 

DHCP kata HAE Aa, ATMA FARA PEE, TIF 

KAT FM ESRB BY se nize MESS IP Sask BE. AEE SS 
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PIZS AR SAIS. ASSET Linux he (# 3 hp) 

Zo VE FARA, HEME ABE SPI ZA That, Pees SER IP HHHEA DAE. 

UCTS: RE BURT Ue “7.4 Seo) 1: 3 ERI DHCP OE ACE” 
H) 2464+ Ke, 12 DHCP HRARHELKR. AT FMBAK AM MR, WA 

192.168.10.0/24 Aydahkxeay IP e-eie A 1, PP “range dynamic-bootp 192.168.10.10 192.168.10.10;” 

iS4F2 GRP HERA) AF IP Wabk, ea Rg@—ik, MAZE Re 7-13, A 7-14 Pre. 

Network = 4 Network = x 

I IB iin Tay, a Connected - 1000 Mb/s f ge, Connected - 1000 Mb/s 

iPv4 Address | 192.168. 10.10| iPv4 Address [192.168.100.10 _ 

IPv6 Address fe80::4552:1294:af20:24c6 IPv6 Address fe80::4552:1294:af20:24c6 

Hardware Address O00;0C:29:2B:88:D8 Harcware Address O00:0C:29:03:34:02 

Default Route |192.168.10.1 | Default Route cas 168. 100. i. | 

ONS 192.168.10.1 DNS 

= Profile... oa Se Rik ee ; | 

S . 2 s S. 
~ 7-13 Client EASWitas E17-14 Client2 FASMintaR 

SERRE: DHCP ARAB AAA ALBA RH AP 4 EP URBAN IP bad A 
FS, {LAB BM FART AR HS AME eR, DACAAR Play IP Hedke a A REAR, 

SXAY, Uk PLA AAG FeiZ P| Sb BRT PAR, MM KATES > IP Hk, FEAMEA 

RRP IRE APA IP Hedk, TUE Put MASHER Ty AEE 

7.6 fENVe6I Ill: Bce DHCP AKC 

ISC DHCP 4x(F#e HEN PERCHES dherelay, iat fi AMAL SAT Sen DHCP fy 

Pekig a , Joy dherelay WT st Wy DHCP ifok PARSIFE EA DHCP AR 48. 

7.6.1 <P MvVipta 5 2856 Fh 

AS] APBTEFE PAT FP, PHI 192.168.10.0/24, 192.168.100.0/24, PREF EE AY—A 

DHCP IRS 48 AIX TEA Lope IP Het, Ynesl 7-15 Bran. 

ff4: DHCP PAL fifi: DHCPAR 4 
ALY: Client2 ALY: RHEL7-1 
IPHiit (VMnet8): zhasxeuy  192-168.100.1/24 192.168.10.1/24 ibys (yMnett): 192.168.10.10/24 
PRE RSE: RHEL 7 PEAS: RHEL 7 

fit: WIRARAARS OLS 
DHCP Hk {REARS ae 

ALY: RHEL7-2 

IP#hht1 (VMnet1): 192.168.10.1/24 

IP#buE2 (VMnet8): 192.168.100.1/24 

PEAS: RHEL 7 

7-15 DHCP Bir CHE Z84GFh 
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7.6.2 fRI RA 

1. (£FA VMware 22 iZM As 

(1) VMware 277 sRA AE, BA 7-15 Bras. 

(2) 3 HeeekF RHEL 7.4 Wital, 1 AIRS 4h (RHEL 7-1) (£24 DHCP RABE, HE 

ARERR, ERE VMnetl, IP Hahk-h 192.168.10.10/24; 1 Ait DHCP HYKARBEE, G2 hk 

PIR, FltA—RIA RE VMnetl, IP Hohe 192.168.10.1, 55 —+REE VMnet8, IP Hut 
192.168.100.1. 

(3) “HARASS Ae Ta A SERA HE 

(4) ®P PL (clinet2 ) WRK VMnet8, Bahar He IP Hak. 

A7cte VMware Mi PA ee tT ALAN ER SCAN IP SEH Be RAY 
BH 

2. ACES DHCP Arsszs 

(1) 44 DHCP ARS IFAC EA CHEE PERS AE Fe HLAY) IP HE). 

DHCP Hk#8ii+ LANI, #22 LANI #4 LAN2 AYAZ FP HLA Bc IP Hot, tet SAA 

PIES, GX AT EN PT VER, FEHA 192.168.10.0/24 Fil 192.168.100.0/24 PBR, TERED 

KE ! 
[root@RHEL7-1 ~]# vim /etc/dhep/dhcpd.conf 

ddns-update-style none; 

default-lease-time 21600; 

max-lease-time 43200; 

subnet 192.165.1020 netmask 255.255.2550 4 

option routers 92. AOS AOA 

option subnet-mask DEN E Ee ie ay eae Oe 

option domain-name-servers192.168.10.1; 

range dynamic-bootp £92, 168510.20 192.168. 102254; 
ai 

subnet ig2c466,.00 netmask -255,2595.25959.0- 4 

option routers Poe tose. 1S 

option subnet-mask 255s Ooi os Ue 

option domain-name-servers192.168.100.1; 

range dynamic-bootp EI2. Loans .2 OU O72 leoy LOOmZ oss 

} 

(2) HJR DHCP §k4 RHEL7-1. 

(3) Be DHCP AR Aina [al 2K AS tig BB 
[root@RHEL7-1 ~]# ip route add 192.168.10.0/24 via 192.168.10.1 

BS. 4) AREBIEE DHCP RAR AA 192.168.10.1 PAH? Hikx—ixX, 

3. Bice DHCP Bae CHE FAO XA 28 RHEL 7-2 

(1) BUSS IP HEHE. 

(2) JAN IPv4 WR ATIRE, WEL net.ipv4.ip forward BUA A 1. 

[root@RHEL7-2 ~]# vim /etc/sysctl.conf 

net.ipv4.ip forward = 1 PACE. yd 

io 



IZ ARS ee z2, AS Sete Linux hy (#3 hh) 

[root@RHEL7-2 ~]# sysctl -p / / SAF ARE AOE 

[root@RHEL7-2 ~]# cat /proc/sys/net/ipv4/ip_forward 

ne 

(3) 22 DHCP Ak. 

(4) ACE PARE. 

HP ARETE LERU AME A DHCP & PLATO, 224A dherelay 48% DHCP Ik rit 

EAA. « 
[root@RHEL7-2 ~]# ep /1lib/systemd/system/dhcrelay.service /etc/systemd/system/ 

[root@RHEL7-2 ~]# ed /etc/systemd/system/ 

[root@RHEL7-2 system]# vim dhcrelay.service 

[Service] 

ExecStart=/usr/sbin/dhcrelay -d --no-pid 192.168.10.10 

[root@RHEL7-2 system]# systemctl --system daemon-reload //{@ACR MRI, BREA 

[root@RHEL7-2 ~]# systemctl restart dhcrelay //JAB) DHCP PAK 

[root@RHEL7-2 ~]# systemctl enable dhcrelay //KZEwASUA 

4. BRP vai sauk 

(1) EAP OL Client2 -WWithe AEH 3KHX DHCP ARS ary) IP Hatt. (EBA PL client2 

WM IP dhtk A A aR, SARE ifconfig AAA BLEW 

(2) 4& DHCP Aka at ACHR Hh EA Aa: tail -n 10 /var/log/messages. 

tsAlltema: A RHEL7.4 A446, ZB KA a ess &, Ate dhcrelay Ik4F. 

$5: 4436 DHCPIRZABN, 42 DHCPIRFSZKELE FA LBB EME 

BBE A), tm Re 4GPT A DHCP IRS BARE) —F PAE. EIR F BECERRA 

PLA SH HY IP Hak (SARA BARA Jk DE— Ay Pah ), 4 AdLAY DHCP ARAB AAT, 

TRA ABLES PM. FEF HM +49 DHCP IRF RWRA PARA IP Henke AR 

(44 DHCP RFBARA AAT A YH dedh, (2 IP LITA AREA), Em s& DHCP if 

KR, AMARA PAAR IP Hed, 

7.7 DHCP ARSS aces HFS 

i 7 Ac’: DHCP kas ari RA ay, Pa HER] DA Ee Se, AR SS a TT 

a, SiRIE RM LFA ae RE, WA Pom, ORR IER VE; Bola, Bee 

TEP ZR HATH, tee Ze PF hie] DHCP ARS am ACH AS FRA Ee FP ee SBA. Fab, MR 
dhepd HERA Jas, DOE syslog TASB OC POR HE AE Snel, XC a 
/var/log/messages. 

7.7.1 SAAC IP ttt 

an DHCP Aik 48 Ac sé MAA BAIR, (API PA Pg A CE BE: IP Hh 

Sk. 30a ie ae HA Linux DHCP IR ae UTE EWR A 255.255.255.255 fi) DHCP 2 Fig IY) 

request Hie ALA, Abt, StH DHCP IRAN KI AIA MULTICAST ( 2 

MAGIK ) Wie. HN I PRUE dhepd ( dhep Fer WSF PEE ) Al DHCP 2 FG VIH, dhepd 

OE IK Ef 6) Bl) 255.255.255.255 XS IP Hee. (Ae TEA LE Linux ABE, 255.255.255.255 
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#652 fe 5 BH DHCP hoes 

> IP Hott RAE VEDA WA EX a PR (local subnet) J #6AN IP Ho. PRL. AZzE 

PSH # (routing table) HMA 255.255.255.255, LAP MULTICAST ( 4 i f83% ) THRE, 

PUT ATS UP 
[root@RHEL7-1 ~]# route add -host 205 125059 200205 dev ens33 

Eka et FS Hed 255.255.255.255 WEE 

Qe “255.255.255.255: Unkown host”, AbAir2(BeVetc/hosts MF, FFYSHI—A EBL 

ee 3 
25522599. 25955255 dhcp-server 

$8R: 255.255.255.255 GHALME, EMERAHPRMYOR, REZAEMEMEH 

a VA, 

StS: PVA 44/etc/rc.d/rc.local X4F, 7A route add -host 255.255.255.255 dev ens33 

AES EAA HKALE, 

7.7.2 tether) DHCP ize 

TEP A ZA A, Pe BLY IP shake TP Alaa, OA SRA, AY DHCP 

KAAA RP wT AC TP Hak. (AES TAPER a REE A BERS aE, DHCP Ika 

APIECE, AC ICE IR ASLAIE EY) IP dh. Afr Mal, ACEP GEA DHCP 

ARS ae Bly, WRAP A GIRS AE Sale, 5 4h—@ DHCP IR aes A KASS Hc IP 

SOULE. OFA POR, Dorr AE Sas et F DHCP ARF. 

RTT IAIN F 

ANSE G DHCP IRS ARKH HEIT AS, SAT Linux MY DHCP Ik ak AS AGH a. 

EA THEHERS IP HOHE EUR, SA ake Oe Ae HE 2 Pig IP He eR ARE EE. HRCA TIE 

Bit ey FAY IP Heke AN Te] AY DHCP Ik, 2A DHCP Ik aisle yh a 

%, Maiigeiis—@ DHCP IRA AEH iE, OREIE a Peck IP Hohhot Pe a. AY 

yf tk— AB ny SEE, AAT LATA) DHCP AIRS SCS EA eA, EE 

(tk DHCP AK. 

Gio, TEI FA A — G DHCP IRS Ht, POEM GEA AGE DHCP A, 4 

PX HEX) DACP ARABS AS SIRS. SRI SIABIASEI AY, PTL AA ee 

ARS , i PP ae AG, WABI AIRS HY AY. 

lan, (LF 192.168.2.0 I28_EA DHCP AR448 srvl EAQ AC CHE Ba FP 
[root@srvl ~]# vim /etc/dhcp/dhcpd.conf 

ddns-update-style none; 

subnet 192.168.2.0 netmask 255.255.255.0 { 

range dynamic-bootp 192.368. 2), 16 192.168.2.199; 

} 

subnet 192.168.3.0 netmask 255.255.255.0 { 

range dynamic-bootp 192-268. 3'.200 £92,268. 3.220; 

} 

HiF 192.168.3.0 24 FAY DHCP Aka at srv2 EAYACE CPR Bu PF 
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ZS AR Saisie. ASS ete—Linux hk (SH 3 hh) 

[root@srv2 ~]# vim /etc/dhcp/dhcpd.conf 

ddns-update-style none; 

ignore client-updates; 

subnet 192.168.2.0 netmask 255.255.255.0 { 

range dynamic-bootp 192.168.2.200 192°. 168.2 .220; 

} 

subnet 192.168.3.0 netmask 255.255.255.0 { 

range dynamic-bootp 192168320 192.168.3199; 

} 

7.7.3 BRAS RAY 5c PAE Be 

1. dhcpd 

Ris Z) DACP ARAN, AU ar ee. Aion a A AE ak 

Hal xX 
[root@RHEL7-1 ~]# dhepd 

BCE SCPE IFAS EX dhepd IRA TGA SINRIA, GR Re a ee et 5] 

HE TEU AAW. PG, RIK Cens33 ) AY IP Hui 10.0.0.1, TAC CARAS BA ye 

Wy 192.168.20.0/24. iit dhepd Apt, Ay LAER IR 
[root@RHEL7-1 ~]# dhcepd 

ee eeee 

No subnet declaration for ens33 (10.0.0.1 ) 

** Ignoring requests on eth0O. If this not what 

you want, please write a subnet declaration 

in your dhcpd.conf file for the network segment 

to which interface ethO is attached. ** 

Not configured to listen on any interfaces! 

TATE ABT GEA 

WAH ens33 (10.0.0.1 ) Beet Pa AA 

** ZONK ens33 tesciaoK, WREA BASEN, TEACH C/E dhcpd.conf 

YAS DI— TPF 

BOA Ac FE An Be FEAT ET | 

Rita Aiea, RADA se MR EEIE 

2. FAZI3C 

FE SERA CPP FELE, APTA BI dhepd IRS, WRF AEE, ATP 
oY eed tae 

[root@RHEL7-1 ~]# vim /var/lib/dhcpd/dhcpd.leases 

3. ping 

DHCP i650), HEA dhep ARS PEACH HAE RK, WRAP i SPA TCIR IE BE DHCP AR 48, 

AY WAGE ping Ar WAP 6 EE 

7.74 BAMA eRHER 

HUW AWAD, AL PLA ei. 

156 



S05 &tSa5 ET DHCP Ase 

(1) WR A, TAA DHEA SELinux, SCCEAR TP RESEPA RS, PERILEE samba 

Ail NFS. 

(2) PS IP HOHEAC Ee Ee, AC Se, Ek 

(3) ZE samba #il NFS “EAS Ht AC Be ITE SAS A SAS A SS 

C4) FEAMTEN ABE, XP MEPL EY PO) 26 28 FET A Pa eS 

78 InBSR 

1. Asis 

SEV A AGW SUI A (eS) 4FH DHCP ARS #8. 
2. hess 

(1) Sebi kt G DHCP IRS ASAE IP Hee sbASZ) 

ACA lala, BOR AESOP HC IP HEL RISE, DNS Hh es eee 

A, ISS DHCP IRS#529 DNS, Web. Samba ARS #84) HC [Al 

gé IP Hk, ARIMA Fh MA 7-16 ita. SEIS DHCP BR2Se8 

——S 

Client i+1 C 
WEB Samba DNS 

192.168.1.10 192.168.1.5 Dns.jnrp.cn 
tak) 192.168.1.3 

BST Switch 

DHCP: 192.168.1.2 

cane = psec DNS: Dns.jnrp.cn.192.168.1.3 
Client_1 Client_2 Client_i WEB: 192.168.1.10 

Sarnba: 192.168.1.5 

GateWay: 192.168.1.254 

IP Pool: 192.168.1.3- 

192.168.1.150/24 

192.168.1.2 

ds 17-16 DHCP Bos e5tai2eaiGsh 

4k. DHCP ne IP Hh 192.168.1.2. DNS Aksar WN dns.jnrp.cn, IP Hetk A 

192.168.1.3; Web HKR4-48 IP Hatt 192.168.1.10; Samba AK4+4§ IP HEHEA 192.168.1.5; PY 

$btikN 192.168.1.254; HeLEYE PRN 192.168.1.3~192.168.1.150, Py HEHS AH 255.255.255.0. 

(2) AU DHCP HAE FA 

4 eb z. DACP ARS HE, PZ IS PAE Ze ey, TOA 192.168.1.0/24 PEAY IP 

iti, BABAR KR, ire Bois , SAA IP HHALOCR AR EZR Aono, EZ YSITAT A 

AA) IP Hutt. 7 DACP Akt LYSE, EAA 192.168.8.0/24 IEP HEM Z SHE Ae AB 

AZ Fl ZR AFP ALMA 7-17 Bas (ES ESL PE AAS Te] 2 EET SK OY 
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SARS esis. Boe Se t—Linux hy (58 3 hi) 

fits: WI RIR Aas PR 
EAL: RHEL7-2 
IPH tk1 (VMnet1): 192.168.1.254/24 
IPH itk2 (VMnet8): 192.168.8.254/24 

PRE RABE: RHEL 7 

“ 
CH 

ffit4: DHCP# Pati 
ERLY,: Client1 

yo} IPdthk (VMnet1): A anakin 
UE AB: RHEL 7 

fa: DHCPIR A ak 
EALY4: RHEL7-1 
IPH ht (VMnet1): 192.168.1.1/24 

fF ABT: 192.168.1.10~192.168.1.254 
VE FABM2: 192.168.10.10~192.168.8.254 

PRUE RB: RHEL 7 y 

17-17 Acesteek/E FA eioFh 

fifa: DHCP 4 Pain 
EAL: Client2 

IPHhuit (VMnet8): Fy abzk ix 

PAE AS: RHEL 7 

(3) AC DHCP 2k { CFE 

ANB AB AE TED TE, ZBI 192.168.1.0/24, 192.168.3.0/24, PEA (EHI—G@ DHCP 

HRA BS I SE SPL IP Hk. GZS AEF PAA 7-18 FAs 

fifi: DHCPI Hat fit: DHCP PHL 
ERLY: RHEL7-1 ALY: Client1 

PEVE A 3%: RHEL 7 
IPHbhE (VMnet8): 2bAteHy 
PRE 8: RHEL 7 

fifa: IRMA ae ABS 
DHCP +3 ak {CHE Fait 

ALY: RHEL7-2 
IPHHHE1 (VMnet1): 192.168.1.254/24 
IPH HE2 (VMnet8): 192.168.3.254/24 
PRVEA BE: RHEL 7 

2) 7-18 Ace PAR CTE eS iGFh 

3. RERS 

FEA AE ES WB Le 

(1) DHCP 4x(F Gs AUREE FE Zi? Wp HEE ay ve AY) 2 

(2) DHCP IRA at TEAS SCE MO BRE? 

(3) RUA PR Ak? EAT “host” FRHAASI SAYA (Al BOR? 

(4) AVE RIVE ITA 2 

(5) PCE CEE EEG a]? AA 7.0, FEA Me 7.4, AACE 

DHCP Pk a BLE BI? TARA EU i 

4. {—1i 

AS DEI BER A ALAS, ORLA SC ROC RH SE AX. 

79° SRM 

oo 

—, BS 

1. DHCP CVE EES : : q A RAL SC 
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#05 &S5 212 DHCP ise 

2. We DHCP 4 Fg CHAAR AS IP Hott, KA SIM Hott Pe PyePE—- PEA A 

ALE 

3. fE Windows HSE, HOA ss sam SMW AA IP HEA, PER IP Hk eA 

fire, ZéFA IP Hbdik (FA ates 

4. DHCP #2— fa CEPL IP HOHE ACE EY TCP/IP PRED, eC PE 

HSC PRAY 

5. ie ee OW ERY, REE TATA. RIE AIK 

aca i BEA E aR a YR a 

6. RLF HLS SIS TA IM, AP eg UE A Ta PY He ET ABA 

WNT, ESA ort. 

7. Acs Linux & FP ns ZERO, RE BOOTPROTO iz A ‘ 

~. warez 

1. TCP/IP, OS PIMGEFASK A ohare IP HetkAY? ) 

A. ARP B. NFS 4 DCP D. DNS 

2. DHCP ACF ERU RFE ( ) Bae. 
A. /etc/dhcp B. /etc C. /var/log/dhcp D. /var/lib/dhcepd 

3. fic 5é DHCP IRA 4h, 1277 ( ) at FY Lo DHCP AIRF 
A. systemctl start dhcpd.service B. systemctl start dhcpd 

C. start dhcpd D. dhcpd on 

=, wae 
1. HAS IP HULL TT RATA PARR? faa DHCP HRS ar HY LFA 

2. fay IP Heth ZY AE oA ea 

3. fas DHCP Ha ator Aces % Pic IP dks ay 

710 See 

1. #972 DHCP IRS 48, ASM A AARP PLeeHE DHCP AR. AB Ao F . 

e IP HHuEEZA 192.168.11.101~192.168.11.200; RISA 255.255.255.0. 

e@ Pi eubDEA 192.168.11.254. 

eo ih ARS AE: 192.168.10.1. 

e FM Prin 4 PK: smile.com. 

ip 5 WEAR TT SR, FF EDISCHL. 

2. fic DHCP AR athe FA 

Al AEN, DHCP ARS 4h, IZA RUIR ALLE ae , (HEA 192.168.8.0/24 PEs 

WM) IP Hadi, BABAR AR, We BIS , BA AY IP HOC ERR, ie 

Yh ay AY IP Hehk. 7 DACP AR 4h LYST AYE SR, (FA 192.168.9.0/24 PI Bea FRI 

HHTEA e Al 

ip 5 HEAR SE, FFEDLSCHL. 

Le 



y BOs Wes DNS Ik as 

MASA 

oe" eS 

BRA EF BEDE, Oy Tee TL al EH a] AS 24 XZ Internet E14 

PU he BEERS bel J PARI DNS JIRA ie, FR EE a Pe a UP HE A 

CETERA ZH, PEN 4 WAREZ DNS HRS aie AE W108 DNS Ra air HY 

A AA 8 RAVE 

nA At 
e@ J ff DNS JRA ARAN TEN Be HOHE 25 PY Be Be Pe 

FHL: DNS AS 4 25 Te) 2e5 4) 

“th DNS #ritfeck 

2 te DNS Sh fe DT EE 

2 ye Hy AL DNS [IRS aa ee 5 A 

tea) DNS AR 4S 9 Bc 

2 a dak ES A IMR A a FE 

Oe eee IRS aS BENS AS AO 

SAREE DNS 4 PALE i 

24 DNS IRA A Misk 

8.1 *BADIR 

ih 4 AR ( Domain Name Service, DNS ) #& Internet/Intranet FFE ti , 

— IK, ERE TT IZ8 Vala] Pek A IP HOE AY A A eae. 

8.1.1 Aisms Sal 

DNS 42-27 4p CREE, 4 ASR VERA RY, UTR] 

PB ASP, CSR TE 2h FB a 2 Ta], «HH DNS lop 7 AS 

lA), Brealey ay AEA A se 2 la] BE DNS (a. A ASIA AZ 

FAUNA 8-1 ARAN. 

tHE Ay HY 

ath 8-1 RE 

DNS Ars328 

SB: ZEDNS KES, MORARER SB 1274, WPARDPERKAY 

Fei 63 SF AF 

. INA 
DNS BAYES RAE, TET, TBE Na 8 TET at, BATE 



SOS fa Et DNS hse 

Zak). AS A RE PR ST a Fe. a PSE IER, (FQDN ) 

aa FQDN Hefei en HH AATF DNS BURR, th AR] DNS BALAN TERRE 
AA, WPA SRR RBS, FPR STS “.” SPB, XT DNS JR 163 KDE, 
HSEeEH RLY (FQDN ) 163.com. 

fines] 

RBA (RA) net com org 

example 

Africa 

y a. FQDN: www.europe.example.com 

bh 2a 

8-1 Internet kA Slay 

—* DNS SAT Delt ESL AH (ie), BE PLP ABA 4 BRS [EP BA , 

Ti BI IZ Hb ot 4 PRS [A A ee A oP, FR ER a4 DNS BRAT HEAL. PEN, 163 4 com ih 
Wh, ARR TTIEDN 163.com, ii www A 163 BHAA Web EAL, BILLER www.163.com 

FET o 

= iim, FQODN A eae SIR, KA GEAIL 256 FP, RAMESH an 

Z. O~9, A~Z FORM (-). AFC.) RAF ERS SEAM (40 retin ) RA FQDN 

Ze RMR. ZR REA 4. 

2. Internet M4 sila) 

Internet Ih 25 EZRA RIE, FRAG ot, SLA 8-1. FAR BU AL, tat 

JE. DNS AEN PM, FIR AIK, ETSI Ae. 4 25 late ie DNS Hk, 

PAH (root), AEM Fe A iam, MPRA Rh, APRA Rh, FR AR 

IAF Bk, HHA ETT A, AT AE a a 28 Va AE I op, FC TIE 

FB, WD Apatim, iA, SA, ah, FP AE aL ELA, ESL www AY 

FQODN Miz PEFR UR RMI S , 4é7N-N www.europe.example.com. 

Internet Sh 25 la) AY Be WU EAR aK (root ), Hidaka Internet Hy #222 DNS {., HH Internet 

JN AZ EOLA EE, PAL RFE 25 TB 5B OP EY yt EP EEF] Internet MW 

22H 

DNS #itdat F ae Ah, HL Internet Jah EWA HLA a EE, FEA 3 PRR AY AY IA 
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ZS ARS eRe, ASS SteM Linux hy (#3 hh) 

e “AZM: RH3 MEAHRE, aN DNS HAG MAA Ee Reo. Fea 

com Ami WAL ZHZ4, edu Sy SM RPHL RSL, gov NOM NLEIZAZR , mil 42 Sel FS 

ZH, net APMIZANLZAZ, org HAR AIALYZAZN , int AE PALF ZA Ze 

e@ Hhtkih: RAPS lace x (ts, Wen APR, kr WHAT, us ASE. 

e Jie ek. ee PR, 2% KOA in-addr.arpa, FA So} IP HOHE RY BI 4 BK CB [a] 

#¥ Hi). 

MF AA FAM, Internet bh VEAL BA ZF Internet WAFL, “420, 

ZARA SOP, 25 EP A, KZA ZA A oe A TP AC EY Sak A FS, fateh 

MIT ALA Abie, SRB i Ae EL 5 IP HEE RS 

2A DNS AZM zE DNS A ak, ELIA WR TTL, EE AED Intranet 

All Internet HY FA He to - FE DNS Hk, ZEA DNS % PK eHR SPARE DNS 4% 7 ofig EBL AE 

if], DNS IR ARR SL EBL AAD TP HE CTR PE 
3. bX 

XX (Zone ) DNS 4 PK25 NA REBY, aL S 2A AHA DNS Apt EM) ot 

Wide. BERK ARDEA PR TO, JASE AN Ee, DNS EH P28 la] FPP 5, 

1) XX SRE TFA TE SCE PY DNS 4 x28 [abot , AT Delt ea, a Ay a 

JLEba, BED BoBC AT LAF — & DNS PRS eee thil. SEA BER, DNS Nea air Al 4 or 

FACK PEA AT, WRK BAIR Hr lF) eo 

8.1.2 DNS Ak een 

DNS HRA 48a 4 2B. 

. =DNS fr 

= DNS |IK45-4% ( Master #k Primary ) fot Zesr ree Fe BIRO EE ae F) 

er BAAS Ht fg OSCE Tn ea, TOE ( OCIE ) ALTAIR RA ee BINLE) —ARNSReAH 

Mca AS EUR i EIA OE, AFR EAC ECE (/etc/named.conf ), 

TE THA OCR. Bc Te EN OCR. a RA AE A ER ECF (/var/named/ named.ca ) #6 SC 

{4- (/var/named/named.local ). 

2. 488) DNS ARSSz8 
441 BY] DNS fIkaait (Slave 8% Secondary ) FA F4rfH=E DNS IRA HRA AEA a, KOCH RE 

IAEA Hi FR PS EEN, FPL ECA ASHTECH OBR A “IK SC 

ERAS”. FEHB DNS ARS ah PAT AT BSE 2 ill, A A A Ae ak 

ATi TAK . AC iB) DNS HRS a8 AS ig 22 2E BASH KSC, AAT A MEARS a PKK 

DA Ae A ES CE RR EOE TK CPEB AY 

3. 462 DNS ARS 28 
EE DNS HR4S-#i ( Forwarder Name Server ) FJ VA fe) FL{th DNS 48 A fe PTAC. “4 DNS Ak 

Fe HN BM Ae eG AR ok, EE 22 AS Ht ee PS 5; AREF, WUT 

[ra] Af XE AY) DNS HRS APS AC fe Br tok ; A DNS IR Hb SC CAPE a Sok TR, HE 

BE. DNS ARS AERA IAT ZG REE LAY DNS 22 Fe, Fie) Ae i RR. TEBE 

HAA, WR AP i RT ATR PK, MAE A DNS ARS ARS v7 BI el i EP ag; FU, RSS 

FRR AAR ART NIA 
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SOB fase DNS Ase 

AMZ PA ATA DNS AR art AC Fe & DNS kaa, MASE AYA DNS AR 

fat NOH IRA ae AZ A ICI SE MET TR 

4. IeSiR2e DNS ARS 28 

ME fe ZRF DNS Ik ( Caching-only DNS server ) (£748 Hb P28 _§ fy 2 ALAR Hea ak 

A Fh, Ent ea A DNS ARS ASP 1 HEE BN RE, AL ae 

AA PEEAR I . PIR AEA EAE It, AE FRE AY A 1 A RE 

8.1.3 DNS #isiest 

1. BJA 

WI] DNS Tewari, DNS IRA 4RfE A BK x I Je PE UTTER 

DNS HRA 4A HHA AEA DNS fa, IBA, ARB ee Sle ARS ae, FP Ie 

AS AZ SR HEC 44 EPL 

2. BSSi8 ( VMAS ) 

“4c2ll DNS TVEmbn aii, GRE DNS IRS ae PUA IT BE, 1% DNS 

IRE AHES AVE DNS CVESH AIA DNS Ak 48 IP tht, “a, FEA DNS fewi Att 

[ek DNS ARS ae), WS, APA Sr BA Ik. UREA — A DNS WR arab 

A ee Bl TERE, WGA DNS TfEvKAr AA. “ReaE” AE ee, AEE AI, 

Bsa AURA Beer Ak, LEA Pe Bw RE, RE DNS JRSM) AE 

iA) OR Eee 5 AF i] (DNS IR th AT We 24 DNS TEM fA & ). 

8.1.4 ia hei Wite 

1. DNS ike het ay_L/ eRe 

DNS Sh fe OT A VE EA 8-2 BAN. 

© Gedaiea. 

r= 

9 com 2 F658 
fe | 

zepmecpeacity F 
www.163.com 

DNS 
8-2 DNS the ReiTAS LETS 

(Bice LEAH ig ADSL #22A Internet, Hf AAPA DNS ARH 210.111.110.10, 

IY, ADT IAEA PF 

(1) Pa wg la] ASHE DNS AR 4h 210.111.110.10 ERE ATA] www.163.com WEY 

(2) ASH DNS FORTIS , EFAS HEA, AE TA].com fy DNS Hitt. 

I-18 163 com %PRIRE BE 
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ZS ARS eik2, Ae 5S Bt2—\Linux hy (# 3 hh) 

(3) Agi DNS F.com, -net, .org INR He, EMBARK, FERN ZA 

FRI |] 25 ASH DNS. 

(4) ASHE DNS HR at 210.111.110.10 32 AZRIEL com JAY DNS WKF At 

HEAP A Arik, 2EOK AEB 163.com AY DNS Husk. 

(5) .com SSE fe Br 2 Hea [24 ASH DNS fea at 210.111.110.100. 

(6) ASHE DNS Hea 210.111.110.10 ENA AZ, [el EE 163.com EY DNS Ika 

oe Ac ty Ata) AREAL IP HEA (www ), BER TE EI AE BER YY FEAL IP HEL. 

(7) 163.com FU AT 2h ARIK [el 25 AS Hh DNS AKA ait 210.111.110.10. 

(8) AHR DNS IRS ARSE CRANE, CPE SRR aR A ig, TTT A 

Po sia HE WS sz ie EW LIB 5 

2. EMR S Roath 

(1) TEmVRAT. TERRA Ta 2 IP Hot eT EE 

(2) Kelp. Beer M IP Hehe 2 eh a rate. Be RTA TEA AR at AY 

EA UE 

8.1.5 RikidR 

DRE PETA IP Hh, ARS RAE TAX (SAY DNS Sart EC AR a fay EA He 

SME). KP AL ZA AAS DNS BRU EI Ricse (RR). id, FER ic SEA 

4 FW AM IP Hek, 93 —2ENUFE IP HEE BA ee 

RIMM DNS SARS AIA, TD ee ih, BEE IRH 

ArtcA Spee, Heo id aE SOA FNS URIS. 

1. SOA Aipics 

BES XEN FPR AB EL SP WR BA ae ( Start of Authority Record, SOA ) ids. 

SOA 7 XX SMA BR, ET RE a BE ei EME). SOA 

i 

2. NS #ieicR 

APRA At ONS ) AURA TAK MURS ae, EMA SOA Rice PTE NY 

FAK AY EARTHS AS, teas SEAL RA AS. FETE KAA BDL —F NS 

peice 

3. AABicxR 

sbtt CA) CVRic aE FQODN BRI IP HEE, AMAT ASAE tS a] FODN XT AY IP Hott. 

4. PTRARicek 

AT A CUI, tht (PTR ) idee IP HOHE DRT SI] FQDN. 
eC Wits ci Sie Wil a. 
NEA CCNAME ) Ric se eee FODN MFI. FAP AT iE CNAME ic 3% 

BBA Za SCE , EE REA AP SLICE A 

6. MX Amick 

HBR ACHR (MX ) BU SeA DNS IA FE EE ACHR IRS AS. HINES HR SS HE A 

DNS sak 7% Ab FB ae ACB AEA EBL 

@ AS FEATS (42 FS FE (A Hs Bl) Ht ICE 6 Fg — SAS SS A FY IB AE FE FF 
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SOe fe 5 DNS hss 

© FARR Eta TEBE ACK BTA A ARS ait PEACH ERE, PRE FY A A A ea 
PDL (SMTP ) FUMBLE ACIS BS A YR AE CPR AS Hp ETE AY 
ge, AASB Fs 22 Zeat — ae AT] AE BA AB BU EY) 

8.1.6 /etc/hosts 3c 

hosts X/F2E Linux ASt'P—7 fist IP Hoke PR PTI CPE, Bh ASCII ASR TE 
fE/ete ARE, ERA “hosts”. hosts S/F SF IP HULA EDLY ZIBB , a dRE 

DLAWHA . TEAM IRA AEA PF, AS EAST 28 Be I a PE AIO A AT 
XM PART EDLH AY IP Hatt, PU aie EE DNS ARS Bere. GRAY AT WO aS A 

AIP HEEB ILA hosts SC¢E HP, SEER TT Halal, hosts SCPEASAR TCU F 
IP tut EMA /MZ 

C5) 8-1) (iY ERY A www.smile.com, IP HUE A 192.168.0.1 MEBLidst, WAR 
INN www.long.com, IP HiuEA 192.168.1.1 MEALS, WATE hosts SCPE P YS Pics. 

£92 -168.0.1 www.smile.com 

492.1681 1 www.long.com 

8.2 INBixitkes 

8.2.1 INBixit 

Fy SPRUE bel YA TT LE A A a Se Sd ah 7 Pn] AS Ht PI 2K LM Internet EVE, 

ria Be FE A Pie E DNS Haat. HB DNS Wait. 227 DNS IRS ti 

8.2.2 WBS 

—TtGE 4 BirSol, HH 3 Ae Linux 7 SAL, 1 GH Windows 7 it HHL, WH 8-1 

FAN « 

# 8-1 Linux kB BAS Pinfss 

toe | RRS | P| fi 

RHEL7-2 RHEL 7 192.68.10.2/24 iH} DNS, 224% DNS, #@4%% DNS 4; VMnetl 

Client1 RHEL 7 192.168.10.20/24 | Linux & FF! xa; VMnetl 

Win7-1 192.168.10.40/24 | Windows 7 "sj; VMnetl 

$B: DNS IRF B04 IP PdECM CHAN. 

8.3 INES 

fES 8-1 Hae. Jaw DNS Aka 

fF Linux F320 DNS He -48i8i HF 14 A BIND ( Berkeley Internet Name Domain ) Fee 3K 3 



SARS esis, Ace Se —Linux hy (8 3 hy) 

BR, SLSR ERE named. F ifil#f RHEL7-1 #4] RHEL7-2 [-vE4T. 

1. BIND #x(4637a17T 
BIND 2a ER DNS IRS ARP BUS. BIND JitAs ete] DARPA ft BWt3E1A 

LAI] ( Berkeley ) K°AFFICA—AMURSE AE PR, J Re EEE AE MA TE 

FAO IZA) DNS FR AS4CE, Ait Internet 462K BN) DNS ARS aah AY BIND 2€28 

BH) 

BIND 43) S38 4 fi. OB 8 WALBCHTAY oS 9 We, 3 9 WIE FARRAH esti, IF 

heFt PVT AY RCHE, BIND feieie tte 4H KE EE ASOE AZ E. An BIND 4x(FH 

Internet 4k(FIK FZ (Internet Software Consortium, ISC ) iX7SAE EF AIPENLES i ott A AIFS 

2. 3 bind RB 

(1) PEA yum Air S2e3% bind IRA (HEMFER. yu VAN Hl ES HAR FE 
[root@RHEL7-1 ~]# ymount /dev/cdrom /iso 

[root@RHEL7-1 ~]# yum clean all / / RRA ICH REAL 

[FOOL GREE L/<1°~]4 yum install bind bind-chroot i-y 

(2) RCRA, RW BRM. 
[root@RHEL7-1 ~]# rpm -qa|grep bind 

3. DNS IRSWAW. SIESBA, MAAN B Ro 
[root@RHEL7-1 ~]# systemctl start/stop/restart named 

[root@RHEL7-1 ~]# systemctl enable named 

(ES 8-2 Sie BIND BA 

1. DNS Ars e880 ite 

— 7S ECR Tay DNS FIRS ahi Bite EP ALP 3 2B. 

(1) for Ad cee named.conf, MPF EBA FIZ DNS IRA ASHES ee FEBS x bah 

(Zone ) VA Rix HER SEM AY DCCA BE BER A 

(2) ty Ki ceE, FEAR named.conf SCE P FR RE YEE Er KE, OCP E ic ae 

ZRRAW Aids. BI, www.5icto.com Xf i7Ay IP Hout 211.103.156.229. 

(3) SrA ake cP ake oo) named He (8 FA Ze 

PRATER i, UIA) 8-3 Sra. 

smile.com 

long.com 

C1) Phin Z23k44 www.smile.com ix A ESL IP Hhtk, Kear AIKZA DNS 

IRA Ht 

(2) MIke arBkelink a, AARC C/E named.conf, trtts 7S Ae YEE smile.com 

Xda, named.conf Pics 4 sews HAT smile.com DX KIFFETE smile.com X ERIC ERT LE HRA RR 

(FA « 

8-3 fides DNS ARS 28 LEE 
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SOS saa eH DNS Aes 

(3) AR ae UU ARGS named.conf SFP PEPE ERE AIOE FREI smile.com JX Nie AY AC 

a LE, FEM PERE www.smile.com FEALYTHZAY IP Heh. 

(4) EEA ZR RI iA EP tig, SE RE 

—HKAY DNS BOER aP Ae BCE. SEC SCP ARTI TE J Uy SR A aS ER 

I STZ Pe egies | 

. WiRe mace set 

diane named.conf {ii F/ete Ase h, FLEA AUF. 
[root@RHEL7-1 ~]# cat /etc/named.conf 

Sinapice / [WE 

options { 

listen-on port 53 { 127.0.0.1; }; //485E BIND {TAY DNS AE HIA CR YAS 

//BL TP Hohk Reskig A 
listen-on-v6 port 53 { ::1; }; //RF IPv6 

directory "/var/named" ; / / tere XC SCE TE BR 

dump-file "/var/named/data/cache_dump.db"; 

statistics-file "/var/named/data/named_stats.txt"; 

memstatistics-file "/var/named/data/named mem stats.txt"; 

allow-query { localhost; }; / / 4S ERM DNS FEAR AA Pit 

recursion yes; 

dnssec-enable yes; 

dnssec-validation yes; //CN no ALLA SELinux Ayia] 

dnssec-lookaside auto; 

AEA / / WS 

a 

//VA PAY 48 BIND MREH EBB 

logging { 

channel default _ debug { 

file "data/named.run"; 

severity dynamic; 

be 

}F 

Zone Nf //FAFIS EIS REA, ie ee 

type hint; 

file "named.ca"; 

}e 

include "/etc/named. zones"; / /*8e ERC CE, EAR TES IMB eK 

include "/etc/named.root.key"; 

options La RR Pe HEN E, WAAC TS REM PF. 

e directory: JA F467e named FP HERE LE A ae, 4 XE J [nF Se RT OC EA DNS 

He HRA AS HOSE Ze SCPE (named.ca ), AREA 8 rE AY) AEA 

e allow-query{} +3 allow-query {localhost;} SHHEAAIA), Fa 7h, ia Fy (AY HOHE Ve ACR eK 

PVE EAL. BIEN, any AVLACATA AY IP Het, none AVEACHE{Ay IP HEE, localhost 

DO aC AH EARLE ASA IP dhk, localnets VU Md fal AS Hh ELAR IE AY IZ A PE 

BL. MM, (FE 127.0.0.1 All 192.168.1.0/24 MIB ENLAT AIK DNS WkRa4h, fi7> 

y+ allow-query {127.0.0.1;192.168.1.0/24} 
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ZS ARS AISe,. Al SS ete—Linux hk (SH 3 hh) 

e listen-on: 4 named SEs ERE OT AY IP Heb Ae. Feta ae, WURDE DNS 

IR AeA Ay IP HOEY 53 Sim “SIRS AERA SRM, Ae IP HEY, 

AP AA a Oa ee EW AY TP Hk. SIP RAE IR a, A 

Pil, BEBE DNS FRA AE YAUT 192.168.1.2 3X74 IP HOHE, Sig FE AMEN 5353 45, 

WAC EARS A: listen-on port 5353 { 192.168.1.23}. 

e forwarders{}: FU-Fxe 0 DNS fea. KARA Ai, PSEA IEE PCIE 

FRE KI Aria), Ln) see DNS Fe A ae oe WA BP VES PBF. forward HAF 

tHE ATT SN, (LE forwarders eH AZ IN A, FAYE “forward first | 

only ; ”. forward first A#KiATTs, DNS IRE AEP ak RICH AAG 

forwarders WELNSSS Ait, FER AAO Te I RT VE, At RE IIE SE 

BA DT DCM, FFA DNS IR 4 A OR SE aH ADT. AEA “forward 

only ; ”, Ill] DNS HRA ae CREA A AY ah Be aa tt, PEFR EN AIC 

ETE IM ET a TCM, DNS Wk44h A At AN ie TE a AT. PI, 

FC HHA DNS ARS AEN 61.128.192.68 Fil 61.128.128.68, BHA DNS JR 48 

Wee Aas, Beara Fk. 
options { 

forwarders (ol 120.092 Ge, 61 125.020. 689) > 

forwerd first: 

}; 

3. AIRF ACS . 

FACE CFL Flete ASR, ADR named.rfcl912.zones ’¢ fill yz Jey AC SCE FRE I E 

Ace Ce, ZEAS+5 4A 4/etc/named.zones. 

[root@RHEL7-1 ~]# ep -p /etc/named.rfc1912.zones /etc/named.zones 

[root@RHEL7-1 ~]# cat /etc/named.rfc1912.zones 

zone “localpost. localdomain™ . IN: { 

type master; / | BE DK Sak 

file "named.localhost"; //487e IE) ee AC SCE 

allow-update { none; }; 

oe // We 

zone "L.0.0.127-in-addr.arpa” IN { / / SLAY AET x Sa 

type Master; 

file "named. loopback"; / / Fe eI Wd fee A DX Sak es CE 

allow-update { none; }; 

a / / Me 

(1) Zone x taps 

D EBA ARS ai AY TE [el fpr DX as HRS CREAN CLEA named.localhost ). 
zone "KIN PK" IN { 

Cypec Masten i; 

file "“SSHLIEM METH KBE"; 

allow-update {none;}; 

}i 

Q) Ks 4 RA aE TE Ted fee Ar DX Saks WA SUF 
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Oa fas eH DNS Ase 
zone "[Xih4RR" IN { 

type slave ; 

file "“SCRLIEM AP DTH KR SCEZ"; 
masters {ES@ARS ASH) IP HUE; }; 

a 

Ba 1) fF A Xs A ee SCS TE Te FAIR], UE file FRE BACHE ATA), SS Ob KRY 

BASF], AB IMST xyz BES EDL, WU APTS BY PRM EL z.y.x.in-addr.arpa 

( 52 [ny HR DK Sa ERAS SC 44-7 named.loopback ). 

(2) HEE SSC {44/var/named/named.ca 

/var/named/named.ca #2—“PAE Fy EEF, WAC SF Internet AY MARRY ARGS BEY 
PRA HEHE. AFAOCHE AT ALE DNS MRS atk UE DNS ARS At, JFMLATE DNS MZ 

= DNS HRS Hide Pog ELAS AE AR, NR ZE Cache PRAIA MSE, HA 

BEARS Ae FSH), /var/named/named.ca S(FHW) EBAZA UIA 8-4 Aras. 

Ddicchenaihs EL7-1:~ = Oo x 

File Edit ‘ays Nese Tauniesk. ‘Relp 

; <<>> DiG 9.9.4-RedHat-9.9.4-38.e17 3.2 <<>> +bufsize=1200 +norec @a.root-servers.net 
; (2 servers found) 
;; global options: +cmd 
; Got answer: 

;; ~>>HEADER<<- opcode: QUERY, status: NOERROR, id: 173860 
;; Ttlags: qr aa; QUERY: 1, ANSWER: 13, AUTHORITY: 6, ADDITIONAL: 27 

;; OPT PSEUDOSECTION: 
; EDNS: version: @, flags:; udp: 1472 
; QUESTION SECTION: 

IN NS 

;; ANSWER SECTION: 
518400 IN NS a.root-servers.net. 
518400 IN NS b. root-servers.net. 
518400 IN NS c.root-servers.net, 
518400 IN NS d.root-servers.net. 
518400 IN NS €,root-servers.net. 
518400 IN NS f.root-servers.net. 
518400 IN NS g.root-servers.net. 
518400 IN NS h.root-servers.net. 
518400 IN NS 1.root-servers.net. 
518400 IN NS j.root-servers.net. 
518400 IN NS k.root-servers.net. 
518400 IN NS L.root-servers.net. 
518400 IN NS m.root-servers.net. 

>; ADDITIONAL SECTION: 
3.root-servers.net. 3600000 IN A 198.41.0.4 
4.root-servers.net. 3600000 IN AAAA 2001:503:ba3e: :2:36 
3. root-servers.net. 3600000 IN A 192.228.79.201 
9.root-servers.net. 3600000 IN AAAA 2001:500:84::b 
c.root-servers.net. 3600000 IN A 192.33.4. 12 

i Top 

—] 8-4 named.ca 3744 

WAR: © VA “;” FHS MATAR AER. 

QD Hee AT AapAe HE PIRZIRFBAA, DAH ANS Fe A TRIER. 

“518400 IN NS. a.root-servers.net.” + ) “” RaRARIR; 518400 ZA; IN ZH 

RIERA MARA, AF Internet K#; NS LRM eee ; “a root-servers.net.” © +AURKZ . 

4t “a root-servers.net. 3600000 IN A_ 198.41.0.4”7 ASX: A HMRIORA FHS 

FRIRIRA Bay IP HoE, a.root-servers.net.z £ALZ; 3600000 LAH; A LRRIERRA; 

Be Xt fo a4) 2 IP We dh 
@ HwATMSLS ED AMA AAP. 
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WIZZ ARS ASISE, Fe Sete Linux he (HB 3 kh) 

HH named.ca SCAR HY SoBe AAS I SAS YE It ACE, Fr SC sted Boas SB De] 

2a {= Fre» ( InterNIC ) 24 eA Baal Mi WAS, SCE 4% 24 named.root. 

FS 8-3 ACB fe i 2 Ane 

pag LE LS RSE i IP 28 BAF DNS. =E DNS. #5 DNS “FH DNS ARS at HY AC 

. Sl ies Ke SSK 

<sinstenilin i DNS IRS 4815 long.com kiya fT VE. DNS katt FQDN 

Wy dns.long.com, IP sieht 192.168.10.1, BEX CAVA FI SCRE Jz [eB PT AR 

dns.long.com 192.168.1071 

mail.long.com MX 15x 192.168.10.2 

slave.long.com —— V9Z. 168.102 

www.long.com 192.168.10.20 

ftp.long.com 192.168.10.40 

5b, OY www.long.com 143% A) web.long.com. 

2. ACE 

Ace Ee ei e A CR ERC APAILIE Jo [ey] DSR AT OC AE AY BC 

1) 4i4et4> Jey Bc St 3c /etc/named.conf 

ACHE /ete Ase F. FE options vei FY {ity 1P127.0.0.1 ACE any, 4E dnssec-validation 

yes BOA note ie et il MB allow-query Ja (Hy localhost PQA any, 7E “include” iBa) P4§7E 

ACA LEN named.zones, (E00R AIAN AF. 
[root@RHEL7-1 ~]# cp -p /etc/named.rfc1912.zones /etc/named.zones 

[root@RHEL7-1 ~]# vim /etc/named.conf 

iisten-on port 53 { any; }; 

In Sten-on-Ve- pork 33° 4) 7ei7 

directory "/var/named"; 

dump-file "/var/named/data/cache dump.db"; 

statistics-file "/var/named/data/named_ stats.txt"; 

memstatistics-file "/var/named/data/named mem_stats.txt"; 

allow-query 4 any; }:; 

recursion yes; 

dnssec-enable yes; 

dnssec-validation no; 

dnssec-lookaside auto; 

include "/etc/named. zones"; / / EBL! 

include "/etc/named.root.key"; 

(2) Ace Acs CF named.zones 

(4 HY vim /etc/named.zones Saft yn PAA. 

[root@RHEL7-1 ~]# vim /etc/named. zones 

Yone "Long. com" IN 4 

type master; 

file "“long.com. zone"; 

allow=update : {noney wi}; 
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tts 5Siz DNS kes 

zone: "10. bos. 192 in-addr.arpa™"™: IN { 

type, master; 

file: "1.160.168: 192. zone"; 

allow-update { none; }; 

#2I5: 442£/*] named.zones 44) A A449 named.conf X44? 4 “include "/etc/named.zones";” 

eo), Puta, KELA24h 4s name.zones. WikFIA—F. REGHARE 

Oe pyr ARV EKA ER DNS RAH, Hodeh 11 SPAY DNSIKE. 

type Bata xe KAAS AY, OO xX a eB KE, A 6 PS, Wee 8-2 

BAR o 

8-2 feekKwRH 

DX jah A) 3S BY fe 

master =E DNS Haat, FA BEECHER eT Ie De dae Ey 

4B) DNS Haar, FIG E DNS FRAY TECHS IAS , AUB) DNS ARS tte HA 
aeee = DNS FRA: PETE Sra KE 
ms stub X JRA slave 2E({L, (AR 2 Hil FE DNS IRA #8_EN NS ic ati A Aa DNS ARS 

: 98 ne Hl EAT DX JHE 

—* forward zone a2 #4 SHY ACB YE eoy. —f zone ii) PHY type forward 

Ged Hy Di th—~*S forward #il/s% forwarders £7), EATERY AEN EP Ai. WER 

WAT forwarders iia] BY forwarders 225, XMAS AH A, TERT options if 
A) A RG ACY 

AS IRS i HT) ee 8 FE FZ x [XS hint zone, “KS Awa SIT, EBEAARZR 

ZK AT OR MRS tit, FPR ETRE ARI WR AE WAR Ata xe class IN 4 
an EAE Kh, HI BEE FH aE RUA TYAN AS BRERA AR Fae IN SDE AT BE RZ 

RNR 
legation-only | FA Fst] X IMA delegation.ly 1KAS 

(3) 6B BIND AY Xda CE 

QD BIE long.com.zone IE Ja] XBR IC 

MEN F/var/named Ase R, Aner, A FORRREASSC LE named.localhost % ‘fill 2] 

long.com.zone, 444842 long.com.zone. 

[root@RHEL7-1 ~]# ed /var/named 

[root@RHEL7-1 named]# cp -p named.localhost long.com. zone 

[root@RHEL7-1 named]# vim /var/named/long.com. zone 

STi LD 

@ IN SOA @ root.long.com. ( 

0 ; serial 

LD ; refresh 

LH Py retry 

1W ; expire 

BH wes an dmim 
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@ IN NS dns.long.com. 

@ IN MX 10 mail.long.com. 

dns IN A VO 2Z Oe bah 

mail IN A Oe ik OO eae 

slave IN A 192,268 .002 

Www IN A LOZ VL 6S. t 0520 

ftp IN A 192.168.10.40 

web IN CNAME www. long.com. 

2) fi 1.10.168.192.zone Fz fia] Ka SC HE 

Epi F/var/named At, Aaah Tr, Ay ARERR AS SC named.loopback 42 ‘fill Zl 

1.10.168.192.zone, FH H4E4E MC 1.10.168.192.z0one, AafEEP AN PF . 

[root@RHEL7-1 named]# cp -p named.loopback 1.10.168.192.zone 

[root@RHEL7-1 named]# vim /var/named/1.10.168.192.zone 

S12 giana 

@ IN SOA @ root.long.com. ( 

0 ; serial 

1D ; refresh 

1H PM Seunry 

1W j; expire 

ya) ; minimum 

@ IN NS dns Long. com, 

@ IN MX 10 mail.long.com. 

1 DN PR dns .long.com: 

vs IN PIR Mail long. com. 

2 IN, PTR Sslave.long. com. 

20 LN PUR www.long.com. 

40 IN (PTR ftp, ong.com. 

(4) Ace by te 

4— RHEL7-1 LACE Rae, BSE CER OCA ZAON named, “A/a Ht/q DNS 

IR, DLAGPIUA SH. 

[root@RHEL7-1 name] #ed 

[root@RHEL7-1 ~]# firewall-cmd --permanent --add-service=dns 

[root@RHEL7-1 ~]# firewall-cmd --reload 

[root@RHEL/-1 ~]# chgrp named /etc/named.conf /etc/named.zones 

[root@RHEL7-1 ~]# systemctl restart named 

[root@RHEL7-1 ~]# systemctl enable named 

eB BEAR aH PF 

QD ERC OCH & Rie B 4 /etc/named.conf SER FE E AY EY BE, ARB 

named.zones. 

2) TESS Ta OCEAN BR EE 5j/etc/named.zones SC/FP zone DX ders BAP F8 aE AY OE 

4 — EX. 

@) IER BOC STA ice TEAS, AT ANA ASH, FS SB DNS JI 

37 BE IE LE 0 

4) B—TPARUTA SOA ihidst. Wid sees F. 
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@ ONeSOR origin. contact. 

1,9:9°7.02277.00 7; Seria d 

28800 ; refresh 

14400 po eer y 

3600000 ; expiry 

86400 ; minimum 

e OHNE, MIG, long.com.zone SF PA@tZE long.com. At Emi PNY 

SOA AX4T (@ IN SOA @_ root.long.com. JACK (@ IN SOA long.com. 

root.long.com. ). 

@ IN RANMA. 

© SOA ZANTE RA 
e origin ANIA EY NRG aA FQDN, J “.” 2B RANI ETAT YH BK, UU 

long.com.zone SCF FAY) origin “Y dns.long.com.. 

e contact FANTASIE AY SE. EE RETE‘AY E-mail $HuEAYAS, R@BA 

“", filG0, long.com.zone </F FI contact 4 mail.long.com.. 

e serial AIZEN WAS , ABT EE DS IRS a AE a IRS ETT AY Vd PAY , 

FEV IE DAG ECVE, ABD BAAR INS. “SEAS yyyymmddnn, &4E A A Jain 

PUMA, ZN A ZR ILIRIELL. 

e refresh ASSN THI. FB DNS Hes anti ie UCAS Ta] [es] Bia Jed SO) PE a ee 4 FE DNS Ji 

Sf PS ee VE, CRO, UE A CF 

e retry A Siti lalla). “4B DNS IRA ARIE ME DNS ARS a8 SE Bra OC EY 

FEE SCY) BY TB] [8] Ba Bers 

e expiry AxtHiM Ta], WRB) DNS HRS aie TE SC AY EY Td [a] Bia A a HE 5 FE DNS 

WR ark — a DNS IRA aRBUSR A, WAHEED DNS HRA ae EAS BTR CE BA 

TCL, AN FEMA DY AE HATS 

©). TTL Ad) WY TAA, FRAC so ON PRCA RITE ee A otic, BRUARR 

minimum HY{ALA 1 A, Bl 86 400s, 1D #AN—K. 

® “@ IN NS dns.long.com.” LAAN IRS ah, BME LF. 

QO. For IN SNES. 10 mail.long.com.” }H +7 CHB RACH, FHA 10 FEAR TE FER 

BW, BBY), FEB Cir 

ZUUF “www IN A 192.168.10.4" —-AFIN EDL io, RARE A IP 

HULA TITRA « 

QO) “web IN CNAME wwwilong.com.” 7 CA % iia, #78 web.long. com. 

42: www.long.com. A) G4 « 

dO 2 “2 INPTR = mail.long.com.” #2¢9#faVRids, ge7n IP HotkS EVLA PY 

WMA. HR, PTR HAART ERY, On 2 ZeAK 2.10.168.192.in-addr.arpa, “E#e7N IP HOLkA 

192.168.10.2% 

3. Bt DNS 2 Pim 
DNS 7 F7sig HY BC EAE Ff fa AL, BASH PTE DNS FIRS 4hH9 IP Hotkok 192.168.10.1, 

FA DNS fIR4¢ 484) IP dhs 192.168.10.2, DNS Pgh An FP 
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PIZE ARS eiS2. ASS eHE!M Linux hk (6 3 hh) 

(1) Sdet Windows 2 F] vir 

tJ FF “Internet HrihAs 4 ( TCP/IPv4 ) JRPE” SHARE, QA 8-5 Fran, fA PEA 

DNS Ik 459 IP HEHEEI AY . 

ba 
Internet taka 4 (TCP/IP v4) Fate 

Bensai§ IP ttt (0) 

@ (FFAS mA IP tht (S) 

IP ttt (1): 192 168 . 10 . 40 

Fhe 0 255 .255 .255 . 0 

Shi Pose WD): 

Ech DNS ARS eettit (Bh) 

@ (2A Sma) DNS ARS BSH ): Ph nc ea aera 

| SA DNS ARSE): [192.168 10. 1 | 

| feFR DNS ARS HE CA): 192 .168 .10 . 2 

| 
ELAS 1) saw...) | 

} 
i } 

i ee eo mE.) 

8-5 Windows ABH DNS SP inacs 

(2) Bc Linux 2 i 

fe Linux AZ, Bl We W/etc/resolv.conf Si DNS & Pe, 2 tas. 

[root@Client2 ~]# vim /etc/resolv.conf 

nameserver 192.168.10.1 

nameserver 192.168.10.2 

search long.com 

LH}, nameserver fSHq Ek IRS asH) IP Het, ASW aS DNS IRR, ATTA PHA 

SCPE ATE EE RR, RA 4B DNS IRS HEYA AY, Arle) FAY DNS AR 

fr 20 a fT tok. search FA Pas Hy bh 18 acne, “SA a Ja RE EDL AI, OFF 

A SUB INEH search fixe HEY, © 

fe Linux AZ, WA) Wii ASK AIP DNS, FIKA AA AKITA, AEA. 

4. (#F8 nslookup iizt DNS 

BIND 4xfF gett £3 4+ DNS Wi TA: nslookup, dig Fil host, HLH dig #il host 4:74 

47 LA., iii nslookup ABR A] LAE ar tesk, tea De cl, PES PA hig Client! 

(192.168.10.20) dist, Hie pRUE-A RHEL7-1 ARS ai 5H 1 PA 
[root@Clientl ~]# vim /etc/resolv.conf 

nameserver 192.168.10.1 

nameserver 192.168.10.2 

Search Long. com 

[root@client1 ~]# nslookup / (3843 nslookup t+ 
> server 

Default server: LOZ. Toe ufo 

Address 192. R66. 2001 #53 

> www.long.com JEM AW, AE www. long.com HA IP Hot 

Server: ROD OG NO 

Address: LOZ LEReT O Sie SS 
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SOS fas Et# DNS see 

Name: www. long.com 

Address 192.168. 10.20 

> 192.168.10.2 // Seer, ALi] TP Hott 192.168.1.2 MTHy, 
Server: Toe, POC EO, £ 

Address: LOZ SLES. £07153 

2u0.. oe, Loe an-addr. arpa name = slave.long.com. 

2.10 Peo cos an—eddr arpa name = mail.long.com. 

+ ‘set all / / SAS “SAUCE A { 

Default: server: 192 2168.10.21 

Address: 192.168.10.1#53 

Set options: 

nove nodebug nod2 

search recurse 

timeout = 0 retry = 3 port = 53 

querytype =A class = IN 

srchlist = long.com 

/ / #218) long. com SHY Ns Ric RACES 

> set type=NS //type MEBUBIBAI LIA SOA, MX, CNAME, A, PTR Many = 

> long.com 

Server: poe 6S POE 

Address: £92 168.10). 19753 

Long. com nameserver = dns.long.com. 

> exit 

[root@clientl ~]# 

5. FealieHA 

UR EOR ATA CIS aT Lay h HOE, a ESA De, FP tr A lO i BY LX Sak 

SF, REA A LA ile) op HE 

PR TARAS AS cA, PF aRSEHR, RASCH AN named.ca, AJA till #1 

“/var/named” Ff. 

(ES 8-4 Ble sb) DNS Aes 

. ABADI ARSS SS 

DNS ki 4349 FX Bue EE, FS Sa PR I IRS RT. ARORA 

SHE) DNS RASS MT KASS ASAT ME, PKK SKS RT HSU, PALE BES DX aE (BE 

By DNS AR AE. FT DAE HES RT AEE. PAE PI, RS i YY DKS, TE PE 

— GEM ARS HS (master), HRAFIF EERE TK BRA, FAR A a 4 IR it 

( slave ). 

4 FX SAY DSF Be HS aba 30 PIL, RAYE 

(1) #HBY DNS IRA ASHE HE BOCAS, HEME LEIA IY ERS ie LEM, A AS hig 

PENT IZ EKA DNS 4 PK. 

(2) BiEHHB DNS ARS AEA LZ> DNS ZG at. OR AAO Ap Ze, AE a 

$e BEA YAS TI DNS ARS HE Aa OC A ak > PX] 28 SHH Ft 

(3) HBA aR AT LW pa 1x Sak A) EIR Ai HY TA AK 
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Ze ARS AIS. Aa SBM Linux hy (#3 hy) 

2. Xx tae tai 

ARIE DNS Bite), TAT ARS eRe ZETA AE, Ap Sa A OS att DA Ea HR 

BOSE FE DX oR RAS, CSTR BRA LX eT, DX ELE LE PPP Sk: SEEK ei ( AXER ) 

Filse et DX bE aT ( EXFR ). “QT DNS HR aie ASTI PN DK Sa, AL A or ES A BD HL a i 

EET Ea Be (CAXFR ), M ENR HERR SOE COUR RAS, EAR te EY 

BSC PEFR ZS SS, HBR RE ee ei CIXFR ), SCHOTT, oA 

RAGE DNS Fed lel zB 

Wi ACHE EX a eT IR EE, A Sa WS aie Fe) SERS tt AK A OR, ETAL DX Sa sc 

(F, QE 8-6 ras. 

® [XK SKA XFRAAK 

Q TEA DK Be aT 

@ SOA #5 ify 

@ SOAM# 

© BRA XFR BKIXFR IV 

HAVRE © AMAXFRARINERGI ALR 
8-6 Kites 

(1) KBUERTOLAGTES, FHBNIRGS #8 la] E DNS HRA AS GK SEK ea ( AXFR ) FP. 

(2) EARS aMBCHE Maye, FRR x Sak oe ee ag 2) A BRS HF 

AK YEN AIF AK SOA Btlhidst. SOA BAY “FESS” (serial ) Bese as KA 

TRAN WLAS, “alr TB]” (refresh ) Fa tH 4H BORO ait FU AcaK AS a AY YT] |] Bi 

(3) MBA RM ENT , TBARS AEE HT SOA Aria eR ME AR A ARETE EK a 

(4) ELH NIRS aA SOA IR AE. 

TAMA 7 LAG ER a IA KS SP SLAB 

(5) FR DVARA ae Reel Dy PAY SOA TRANS, FPORREARTTIA KIN TTIA, WR 

ARS HAA XK BOF OAS, WE SHE IXFR 48 i Ik 2 EAR a 

44 SOA Wal Iie FF BY eal 5 6 PY ITY ASH NS, BZ AS A Sa DX a OE AH I , 

Ff AA he 2 KS. a, HDS ARTE ERS 4 SOA Me] PTA BCE Be A hl 

PA TB], ZETIA KS, ANE SOA Mia oye 4A 8 Fe 5) St ECE 4 ip AS Jp Sy, ee, 

DX a EL ET IP ie 22 A 

(6) SEAR A aia ah DX Sak EA tae fay Ne oe ae Pa AP Me] DZ 

WR EARS 45 A WEB Po i eA Bide, JUTE Ay Da ee a ea ( IXFR ) 

ABC IAS, WR SEARS HAR Sz FF et ee A VE Ea ide, UWE ay ie see 

int fey ( AXFR ) fH 

3. Ace Hai Ss ARS es 

C5) 8-2) ARREES 8-3, ERB IRS EY IP Heke 192.168.10.1, BI HRS AS AY 

Hust Je 192.168.10.2, Jw “long.com”, list PE client! (192.168.10.20 ). i24 He 
ut fe. 

(1) Ace ER Rs at 

AKL FEB NL “AES 8-3 FICE DNS ARS ARSE” . 
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(2) Aces By ARS AS 

FER Ht 192.168.10.2 , AE DNS, (EMC He CE named.conf JB2A MWA. SCAB 

ig. YIM long.com KIMM AAU ERANA ABS SM OCPE ). 

[root@RHEL7-2 ~]# vim /etc/named.conf 

options { 

listen-on port 53 { any; }; 

directory "/var/named" ; 

allow-query {,enys > i: 

recursion yes; 

dnssec-enable no; 

zone "." { 

type hint; 

file "name.ca"; 

} 

— zone "long.com" { 

type slave; / / AIRE slave 

file "slaves/long.com.zone"; / / ROCHE /var/named/slaves F 

Masters { 192.168.10.1; } ; //E DNS ARF ask 

}; 

zone "10.168.192.in-addr.arpa" { 

type slave; / / AIA slave 

file "Slaves/2.10.168.192.zone"; // Ki /47E /var/named/slaves F 

masters { 192.168.10.1;}; // DNS ARS 4s HEHE 

Ri 

iiAA: 4424 DNS URFBREZSRALAACH, ERD RGR £454 DNS 

IRGBRARRERARH, FA DNSIRAN, HE DNS RABY S4AH DNS IA 

Bs, KR AKitse 74 #X/var/named/slaves mG. 

(3) Bei le] AP Min 
D FRA, HUA RBIS 4§ named [IR , (8 Eh IRS AR I] 2 
[root@RHEL7/-2 ~]# firewall-cmd --permanent --add-service=dns 

[root@RHEL7-2 ~]# firewall-cmd --reload 

[root@RHEL7-2 ~]# systemctl restart named 

[root@RHEL7-2 ~]# systemctl enable named 

Q) EEA IRS a LAT tail THOMA ASA GR, BB AROS te SC OCR LX Sah 

fill (AXFR ) 3AM long.com x JhAT HE 

[root@RHEL7-1 ~]# tail /var/log/messages 

3) iat tail HOA AHA MIRO EN AS Aa, it ls Ar ee AG HM RS AY 

/var/named/slaves Al sé, ii HA XC (4 long.com.zone 42 Hill SC EE. 

[root@RHEL7-2 ~]# 11 /var/named/slaves/ 

$B: ARIAS HN —-LRAAG KE. 

@ FEAF wg Wi BD DNS IRAs. REAR int LAY BE DNS Fe 4 eek 

192.168.10.2, %USA#IFA nslookup #E7pWin, FOREN F . 

Lee 
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[root@clientl ~]# nslookup 

> server 

Default server: 192.168.10.2 

Address: 192.160, 70/203 

> www.long.com 

Server: LOZ TEES LO Se 

Address: 192.168.10.2#53 

Name: www.long.com 

Address: -192'.168:.10. 20 

> dns.long.com 

Server: 192 168) LOZ 

Address: 192.168.10.2#53 

Name: dns .diong..com 

Addrese: 192). L68. bos t 

>192.168.10.40 

Server: PO 2u668 b0. 2 

Address: 192.168..10. 2753 

40.10,168.192.in-addr arpa name = ftp. long. com. 

> 

FS 8-5 Bur aHHT KAMER 

Ja 4, 25 [ia] HH 2 Sak, DNS Fett SRP 28 la] I oP BS TIT TE, OEE 

Ae BEE TT (SOR hh, a UR SE AN THE, OA PRUE DNS “SHEP 

Renee, AWS, EA SC, PF Ba Adak, SCC long.com, 

fi? submain.long.com. 

1. Fi M FAR 

EEN — PRAT, Tate ee LPR 3 PPT 

C1) SAS STP Sc, Te ZEUS RY 22 la 

(2) ERPRURADTD K, 1oRAA ADS, LEY DNS Bee PEK, HR 

74% DNS fa IN TASH 

(3) ae BER DNS bh 25 Ta) oe TE oa Ed a Pal a FE 

2. Bie in 

AS Dis 2, PERE MSN ak, AT RAE RAL BPR ee ak 

C1) KIM UR, SCHEER ET EZR EY Uh I ARS ie, FP ESC 

AAA DNS ARS a COTA ZUR ie, BENIN PERVERT KAI, CEFR TOL 

BP, Bie Fa Ay DAE TT KIMI 

(2) HEU Fi, Bra, FEE LPEIFA BRA RS Ht, Ne SAC 

ke, APC Te] a 4 IS iY OCR P , WUSR RE AS or Sz ak Fk, AE BGP 

PL, ere sk, AT DA BRIE AK 

$B: AAT ERERN, LEE F IRAE FG IBS EAE ER RAT. FER RAR 

RIL IRF 3B] KIRKE YP, FOU AT RAG MRFSE HICK, PLFRSRBMAK, 

EM, SP HRIRLZ AR ik 
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3. AcE Kinz 

CG 8-31 ArlpepineU OUR. Pra ENR AYN long.com. filizs HEA EDLIE Mt 

HORM SEIN, DNS Ar va a 2 ae ete, PAL a ESP EAR Fe AME 

Sy: ATF DNS HAF PAR, oH MRR, PHAPLFRS, Heo 
SPIRE AWSIERAY. SHR ATA long.com # € F 3% test.long.com At A IR 

mn AEF a HEP LE RAT Ht) DNS IRA BS, BAY Ae A EAE AIR H test.long.com, 

wa? long.com 3X ZIRFB AA, HAA MIRL. RISIRABHWILA 192.168.10.1, FIR 

4 MRF BHLLEA 192.168.10.2. 

(1) CCR KINZ. BOC IRS HF named.conf S/F: 4a4=t/etc/named.conf Ff Y%s 

Hil long.com Xhkidskt, Bees 8-3: WH named.conf (FIFI “long.com” Ki, F872 

TE Te) eT ROCHE A long.com.zone, Jx ul fee ir X OCF A 1.10.168.192.zone. 

(2) YSON long.com iC, CCIM AY KSC PEA, 4 ES TIN Sa A Be UR ae A AF 

FE ARIS AE AY TP He (CET a PA! AN eS Be AE Bl) A 

tee) 
[root@RHEL7-1 ~]# vim /var/named/long.com. zone 

STTL 1D 

@ IN SOA @ root.long.com. ( 

0 ; serial 

1D ; refresh 

1H ; retry 

1W ; expire 

3H ) ; Minimum 

@ IN NS dns.long.com. 

@ IN MX 10 mail.long.com. 

dns IN A 192°268 20.1 

mail IN A 192.168.10.2 

slave IN A 192 .:168.10.2 

www IN A 192 .168:10.20 

ftp IN A 192.168.10.40 

web IN CNAME www. long.com. 

test.long.com. IN NS dns1l.test.long.com. ® 

dnsl.test.long.com. IN 192.168.10.2 ()) 

D FELIX Bk test.long.com 4 eae Ik #* dns1.test.long.com ft ot. 

Q) ¥Sh dns1.test.long.com MY) Aida, x fiFbh test.long.com HAMM tit 0 

(3) FECCIMARA FEE YSN long.com Jz fa] X BSCE 

(ir 2 ye IMA ). 

[root@RHEL7-1 ~]# vim /var/named/1.10.168.192.zone 

ST T ky ALD 

@ IN SOA @ LOL. Long scom.. it 

0 rserLadl 

1D ; refresh 

aR POretry 

1W ; expire 

ie 



MIR AR SSE, AS St2—Linux be CA 3 HR) 
3H ) - Min Lmum 

@ IN NS dns.long.com. 

@ IN MX 10 mail.long.com. 

it IN PTR dines) Lorg com: 

2 IN PTR Mail long scom. 

Z IN a ee slave.long.com. 

20 IN PTR www.long.com. 

40 IN Pik Etp |! POag. CoM, 

a IN PTR dns.long.com. 

2 IN PTR dnsl.test.long.com. 

(4) 7 RHELT-1 LACED, BUR-ERC EDC A BOC PRIYA named, 98a HE 
DNS AK. 

root@RHEL7-1 ~ 

root@RHEL7-1 ~ 

[ firewall-cmd --permanent --add-service=dns 

[ 

[root@RHEL7-1 ~ 

[ 

[ 

it 

# firewall-cmd --reload 

# chgrp named  /etc/named.conf 

FOOt@RHEL/=1 ~ 

root@RHEL7-1 ~]# systemctl enable named 

(5) FEF RUIRS 4 192.168.10.2 EV fi, Fa 4/etc/named.conf JFY¥SHI test.long.com [Xx 

# systemctl restart named 

Sido CORA BRACE BUR AY DNS fa, ). 
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[root@RHEL7-2 ~]# vim /etc/named.conf 

options { 

directory "/var/named" ; 

}; 

zone IN| 

type hint; 

file "named.ca"; 

|e 

zone "test.long.com" { 

type master ; 

file "test.long.com. zone"; 

[Pe 

zone "10.168.192.in-addr.arpa" { 

type master; 

file "2.10.168.192.z0ne”; 

}; 

(6) FEF UIRA Ht 192.168.10.2 Lie Fil, ASTM test.long.com Jak AY 1E al AeA EK BIC 

[root@RHEL7-2 ~]# vim /var/named/test.long.com. zone 

Situ LD 

@ IN SOA test.long.com. root.test.long.com. ( 

2013120800 ; serial 

86400 ; refresh (1 day) 

3600 ; retry (1 hour) 

604800 ; expire (1 week) 

10800 ; minimum (3 hours) 

) 

@ IN NS dnsl1.test.long.com. 



its 5 Bz DNS hoe 

dns1 a a A 192.168.10.2 
computer1 IN A 192.168.10.40 // AT a awit, HeN—A a ise 

(7) FEF BURG tt 192.168.10.2 EB FI, YNIII test.long.com AAP XBOLE 
[root@RHEL7-2 ~]# vim /var/named/2.10.168.192.zone 

STTL 86400 

@ IN SOA 0.682192 .inraddr arpa. root :test. longs com:)( 

2013120800 ; Serial 

28800 ; Refresh 

14400 ; ROTEY 

3600000 pi Exprre 

86400 ) ; Minimum 

@ IN NS dnsl.test.long.com. 

200 IN PTR dnsl.test.long.com. 

40 IN PTR computerl1.test.long.com. 

(8) #E RHEL7-2 EACH BARE, BEER PEAK CE BZA named, *® a aoa 

DNS Jile4. 

--[root@RHEL7-2 ~ 

[root@RHEL7-2 ~ 

]# £irewall-cmd --permanent --add-service=dns 

] # 

[root@RHEL7-2 ~]# chgrp named /etc/named.conf 

]# 

]# 

firewall-cmd --reload 

[root@RHEL7-2 ~ 

[root@RHEL/-2 ~ 

(9) whist. 

KE FE stig Clientl AY DNS JRAAEBEN 192.168.10.1, FAY 192.168.10.1 ATTA AL LRA 

computer] .test.long.com MM #E#Lidse, (4 192.168.10.217RALELA. WRAL, AP nit 

He LE WENT computerl.test.long.com, WJ idZiFean F . 

[root@Client1 ~]# nslookup 

systemctl restart named 

systemctl enable named 

> server 

Detadit Server: 192.169 10.4 

Adaress: 192.168.10,1#53 

> www.long.com 

Server: 192 168.1041 
Address: 192.168 10 1953 

Name: www.long.com 

Aadresss- 192.168:.10 220 

> 192.168.10.20 

Server: t92 Tos sl Oud 

Address: 192.068. 10.1#53 

20.10.1682 192 2n-“addr.arpa name = www.long.com. 

> exit 

[root@clientl ~]# 

4. KFBCS ANZ 

MES 8-5 Ff, BEA HEA? RHEL7-1 Al RHEL7-2 EMWACESCCEWALE TIER HAI? 
4 RHEL7-1 -(#/Fd S named.conf, named.zones, long.com.zone, 1.10.168.192.zone “%: 

4 ACRE, ive RHEL7-2 ERAS YS 3 “Ad C/E named.conf, test.long.com.zone , 

2.10.168.192.zone, WER AM KG, Shy EE RHEL7-2 [Ace DNS HY, 4 named.zones 
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IAI AS eS Bil 7 named.conf SCE, Mite igdst £ named.zones, Mame ait. tia a 

Vi ALR AS! FTAA, JPR Be, WAS, Be! 

f£S 8-6 ABRAMS 

FERNS at (Forwarding Server ) fel winek, (AA ARETE DNS fT, eR TA 

APM io AIK BI PAY DNS HRS aie, CEZAR a RFE BUF WRIA FEAR tir , 

Wl] DNS IRS ato EAR ioe, AIRS it AORTA, DOREY CIE i EY DNS 14 ze 

Zehate Internet 1. BR IRE AKA, Ee TS BOC aba a, XP Tee A 

Internet HM) J24 5% Internet IRA MATE F], Pema wBCRIE A AA, FE ACHR aie AT VA 

tF-tifi DNS Be4F, SAY PES ERM SFE PR, ANT bas DNS HRA tir IK TF 

HE  RORE AY VA ik > Pale Tit te FP DR AS a TE 

FEAQHE AAS HY Xl], PEACH ait AY EA LR ASS A 

1. SOPRAIRA 

DNS IK 4h Bl Asta A TA KE DNS AE vio AK BI LIL DNS Haat. AT 

Vii named.conf SC/FHY options BSc MATA HE 

[root@RHEL7-2 ~]# vim /etc/named.conf 

options { 

directory "/var/named"; 

recursion yes; 3 UVP BVA i 

dnssec-validation no; ; DARE A no 

forwarders { 192.168.10.1; }; TERRA A MACK DNS ARS AE Be 

forward only; 7 MATAR AER 

}; 

2. FH AIRS 

ARRAYS 4h A BR Ata EKA DNS #2iigok, Fe ZBeX named.conf MS/FIFYS INE 

Dx JASE E: . | 
(5) 8-4] 4 RHEL7-2 EX}3 long.com i 48 KAR At 192.168.10.1 Fl 192.168.10.100. 
[root@RHEL7-2 ~]# vim /etc/named.conf 

options { 

directory "/var/named"; 

recursion yes; 7 TRA A) 

dnssec-validation no; 7 AACE no 

}; 

Zone os 

type Hint; 

file "name.ca"; 

} 

zone "long.com" { 

type forward; REIL KN ARRAS 

forwarders { 192.168.10.1; 192.168.10.100; }; ;it##G¢ Ries eer 

Hy 

WE FE AIRS Ae VE OU FP 

© AMA Air AED SC EY i, AUCH TE Wh 6 HE 2 

© AMA aI AURA DNS Whaat, WAahiKaik, HEE BOA IE. 
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© ALAR IMAIRIN , HEAR ANMRS a, ART RES SOE BS | ABER 

FE IEAE A IRS Ae HE BEIE AS ZAR, OS EG tl A FEE BCR, GEE SER D PPRVERET | 

D RANA EA fh XP FER AACE DNS ERG 8, PDA AIK EIS SA AY 

Wi, WRACERAIRS He, WAS ATAS EN a), HEE EFAS Ws ASHE 

TESTA DNS {5 EF 2 BILL DNS FRA 48 

Q) tie RAR AA. URAC S DNS AR4¢48 serverl, Veet ittig oR ALA DNS HRS Hh 

server2, WI ANZEFRA server2 ACB Ae AIRS Ht, KF serverl Mi RFR, CREAR 

RAPT HI BCE MRAM RAIRS APB SiR, AF RA serverl, APART AES SAHIR. 

8) WH Aa tat. USE DNS FIRS ai [al Pe Ae aR AIK ATOR, ISA PEAR RES BA 

FT THE TIA DNS fa, BEFORE EDR DTA, GR At DNS SIRS AME i HEHE A AS HA ak 

Ala, WASH Rar VE, BREA DT ACR, Fr UEDA SL EAR RES 

TAX. 

4) RR AA ACER. URAC ME Rat, IBA DNS IRS ARK Sei HA i OE 

TC AI HEE Ae Ao AMR EBAY BY Sah A DEUS SB PG A it BA SE FA), DNS 

AR ae Hehe , WW TA ASH OIE fee A ASA), PSS Ae BUTE RE ANSEL] DNS AIRS HE, XRAY 
2 EAN PRAT BCA 

3. WittAMRS Beak 

#— RHEL7-2 Fix Soo MIF aCe a oa, 7 Client! Eick, i Client ff) DNS fiz 

tit J 192.168.10.2 AB, AER FE AI 192.168.10.1 EFF DNS HT. 

(ES 8-7 Beis es 

PTA DNS Wks 4sehesé ats Aa VE, CURR C AER, SEER aE 

( Caching-only Name Server ) 42 —FHFPIR AYIA MRS ESSAY, FLASH ANE: DNS fk, 

WT AE REE. FP in AR CR, FEARS EUR EA Ae a, Me Re 

ela, eR ST DNS AYA 

UN FR PZ 5 Sa Ze ey HG, UMN DAE ZR ERS st, — Aor SAE, fae 

(EY D , FOP RAEI RAAT XK Bea, DOREY DA yak > PX) 25388 itt a 

$B: RERFBA-KAAN, RARER. RAIA a Big R, 

A VARESE VE, ASI MARS BARK. 

(GI 8-5) 2AM FHA PF TAY Web wii it AYRE IPD 28 iit at, ie BE LE 

Pye at WAFERS Ae ( RHEL7-2 ). 

REBZRBEIA PIR, AGRIKSRIRFSA, WwkKLSi1g Kw DNS 12%, 

KREGEIDERRGRNAE, REE TTL te HAA. 

ETE NRA BEAN EE KR, A ET EE HE named.conf 3c¢:, SCHWMZECEWI AB. 

[root@RHEL7-2 ~]# vim /etc/named.conf 

options { 

directory "/var/named" ; 

datasize 100M; 7 DNS ARB ar A 100MB 
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recursion yes; UVM 

}; 

zone { 

type hint; 

file "name.ca"; AOC, PRE ARIE i 9 A AR 9S a 

8.4 EMV DNS ARS 2sSCAASe 

8.4.1 PlliMEs eK 

DNS EAL ( SUSIE ) SE 4 at server.smile.com Fil server.long.com, IP Jbtikze 192.168.0.1 

Ail 192.168.1.1, ABH AY E-mail sk root@RHEL7-1.smile.com., —}R HY MARS 4) F 

smile.com kk, 427TH long.com bk, BORAT TIS AT WD aE Se BEET 

WW ESLaD aan F 

e server.smile.com (IP Hihk%y 192.168.0.1), HIN fsserver.smile.ccom, 1EZU% PRA 

mail.smile.com, www.smile.com, 2éefft DNS, E-mail, www #ll Samba jk. 

e fip.smile.com (IP HEN 192.168.0.2 ), = BEHE(E ftp Al proxy IkF. 

e asp.smile.com (IP Hhtik%y 192.168.0.3 ), #2— Windows Server 2003 EHL, E22 Heft 

ASP IRF. 
e RHEL7-I.smile.com (IP HHHEN 192.168.0.4 ), + 324i(tt E-mail Fil News Ak. 
e server.long.com (IP Hid 192.168.1.1), fefl DNS IR. 

@ computerl.long.com (IP HUuEA 192.168.1.5), 4ARBAI—A EBL. 

@ computer2.long.com (IP SUE 192.168.1.6), ARMBW—A EARL. 

8.4.2 BR 
Ep 2a Cs BATS SOE AS AME, TEE TA Sc bn Ph BeBe BY A Se MY DT 7 Sa TE / S52] Si 

Wr, or ads rie BE CE ESC AE aE Vr 3 SY) JS [DR Sa, SPE Vk LE [i] De AIOT 7 FA) DX Sak 

S/F. SC  BOCPE HP eB PTR idk. WR BOR ATA i TEA AD) ah HE , re BL 

ARM, FRA OBO OBIS HE, ROFEAT AT DATA) b Sk: 

$B: SAUTE RZALAALE PRETTY 2A RI, FED RAH 

PL) KIRA (KIRBY EIR AYR SIRES , bbdo*y Ge44 E28 F sales.com 3k, HA 

RAF freedom.com :%4-, VAIL ). 

84.3 fRRA 

1. fffi\ named.ca 

“Pak ftp://rs.internic.net/domain/named.root, FELL PENTA IRS AE TAN, PARSE 

HR RACHEL A named.ca, “Jaz iil Zl] “/var/named” F . 
2. SRSA, MDORARS AES ( SES LIC 
[root@RHEL7-1 ~]# vim /etc/named.conf 

options { 
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directory "/var/named" ; 

}; 

zone "." IN { 

type hint; 

file "name.ca"; 

} 
3. ja smile.com 41] long.com yisB 
[root@RHEL7-1 ~]# vim /etc/named.conf 

( He ) 

zone "smile.com" { 

type master; 

file "smile.com. zone"; 

zone "0.168.192.in-addr.arpa" { 

type master; 

file "1.0.168.192.zone"; 

zone "long.com" { 

type master; 

file "long.com. zone"; 

zone "1.168.192.in-addr.arpa" { 

type master; 

file "1.1.168.192.zone"; 

je 

4. 4%3/etc/named.conf JB28H root AZ named 

[root@RHEL7-1 ~]# ed /ete 

[root@RHEL7-1 ~]# chgrp named  named.conf 

5. 292 2 PX IUIT AVA Ki IA, FFE MUBZAA named 

[root@RHEL7-1 ~]# touch /var/named/smile.com. zone 

froot@RHEL7-1 ~] 

[root@RHEL7-1 ~] 

[root@RHEL7-1 ~]# chgrp named /var/named/long.com. zone 

6. Aces Kise ime way aieick 

(1) ft “smile.com” TE [Hl fey xX tx 

chgrp named /var/named/smile.com. zone # 

# touch /var/named/long.com. zone 

[root@RHEL7-1 ~]# vim /var/named/smile.com. zone 

$TTL 1D 

@ IN SOA smile.com. root.smile.com. ( 

2013121400 ; Serial 

28800 ; Refresh 

14400 ; Retry 

3600000 ; Expire 

86400 ) ; Minimum 

@ IN NS server.smile.com. 

server IN A 92.2698 02 
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@ IN MX 10 server.smile.com. 

@ IN MX mh i server.smile.com. 

ftp IN A 192..168:.0:.'2 

asp IN A 192.168.0.3 

RHEL7~-1 IN A 492°.168:.0.48 

mail IN CNAME server.smile.com. 

maill IN CNAME RHEL7-1.smile.com. 

fsserver IN CNAME server.smile.com. 

news IN CNAME RHEL7-1.smile.com. 

proxy IN CNAME ftp.smile.com. 

www IN CNAME server.smile.com. 

samba IN CNAME server.smile.com. 

ftp IN A 192.268 ).0.2 

ftp IN A 192.1680. 12 

ftp IN A 192.168.0.13 

(2) Ate “smile.com” fx [rj feet Xx tax, 

[root@RHEL7-1 ~]# vim /var/named/1.0.168.192.zone 

STTL 86400 

@ IN SOA 0.168.192.in-addr.arpa. root.smile.com. ( 

2013120800 ; Serial 

28800 ; Refresh 

14400 ; Retry 

3600000 ; Expire 

86400 ) ; Minimum 

@ IN NS server.smile.com. 

1 IN PTR server.smile.com. 

2 IN PTR ftp.smile.com. 

a IN PTR asp.smile.com. 

a IN PTR mail.smile.com. 

(3) ACE “long.com” JElHl Mei XE ICE . 

[root@RHEL7-1 ~]# vim /var/named/long.com. zone 

SORIGIN long.com. 

$TTL 86400 

@ IN- SOA  long.com. root.long.com. ( 

2010021400 ; Serial 

28800 ; Refresh 

14400 ; Retry 

3600000 ; Expire 

86400 ) ; Minimum 

@ IN NS server.long.com. 

server IN A 192.168.1.1 

computerl IN A £92 168-15 

computer2 IN A 192.168 2.6 

(4) ce “long.com” fe [nl Per Xx BIC 

[root@RHEL7-1 ~]# vim /var/named/1.1.168.192.zone 

SORIGIN 1.168.192.in-addr.arpa. 

STTL 86400 

@ IN SOA 1.168.192.in-addr.arpa. root.long.com. ( 

2010021400 ; Serial 

28800 ; Refresh 

14400 ; Retry 
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3600000 ; Expire 

86400 ) ; Minimum 

@ IN NS server.long.com. 

r IN PTR server.long.com. 

iS IN PTR computerl.long.com. 

6 IN PTR computer2.long.com. 

(5) SALA aA BE. FTP IRA ASAE AY IP Hob  192.168.0.2, (AFF PERE ABR, AK 

HER EAP i Kitt FAC], ST BES I SIG ARS #8 192.168.0.12 Fl 192.168.0.13, 

FA DNS FRA HF) Hh BRY fi ER EE A EY FTP DAE. 

FE DNS ARH ae AY IE [el fe DK a EC CEP, YSN Ra 
ftp IN A 192.168.0.2 

ftp IN A 192.168.0.12 

ftp IN A £92 166-013 

(6) 4 RHEL7-1 LACS BAGH, BOR EB CEA OC HEA BZA named, %R HG 

DNS Aka. 

[root@RHEL7/-1 ~]# firewall-cmd --permanent --add-service=dns 

[root@RHEL7-1 ~]# firewall-cmd --reload 

[root@RHEL7-1 ~]# chgrp named  /etc/named.conf 

[root@RHEL7-1 ~]# systemctl restart named 

[root@RHEL7-1 ~]# systemctl enable named 

(7) 4£ Client! EWist DNS. 

@ Chient] AY IP Hebi Ny 192.168.0.20/24, DNS 1X HA 192.168.0.1. 

2) PRE Client] 5] RHEL7-1 ii {##HiH . 

3) FN nslookup jiiijizt. 

8.5 DNS abeHebR 

8.5.1 (ALAR DNS Ikea 

1. nslookup 

nslookup LAA aia KM aaa, fell DNS ARS ae, We 4 MT AY 

IP Hutt. nslookup scHFPAPP ESL: SEACH SAAS BEL 

(1) 4ESCS pesK 

4E4C A spt A oy Da EAL A a. Cea 7t FEA nslookup fiz, AE if] bh 

lao 

AEST : 
nslookup tak IP Hpi 

$B: MRT AZRKRAN, MAKHALAREN MA LRM LY—S EM, 

(2) CHP. 

ACH RESET RP eal ak 4 WR a eT EL Aah 4 (8 i a PY ELIE. 

Pray DPR ARTS, HA ta CET AC SI ERLE « 

E26 ARETE EF, nslookup WA AAA EDL AA a. RAS MLHE nslookup fit 
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PETIA. LAV TIAH AA ZS, ANE 

2. dig in> 

dig (domain information groper ) #E—“ 2 1E Wa 4 77 SRI FA TB, FH Ak 

PIRSA REM. PU, iat dig tree Aik4 www.long.com MW{A i 
[root@Clientl ~]# dig www.long.com 

<<>> DiG 9.9.4-RedHat-9.9.4-50.e17 <<>> www.long.com 

rp relobal. opraenss send 

;; Got answer: 

*;} =>>HEADER<<- opcode: QUERY, status: NOERROR, id: 21845 

7p flags: or aa ra. ray QUERY s1, ANSWERs.04,° “AUTHORITY: ‘1, ADDITIONAL: 2 

rz; OPT .PSEUDOSECTION: 

; EDNS: version: 205° tlagss3 sudp: 4096 

77 QUESTION. SECTION: 

;www.long.com. IN A 

7; ANSWER SECTION: 

www.long.com. 86400 IN A LO2y oes. 20 

ih BULHORLITY..SHCT EON: 

long.com. 86400 IN NS dns. long “com. 

7; ADDITIONAL SECTION: 

dns.long.com. 86400 IN A $902.1 6872002 1 

7; Query time: 1 msec 

£3 -SEBNERe 192.168. 10. t#53 (492-768 20.1) 

py WHEN®Y Wed Aug 01> 22:12:46: CST 20Ls8 

if MSG Slan reve? 91 

3. host ip 

host fis FASE 42 1 fa FAY ELS Aa, FERRUCL, host REELS All IP Honk [a] 

Fete. le Zee LAY host fire FATE. 

/ / Efe) AVA EL HE 

[root@Clientl ~]# host dns.long.com 

//K Ai IP HAM MAME 

froot@Clientl ~]# host 192.168.10.2 

/ / EVA AIS A PE i RCS, -t BRBUR ATL SOA, MX, CNAME, A, PTR 4% 

[root@Clientl ~]# host -t NS long.com 

// AHR Long. com BAYA 

[root@Clientl ~]# host -1 long.com 

/ / Nt SFE HY EBL ic ae RY Ea 

[root@Clientl ~]# host -a web.long.com 

4. BAAS 

“4dH47T “systemctl restart named” “ap HY, YE named IRS OCHIE HA, Bee Ay 

tt G fiona a Ws) 9» Net AN TA, FL PY i OC 

5. Bain 

UFR ARS IE CVE, WAI TCP #l UDP AY 53 vig, BY LA AA netstat -an fi Rell] 5 

Brig I FR TE FF LE 
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netstat -an|grep :53 

8.5.2 Bat SELinux xt DNS ARS 2889 220g 

PF ae BAGG Re SELinux Xt DNS AR 4S Ag 2 ig, 

1. firewalls 

QR EA firewall ByeKSE, TERRIFIC dns IRA. 

[root@RHEL7-2 ~]# firewall-cmd --permanent --add-service=dns 

[root@RHEL7-2 ~]# firewall-cmd --reload 

2. SELinux 

SELinux ( S95R 24 -EHY Linux ) Eee —-MARAMA, FLA AEFI IFAT 

PSA Linux AK, Wise gone tani, Ba LE—-#EI Fy TAT EY EE ae 2 SIF Bk 

Fe KP RARE. SELinux eft— Fi $e AY ZA) ee CED) A BR BF EAE 

Vil) OS Bee. wore ST MMP RPA DZ SIDE DAE CARS ) SRR, ELAR 

$2 A tpze Web Hk at httpd, DNS IK 4% named, LA dhcepd, nsed, ntpd, portmap, snmpd, 

squid fil syslogd. SELinux JEATA NtE44 {A Ei th ZIl/var/log/messages, WR ANA at, UM 

bind ABEIE HAS, Diet] messages SPOR MAU GE AE SELinux MIRA ARES TT. ORC 

‘4. BIND DNS Jk ae FEA] SELinux. 

MEARS TT sk, BFE W/ete/sysconfig/selinux Aca SCF. 
SELINUX=0 

Heo, BACB, 

FA: SELinux 4) 2 4e/{h AMPLE? BAH AEA? 

8.5.3 #2 DNS ARS eect PA tai 

e ACR CES Sh. TERR, i277 nslookup ASA HE FF >” 

e EAU JARMAN“, ROR ALR 

e /etc/resolv.conf S/F PINE IRS 4SAY IP HOSE ATER. ZERO RF, nslookup fit4 

AN th LAT HEAD FF 

e FER: WIRED EOC. /etc/resolv.conf S/FAIATS setup ABA) LIE DNS Hk -aesth 

dk, i=Ab— EH, WRAPS, AMAA OC EANPR 

@ AS HBLE A Be CAA la. [RE nslookup fit AS tH EAT SHEA FF 

e £/etc/named.conf C/E FAY zone X Br HA AE SCA CE 5j/var/named Hae FAY x by 

BT FE SOF AN EX 

ay 

86 RASH Be FL. 
Sau toce 

fl tetas 
1. nis 

SUA AEWA: SCVISRA ACE SPE DNS ARS 45. 

2. hAas= 

FA re) (192.168.1.0/24 ), 26 oF 40K 8-7 Pra. Hie AA ACH 

Mt, ma ah RA), (AY a Tote 227A] Internet LAM, Bobo Aig 

*n 8-2 SCYlINA Ac 

BE 5Siz DNS sree 
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SARS esis. Ace ae Linux he CH 3 hh) 

J $k jnrplinux.com, 2S Fi) ih 2é Internet FAY AG a hah 4 Dill A OA PRERTSE, 

AEP DNS ABER, SPB LANE DITA 

ne Te 
ln 

bk: jnrplinux.com [xa] 26% 4 FA PS 

DNS WA HB ZEB OA ABE AES it 
dns.jnrplinux.com cw.jnrplinux.com — jl.jnrplinux.com XS.jnrplinux.com 

192.168.1.11 192.168.1.13 T9268 112 

| 8-7 DNS ARS 28S tGFh 

BORE AA BPE — DNS Haat, A Jaa Pt Lae eek 4 eT KS. DNS 

WR ait’ FE jnrplinux.com JM eT, DNS IRaar ik A dns.jnrplinux.com, IP }hub-AN 

192.168.1.2, HHH DNS IR 48h) IP HetE A 192.168.1.3. [RIAA Ae EE Internet EA 

PLANE AAT. BORGER DT LA Fay : NAb (cow.jnrplinux.com: 192.168.1.11). 44 

4278 (xs.jnrplinux.com: 192.168.1.12), AFL (jljnrplinux.com: 192.168.1.13) AlOA AZ 

(oa.jnrplinux.com: 192.168.1.13 ). 

3. fiX—fiX 

AR PEI A BESK RUAN AS , ORF SC CR HS A. 

8.7 aM 

—, ASH 

(1) WAWA£E Internet Pi-F AL lal AeA A IP Heke Sk, re By A ee SE 

DLA ee IP HE, FTE 

(2) DNS Hi r—+> Nat 4 JT FR 

(3) DNS THA by ASSN Pa MY 2A AY 4 

(4) Zon EALA URI, BIN INA HY UI 

(5) ALARA KAI] DNS VEU Bsa TS IE A PS ‘ : 

(6) DNS IRA as AERC : . ; 

(7) DNS IRS HatA 4 2: : ‘ : 

(8) —}RTE DNS HRS a5 la] AY AE a aOR J PF i 

7. were 

1. 76 Linux HSER, RESCUE TIN RETR ( Jo 

A. apache B. dhcpd C. BIND D. SQUID 

2. www.163.com 4 Internet FF EALAY ( Ve 

A. APA B. aA C. GIA, 
D. IP Hit E. FQDN 
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aS 5 Ste DNS ses 

3. 7E DNS IRE SSA CHE, A RYEURICRR UPA RRR? () 
A. BAT B. IP Heh B44 PRE BR 
C. APKzI) IP HEHE AY BRT D. —~*> name server HJ FMIE 

4. 7£ Linux DNS AZ, MIRA AEA CEE ye 

A. /etc/named.ca B. /var/named/named.ca 

C. /var/named/named.local D. /etc/named.local 

5. DNS Htictitase ( , 
A. A BY PIR C. CNAME D. WS 

6. DNS AR EAA oii A ( - 
ee bel oo By WDE S3 C. TCP 54 De LDP 34 

7. LA ROR Sar ry Lt DNS IRS 4B VEL? ( ) 

A. dig B. host C. nslookup D. named-checkzone 

8. PINES ATLA DNS IkH? ( ) 
A. systemctl start named B. systemctl restart named 

C. service dns start D. /etc/init.d/dns — start 

9. FREI NR i CPE ( Ie 

A. /etc/hosts B. /etc/networks C. /etc/resolv.conf D. /.profile 

=, ase 

1. Fh ASN RAZA. 

fajizs DNS Bh HDT AY LVEF 

fal 8 as AY OUR i ae PLE 

UAT HEE DNS ic ee? ase 

8.8 Sik = ea 

1. fPR Ze PK SB 2, BARB “tech.org” bk, THHAB RF “mart.org” 

I, Eh A UBF “freedom.org” bk, SRB IFLA 200 A, AeAAEY IP Hed 192.168.1.1~ 

192.168.1.200, THIHBEIIZER 100 A, SKA IP HEEL 192.168.2.1~192.168.2.100, fh A 

FA 50 A, OKA IP HetEW 192.168.3.1~192.168.3.50, FKHI—G@ RHELS EWLS#! DNS 

IRS as, FLIP Hbub-A 192.168.1.254, 22k DNS Akai A) VASE UN PY a EX EF [8] 

fT, JF ELA ISA] Wala] he 

Tas tH PART 8, FFE HL. 

2. MH) DNS IRA at, JFLLFE DNS HR 4-5 HRB DNS ARG ARIE IAI ZE 

3. By “fe 8-5 Hor FFE T KIMBER”, AC DIK, FFE LG 
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es tet tok 

g— [923 AeIAN SE pinianenniontnen 

yr 808 Ae oe pees IE 

web Mpa: Kiev BEMLE A AR AK CHP tg) 
Ai FA AEE AG AR 

masa HE: AL 4G BALM AD 
EE CAE SBE bE Dy], tie PAGE. PUT BEAR Web HR ARH Ae Boe a AZZ, [a] 

ISTE RG EAA , EPIC eA Be, A ee FTP IRS AR, AEE A 

ALAR RU Het WWW, FTP SER. ASS A ESC SFE Apache HRA #80 
i =—=—on 
e tAik Apache 

2X qe Apache Hk aH) 48 5 A oh 

ie Apache fF arly) EAC CF 

2 de BH Apache R45 48H) Bd 

“ES BEE Web Pik AMET EAL 

9.1 ABRALIR. 

Hee EE AY. eee Ae, FEAT Ac BAS Web if aM IZ R, 

WWW ( World Wide Web ) EARN Internet HAE ileal rk, 7a EY EA 

fez, “HUE AQ ABS Internet Wit Abe HA WWW rE AY 

91.1 Web Asati 

WWW HRA ee HER AA Be eT) A fg A — FR Case WWW Ika IA 

AVPRVEMNEO, EE. BOGAY XML FRR, eH de SF SIR EF Ge 
ASN aban, GRA Bre sk alana tty ote! eee 

SCL ZA AT , MEE AST UT IER VE, PEPE PEDAL RE G ASS RS tA 
Wane ao WWW Js Bey ee, te et, Www AR — ib EA, SCS ZR 
Wea AE 

1. Web ARS fais? 
WWW zz Internet _/ #4) YZ AE — Pg IRS OR | WWW ORF eR RY 

RSE AGATES AY WWW BER, FUE PEAR, FETE U1 EA BEE ee” 
2a A 

Web ARAL ALIA: EAS Web HRS AIZHAS Web AK. 

2. HTTP An 445 Hf , 

EB SCAS Fe Haj ISL ( Hypertext Transfer Protocol, HTTP ) FJ VA#74 - 42 A ply fel br Re se 

A ASIC LARSY. TT Apache, TIS HARE: HTTP AVIRA ARE, MCHA Internet 



SQ #58 Apache fae 

Explorer Al Mozilla A) Firefox Jill: HTTP Ay AE FA yg SEM 

(1) AP wc lal Web IRA ae Wit Fe 

— KP ail] Web Ika ater 3 SYTEL: CER iA Web HRS filial 2 vie. FB 

AKA. RAE. 

D Web Wart HTTP AS eR AB ACH, Web ick ( ELEY GET fir BOR [Fl 

—S TT, (Eta POST 4494 ). 

Q) IRA aE Web LTR, BLAIR ELE PO ie RS Ui ET. Ro 

9-1 PARA Web 4% Fig 3 IRS ABZ Te) EERE ON BEAL 

3) ARAS-#S Web PEFR hang Tag CRY , FE Web FRA FS EF REIT ICR, BEEF ac 

PYfEIRA Web WAR. FAY MELE, MURS AES IR PA RES SPY Phi 

4 Web WI iar el CMa, SORE IRR aN fe bR AEE. A 9-2 Pras Web 2% iti 

SARS Ht lal ET A ei EAL 

SS EPH AER, 18 . 
: GET HRA EER O HA BEAR BY SRY Fe FZ 

| o NS @ 

FP Si BT aa PE 
) Late ea I: pe 

WA at 

9-1 Web &P vA sR AS a8 <a WIE 9-2 Web S PnFAlAR Ss 28 ae Tae S45) 

SO) AP wii SEBS, WIT Shea any. Fl 9-3 Bray Web 3 Pym 5 AR aE] 

a ee: 
G 6 

HTTP sip ROBERT 0, {Aget Ay LA NRA aie 5 PBK PALER 

NORE Web IG oS 
8080 ), HELL] — AIR te Lie itat 

Web Iki, BERRA AE HEOT A Te) ao og 

(ABBE, Vilalam Ze 80 WIR aR, 

AMRF aire 8080 Ying LT, mE ANE EE, EAT A) Arp ee 
http: //www.smile.com:8080/ ~>Y a 

Tare, 
9.1.2 Apache Ak 3 tai T A Pache: q| nde FQ. TL dal 

“ie Pye nee: 
9-3 Web =P imtlAkss 28 ZI KAEH 

Apache HTTP Server ( fai#« Apache ) 7 Apache 4x{F2EE AARP IT 

FEI —T FF BUSS AR a, A EK BOT LER E RSP : eee “ ” 

att, HFRS ERAMRS BO 2A, Ae T HY Web IW aaiin 7 

poe —, ERR. Ay Se If Ase fay Any API PE, Kf Perl/Python 

A iis aa HE EUR tie P who BSH 
1. Apache AyA# Apache fR3528 

Apache jt 7) f HH FA PKA RE oP AY FB CHA LF es C NCSA ) FF 

13 

ea, PLLA OT UT 
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MIS ARS AIS. AS SeteM— Linux hk (SB 3 hk) 

I, wt, Apache FF WCW HS ALA AY a ot AN or A HE AG. Apache ARS atti Ze Se 

ny (GASES, CLA CE AB OK BAY Internet RHA, JLRS Sr PA Dy Tal see K 

FA Pe) ah 

IrtA, Apache it Netscape I itNKa ah ( AUZE AE Sun ONE ) ZIbASIP AURA HS FE , 

Mah, “EC FPUA TE DIRE ARE FB yy UNIX HY HTTP Haat. 1996 4F 4 ALOK, 

Apache — f {4 Internet [itt 7H) HTTP HR #it 

\\EHt: Apache 4 1995 FAFA AMM, Ly 4a RTH HTTP RAB NCSA 

HTTPd 1.3 YRS KRY, Aes “—Mesbay (a patchy)” MAB. AMARA 

BEA AA shay FAQ Pei AMER AY: “‘Apache’ 2X4 FRA S24 A Apache 

(epee) HAM PR eALA WX, RP A Feel A ey AC AY ERR HAH 

tiny PE” 

Bee UR A SRT, PTI) http:/www.netcraft.com #4 Apache RAN TH Aira A 

IAD AT VALE ICS nk A a EE RF ai TOOL 

2. Apache AYt SM 

Apache 24 ¢ RA UHE, HED HEAE Kha et ip ERY ROE HE AIR it 

ig A Za ee a SC AFB DET RR 

JH FAT a et} Perl, Python, Tcl #1 PHP, jm7TAS ATER 4G mod_access, 

rood auth #il rood digest, i SSL Ail TLS 324 (mod_ ssl), (CHARS 4 (proxy ) PEER. 72 

#3 FAR) URL FS ( FA rood_ rewrite SCHR). eT] A AR SCLF (mod_log_config), LAR Wye SCH 

(mod_include #] mod_ext filter ), 

Apache H its J Wadi at x 00) bi ai A 5) Se IAS AWStats BX Visitors HAT AT 

9.2 INERIRES 

9.2.1 INBixit 

Ail Apache [IRA 4207 238 Web wd. FEF EALAU PU GERS a el 

922 MBit 

ECE SV ARS 4e HR Linux Wh PC —@. wht Atel 2 G@ (Windows 7, Linux), Ff 

AW AITRALEBTEIE AoE, GEHL Ay DAFA EIU LS, A GEL IP HEE, 

une 9-1 ARAB. 

# 9-1 Linux kB BAB PMS 

RHEL7-1 Web fl4-28; VMnetl 
Clientl Linux #% F"34j; VMnetl 

Win7-1 Windows #& "vig; VMnet! 
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fc = S‘BtB Apache Ak 

93 InBScht 

ES 9-1 23. ABS EI1E Apache Ars 

1. 3¢% Apache t8X4ax(+ 
[root@RHEL7-1 ~]# rpm -q httpd 

[root@RHEL7-1 ~]# mkdir /iso 

[root@RHEL7-1 ~]# mount /dev/cdrom /iso 

[root@RHEL7-1~]# yum clean all | / BRA FCI RBA 

[root@RHEL7-1 ~]# yum install httpd -y 

[root@RHEL7-1 ~]# yum install firefox -y / [RA aS 

[root@RHEL7-1 ~]# rpm -gqa|grep httpd / | Were Eee A RE TG MD 

$B: HUT, Firefox RUA CHAER, ESR IME. 

2. tba Xxten{s, Figes SELinux Ait 

Ti ee SHY, Red Hat Enterprise Linux 7 *}4 S SELinux i FPR ae Resk, TERRA 

Mee F, RA SSH ARG AT Lt. RR Apache PHAR, 7ERAE. BU. Ja oyscte, its 

BEN EMTATAT 

EBSA , AT http IRS ATS 4H F 
[root@RHEL7-1 ~]# firewall-cmd --list-all 

[root@RHEL7-1 ~]# firewall-cmd --permanent --add-service=http 

success 

[root@RHEL7-1 ~]# f£irewall-cmd --reload 

success 

[root@RHEL7-1 ~]# firewall-cmd --list-all 

public (active) 

target: default 

icmp-block-inversion: no 

interfaces: ens33 

sources: 

services: ssh dhcpv6é-client samba dns 

3. Mbit httpd ARS eRe 

ALS Apache IRSA, AE, FFBCHIFILA oyna Apache Ik. 

[root@RHEL7-1 ~]# systemctl start httpd 

[root@RHEL7-1 ~]# systemctl enable httpd 

[root@RHEL7-1 ~]# firefox http://127.0.0.1 

Un RG Bl) Al 9-4 Pras Hem a, We AN Apache Ak a KR MT. th Ay A 

Applications "8A At Bea ai Firefox, “ai ACEMBILAR SA http://127.0.0.1, Wire aM 

gas 

Jaay Apache Ik Maran F ( aeeA Sales ik Apache IRA HAR 2 restart HY stop ). 

[root@RHEL7-1 ~]# systemctl start httpd 
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PIZSARS tz. Ala See Linux hk (SH 3 hh) 

Test Page for the Apache HTTP Server on Red Hat Enterprise Linux - Mozilla Firefox a o x 

Test Page for the Apache.. x | + 

| 127.0.0.1 , fie +4 Bi = 

Red Hat Enterprise Linux Test Page 

This page is used to test the proper operation of the Apache HTTP server after it has been installed. If you can read this page, it means that 

the Apache HTTP server installed at this site is working properly. 

If you are a member of the general public: If you are the website administrator: 

The fact that you are seeing this page indicates that the website You may now add content to the directory /var/www/htmi/, Note that 
you just visited is either experiencing problems, or is undergoing until you do so, people visiting your website will see this page, and 
routine maintenance. not your content. To prevent this page from ever being used, 

follow the instructions in the file /etc/nttpd/conf.d/welcome. conf. 
If you would like to let the administrators of this website know that 

you've seen this page instead of the page you expected, you You are free to use the image below on web sites powered by the 

should send them e-mail. In general, mail sent to the name Apache HTTP Server: 

"webmaster" and directed to the website's domain should reach 
the appropriate person. inhi by 2.4 

APACHE 
For example, if you experienced problems while visiting 

www.example.com, you should send e-mail to 

"webmaster@example.com". 

For information on Red Hat Enterprise Linux, please visit the Red 

Hat, Inc. website. The documentation for Red Hat Enterprise Linux 

is available on the Red Hat, Inc. website. 

| 9-4 Apache Ars 28i27FIER 

{£4 9-2 iif Apache ARS ABS 3c tt 

fe Linux AB PACA IRA , HERE BUR BCE CHE, httpd Hea BeAr AY SE Be Bic SC 

ERP UNE 9-2 BAS 2 

# 9-2 Linux ASAI 

Acs CFR RR FM ti B 

Hin A ae /etc/httpd 

FAUE CE /etc/httpd/conf/httpd.conf 

Poe ot NCH A oa /var/www/html 

Vila) A a /var/log/httpd/access_log 

fe be A as /var/log/httpd/error log 

Apache [kK 45H EAC SC/F2E httpd.conf, aia uate a Bsr. xX 

(PARR AY, FSR RIERA A. ATIFCKER TA, Ja EERE HSE Bl], AERA 

Sy FG 

httpd.conf SUFAK AIS, FEA SCPEYAL “ #” FRO TT AERTT. BR ERE AT 

2547 Ib, WR a FE A TON Ee EE CD OP TES. FES MOP AMF shell Wit 

AMA HTML pic. f# CWE A “SACRA BRU”. TH HTML idiaikte xt 
i oe 

<Directory. <> 

Options FollowSymLinks 

AllowOverride None 

</Directory> 

fe httpd ARS FA EAB CE, AEE 3 CRAIN: RRR. eee. 

IAC. FE httpd IRS FE ERC ECE, BAH SE Bu 9-3 PN. 

196 



SQ S521 Apache ase 

# 9-3 ices httpd RSS RANE AWUR istia 

ES AR ik 

ServerRoot AR Fx 

ServerAdmin fey SLD SA 

User IB 1 THR AHA 

Group IAAT ARS AAP 2 

ServerName Poe) see ER Ses FY Sa 

DocumentRoot SOAR A ae ( dh Betis El oe ) 

Directory Ph He A re HAPS 

Listen Waray IP Het: 5 ohig As 

DirectoryIndex PUA AY 8 9 | OL OL AT 

ErrorLog eee A OCT 

CustomLog Vila) A SCF 

Timeout PX] DURINT Ta] , BRUOY 300s 

MB 9-3 PAYA, DocumentRoot BAH FE XC Pa aA TG REE, FBI RU 

FEM i OH FE Bl /var/www/html Ae 5 i SP ak A OT 4 PK index.html, PAL 

AY LA fe]/var/www/html Ae PG APSE, Eee httpd IRA FIBA LI, TABRTES 

WBVAER (FEAL EWI ). 
[root@RHEL7-1 ~]# echo "Welcome To MyWeb" > /var/www/html/index.html 

[root@RHEL7-1 ~]# firefox http://127.0.0.1 

FPA WAAR BA A SOE, YU 9-5 tas. 

Mozilla Firefox ay | ae 

Test Page fort... * / http://127.0.0.1/ * \ + 

|) © | 127.0.0.1 Cet eed 

Welcome To MyWeb 

9-5 BRARCRENS 

tem: RAR LUMPS, MABAMNAAR GD, ®M—€ 7 SELinux 4A. 

LAS PS 4TIE FF: setenforce 0 GHMiX. FARR AAKIULER. 

{ES 9-3 HAIZE Apache ASB LHI 

1. IES SARA RAB ISG 

(69-1) ZESRU TROL PRA CRY eR ETE/var/www/html PWR ae 

CRY AL A SE /home/wwwroot, Ff AK DUCE MCN myweb.html, Fb E-mail 

HAL root@long.com, MI mM 4aytS28 HK AY GB2312, uae VEE? 

C1) ar. 
SORA BSE PRN EI, BOL, Po LE A AB REE OOPS AR Oe 
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MIZS ARS AIS. Ate SEPM Linux hh (# 3 hy) 

fESMIE FSAI RANG Pha, BR id S A er EMR FTE Pe 

AS AY Dt AEA RIAA ot CEL) PLN CHE EHH DirectoryIndex Pere MAY. TERRUL 

fil F, Apache MERU 5L4 PRY index.html, “PAL A] DAR i SK Pa tig Ot BE 

) WRRTT A o 

@ 7& RHEL7-1 MMe Mosceyny ade A at A/home/www, Jf eee OL SCE myweb.html. 

[root@RHEL7-1 ~]# mkdir /home/www 

[root@RHEL7-1 ~]# echo "The Web's DocumentRoot Test " > /home/www/myweb.html 

) 7 RHEL7-1 _., 47FF httpd IR Fey AY EAC CPE, REA 119 Tre Ch 

RAFTER EERIE DocumentRoot (B72 -N/home/www, Wits 2A 124 7A xe A eA 

KY) BX Directory Ja i WY Pe Et 1B BL  /home/www, 42 164 47 1BUL-N DirectoryIndex 

myweb.html index.html, Aue C/E 56 AF BI] RIPE 

[root@RHEL7-1 ~]# vim /etc/httpd/conf/httpd.conf 

se eeeee 

86 ServerAdmin root@long.com 

119 DocumentRoot "/home/www" 

124 <Directory "/home/www"> 

Lao AllowOverride None 

126 # Allow open access: 

t2e Require all granted 

128 </Directory> 
ee eeee 

163 <IfModule dir module> 

164 DirectoryIndex index.html myweb.html 

165 </IfModule> 

HSS: PRT MSN EAR, CSB MYHARAR, CGVISBMRIEL 

Ya R! 

@) LEB AHEAT http IRS, HUA httpd Ik. 
[root@RHEL7-1 ~]# £firewall-cmd --permanent --add-service=http 

[root@RHEL7-1 ~]# £irewall-cmd --reload 

[root@RHEL7-1 ~]# £firewall-cmd --list-all 

(4) 7E Client! Wis} (RHEL7-1 #1 Client! he VMnetl £32, (RUE HIS), 4iR obs 

SRO Wi, WA 9-4 Aras. 
[root@clientl ~]# firefox http://192.168.10.1 

S) WCRCHEDGR 

ayPe! ATARI ST httpd IRAE IA Dim? FDR EL, RA EMG 0 IT 3c 

YEE a PUR AS ALE, AAS httpd IRA RPA i, BB aPPeAE, FETE 

iki lA) http://192.168.10.1/myweb.html pit, serve ACHH OU ALAN “Forbidden You don't 

have permission to access/myweb.html on this server.”, 4H] 9-6 ras. (7A? 2 SELinux 

ATE! PER TT SE TEARS ine 47 setenforce 0, iz SELinux A wiF. 
[root@RHEL7-1 ~]# getenforce 

Enforcing 

[root@RHEL7-1 ~]# setenforce 0 
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SO fe 5 eI Apache lesz 

[root@RHEL7-1 ~]# getenforce 

Permissive 

(3) Bee4ayAy SELinux fA, Jai) VA Enforcing, Permissive #7 1. 0. 

[root@RHEL7-1 ~]# setenforce 0 

[root@RHEL7-1 ~]# getenforce 

Permissive 

stm: © FF) setenforce ik 2 SELinux 12, BERAGARM, toRAKIEA httpd, 

ABE SHIRA SELinux, SRMAP HL] Web RFB. © wREKMAR, THA 

43.4Z- #X/etc/sysconfig/selinux X44, 4% 2K TP SELINUX 448% 4444. ( Enforcing|Permissive, 

KA “O” | “1”). OKRBS KAA KAS FA SELinux, 7 iepla ue BS, WS PMT AS 

I k3a42 SELinux 4] 4209, MUPAAESRARY ALLE S dota s 

Heim: REAR AKMIA, 4RWA OT HR. RERPAPHWAMAAH 

iA, SELinux HMMA AGL! BAN, WRN KAR SAE SELinux 497, 

BEL IN| AE — ASS 4  “Setenforce 0” 7 # SELinux 4 %.7*. 

403 Forbidden - Mozilla Firefox — oO x | Mesilla Firefox = Qo x 

} 403 Forbidden * wht ge fi) J http:/ 1/192... myweb html x | + 

€) ©) 192.168.10.mywebrtmt | | @ FE] — (|) O/1s216810Umywehimi |e] » = 

Forbidden | The Web's DocumentRoot Test 

You don't have permission to access 
/myweb.html on this server. 

49-6 FER ip MitAM A9-7 Ae RPipe Mita 

2. BRTAEDMSGI 

IES Ke IEA RPA AYE es le), AP ay DR a ey eA oY Ea 

la], Apache FJ LASEEUAR RP ASSAF. RP ED DEAS PES AE LE URL Hh st— 

RAI F 
http: //th@ /~username 

Hop, “~username” 7EFi| AF Linux AZt'P AY Apache ARS Ae MAY , ze Linux AZCAY 

IEA SA GAAP OE Linux ASAE ). 

[759-2] ETP Ho 192.168.10.1 A) Apache IRA #8, AA PH long Hwa 

AERA lA), GOP WB eA /home/long, “A 9028 fa] ERY A ae public_html. 

SMA PRA F 
D BeOH PIAA SAB, BEI AB SAT APR 
[root@RHEL7-1 ~]# useradd long 

[root@RHEL7-1 ~]# passwd long 

[root@RHEL7-1 ~]# chmod 705 /home/long 

Q Mg ARUAR TAFE Ws le Bae. 
[root@RHEL7-1 ~]# mkdir /home/long/public_html 

3) BES AE D128 Ta RU OC 
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[root@RHEL7-1 ~]# cd /home/long/public_html 

[root@RHEL7-1 public_html]# echo "this is long's web, ">>index.html 

[root@RHEL7-1 public _html]# ed 

(4) 7F httpd IRA PPP, BURA SAR EE. a, ri BE FC OCF 

/etc/httpd/conf.d/userdir.conf , “aE 17 77H) UserDir disabled BRAT MIN LIPS (4), 

7k: httpd MR FP Fa SA Ee; ADEE 24 47H) UserDir public_html Sah 
ASRS (4) AFR ( UserDir BGS PA nh BE CEs Foe PE oe ox, EI public_html 

Hoe). HERS HE PR AIR I. (FE vim eR AS EA“: set nu”, SANtT > ) 

[root@RHEL7-1 ~]# vim /etc/httpd/conf.d/userdir.conf 

een ewe 

24 UserDir public html 

S) SELnux ie Ait, EBA RCAT httpd IRA, HEU httpd IRF. 
[root@RHEL7-1 ~ 

froot@RHEL7-1 ~ 

]|# setenforce 0 

]# firewall-cmd --permanent --add-service=http 

[root@RHEL7-1 ~]# firewall-cmd --reload 

[root@RHEL7-1 ~]# £irewall-cmd ~-list-al 

[root@RHEL7-1 ~]# systemctl restart httpd 

© CER Pong hype Ss HLA http://192.168.10.1/~long, BBA A ZS fal Dy aR a 

Al 9-8 TAR. 

Mozilla Firefox es ET 

“ httpi/L. Lstong/ x) httpi//..U/tong/ x \ + 

€ ) @ | 192.168.10.1/«long/ a 

this is long's web. 

FAS, wie PRPSHBERP Mik, 4ERLAwWIE? HK-KFSBAABA. 

[root@RHEL/-1 ~]# setenforce 1 

[root@RHEL7-1 ~]# setsebool -P httpd_enable homedirs=on 

3. HUB RLG 

BEN Web wit ARWSP A A oe Ata, PY ASE eS A oe SC. MET RE 

iF Apache Ika 4s # Ase ZoP Ak, EAGLE Apache Ik 4H EASE, (AED Al 

Web wR PAR, EBhLF EA oe PAF ARE PE). BE} PE BR PI, 

Pe ig AY A ae EL al) 44 Ri TA] BA, A Se 

HA RET eA A oe AaB] AP a AS TARR, AAR aA AS IA A Tl 

THA AAR TOL. aSb, OA AE EID AOR AA, A Tee Ae, BR 

ZIP EY Aft OR FCI 7 Fad we EF A ae 

4 Apache Ik tH) FACS CLE httpd.conf fF, iit Alias #8 CU EH Ae. 

(5) 9-3] 76 IP Hak 192.168.10.1 MY Apache IRS#S'P, BE A/test/AY HEI ASE, 

EXT I PRR ee /virdir/, FFCE AE PH anaillit 

QD filly FE A e/virdir/ 

200 



SOS #581 Apache froze 

[root@RHEL?7-1 *)# mkdir .-p /virdir/ 

2) fae A oe PABA CLF 
[root@RHEL7-1 ~]# ed /virdir/ 

[root@RHEL7-1 virdir]# echo "This is Virtual Directory sample, ">>index.html 

3) EBCERVOCHFESARBES , (SEER AA A iSe AIST AE 
[root@RHEL7-1 virdir]# chmod 705 /virdir/index.html 

WAT 
[root@RHEL7-1 virdir]# chmod 705 /virdir -R 

[root@RHEL 7-1 virdir)]+ ed 

(4) {62X/etc/httpd/conf/httpd.conf X/F, YSN Fm A 
Rigas 1.2 test." /yirdir" 

= <Directory "/virdir"> 

AllowOverride None 

Require all granted 

</Directory> 

©) SELnux kB ARIF, hPa RT httpd Ik, HOG httpd ks. 

[root@RHEL7-1 ~]# setenforce 0 

[Oot GRHEL/-—1- ~] 

[root@RHEL7-1 ~]# firewall-cmd --reload 

[root@RHEL7-1 ~]# £firewall-cmd --list-allt 

[root@RHEL7-1 ~]# systemctl restart httpd 

© 724 Pig Client) MME PLA: “http://192.168.10.1/test” Ja, AFA HEI A ae Ay 

Va Pac G0 I 9-9 ime 

$594 Hie Mice 

1. 4RARILE ( ServerRoot ) 

Ace SCPE AY ServerRoot BxFKiz’a Apache MACE ICE. FRR ICE AIA RCE AFF 

MAK, FFAKA REET AAT, QR Pe Beis A RS, LE A 

XP TIX PERE. FERRU TUL PE, ARBRE A /etc/httpd, A] WAR Tits BED. 

(19-4) Wet A se A/usr/local/httpd. 

ServerRoot “/usr/local/httpa"™ 

2. tis 

Timeout BaF H Fis a Bee A AGS HEIN AY INC. BRA TB) Mice so GIR PR 

ESE Ti] A in Ta ATC IE LARS as, WW LAA, RTA Ta] 120s, PT ARE PA Bethe 

aye 

CG 9-5) WIN AT [A] 300s. 
Timeout 300 

3. BP meee iR gl 

BE Pa hig Ee BS ill FR CEE AI, www IRS aR IES EP iia ETA), FIA Te 

ETT) ee IE oP i EPR il 

C1) APPA BEC ERAT ER til 

DEI IoC AN EGE HH CPE ABET], PASE Be keg a Aa Te), (fue 22 BI a Pd Cae 

KAGE ZI Tobe? UREA EAS Ph A) Pl, Tee 7)y, WOT He a te] Ni aR BE Ye 

soln), (AOR Riel ea a, IN a) a a, — Ae SE — AIR FY BEB 

He firewall-cmd --permanent --add-service=http 

SHE 
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MIZE AR SASS. ASS BHM Linux hk (8 3 hh) 

RS. THA, RAEI, A RE. I FS, EE IR 

Ae HE ES A 4 ED, steep ite = Ef Zl) fer LTA, (AE, WEP ot ia APR 

MW, WRIA DDOS ( 4) 4p stFE AAR Bae ), Ta9R a] “ie BIBI SARIN. Ve: 

AASV PS PS EY) PO) 2 ES TKS TE ES DU AE, PPA BIS ill AEP Ze RIE AE i A 

BEE) 

) SLA PA aig Ze RPE ail 

TERE CEA, MaxClients # BUN Fic a le]—IN ZA KA AP i Di Be , BRU 

FE 256, DOF) WA PRM AMAT, WR Ka DA ES Ps TOE 

CH 9-6) Wee PA inieeRCN 500. 
<IfModule prefork.c> 

StartServers 8 

MinSpareServers 2 

MaxSpareServers 20 

ServerLimit 500 

MaxClients 500 

MaxRequestSPerChild 4000 

</IfModule> 

$B: MaxChents = FE th Ey a) i BY Fj BRIE—x*K, A jE eT, ix B a) MaxClients KAAE 

<IfModule _ prefork.c> </IfModule>i% ** 4 4 4 P44. 

4. REE SAAT 

EP hig a Ta IRS Hit ACHE BRET, AR aE A eR A FE ee 15 AY Da Be it 2 PA 

, FA EME BE AY E-mail Het, DARE PARR. 

AY WA AY ServerAdmin BORK 747 FE nt AY) E-mail Hit. 

(9-7) Wee FAY) E-mail Hetty root@smile.com. 

ServerAdmin root@smile.com 

5. WEetVNeM 

ServerName faze SM SARS aR PA Ss, AAO ai, WRI AEM DNS 

PK, ALAA TP Hott, “A, FEPE TO Pa A IP Hk, ety Sse See Ie) YE. 

CH) 9-8) BOAR aE DLA PK Reig AS 
ServerName www.example.com: 80 

F2I5: iE AIH) ServerName FFRiK AIRF 2H) EALZ ARR IP Hath, ASMA 

A, = +k HL Could not reliably determine the server’s fully qualified domain name, using 127.0.0.1 

for ServerName 4944 7R42 7 . 

6. Raisins 

FA aA Ta], He A], BIN HD SEH OR A PO St AS Ta], aR 

HEY SULA ai ing 8) PX] ps AAT EP re A) PX] OL es AN, I SP RTA BIAS ALIS, ROA 

FLA Be BES BETA AS TR] LE, RE STR ACTA. UN ARIE He ELAN EAE, 

ZOE FALE A 

httpd.conf "P(#}] AddDefaultCharset (BORK EARS ANU StS. ZERRUOL PAR 

Fie AR UTF-8, mate GB2312, FARHAN GB18030. FARE 

a 
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SQ fS5 8 Apache sre 

VAR Af aa A 22 AST PX] SCPE aR E.R A EE EK 28, ET WE 

IADR o 

CG9-9)] ies ash Sat A GB2312. 
AddDefaultCharset GB2312 

F215: Bi ie A MAP HAZ, Mey vAFe@ AddDefaultCharset 4 Liz, KARMEL 

SENT Yin FH, GLHGLRI AS AAEM AA AR AAD MAAR A, KE ADA. wTZ 

S 0) sb4B3e, HAF RIA VE AESF AddDefaultCharset + FLA A IK. 

7. ARS 

Ae ARS tt ESET AREA ATED AI SE Shy, BIE TAA 

WGEAB ER Web Ik 4 FSET A ae BASES PY LCE TT) 5 TRE 4S PF EE SY 

ASR ADSCFZAA RY. Poa eA i eA ay RPE Ae, MINE Pl 

On, 4222 192.168.0.100 MA Pinal ES A SRA EOC, FAT {8 4<Directory> </Directory> 

SRI 6 DE AeA), EMOTE, TEBE ASAE PA options, AllowOverride, 

Limit 8S, Ea DTPA EI). Apache A oki le) te iil ae We 9-4 TAN 

% 9-4 Apache BRATHAN 

i A) Fe ell EI fa | ik 

Options BOR TRE AR PAIRS ae, ARS Be A SE de 9-5 

AllowOverride Wet Oil (a al Pe ill SC Fhtaccess, AAAS BOI AY HUE LAS 9-6 

Order wee. Apache SRAM lA AIE A Allow All Deny if) Ab FBI AE 

Allow WH CIF] Apache RASA EAL, WWE ESL, thay Le IP Hott 

Deny WweTEAAyy la] Apache IR48 IN EDL, WEES, teal ee IP Hoh 

(1) BERR A xe. 
<Directory/> 

“Options FollowSymLinks 

(ES) AllowOverride None 

</Directory> 

DEAS i A Aes BY PA QP 

Options EeKE A ae EEE, Ja AY) FollowSymLinks 4#4-487n FI LAFEIX 

Ase ht Ais ees. Options WA WICH RANE, AY ULE SZ 9-5. 

(2) AllowOverride }] Fix htaccess S/F PATE SAS HY, None #27n38 1k (8 A htaccess. 

% 9-5 Options IRASBUA 

Fy Fz IAL fe 

mda VE AR. SV " MW Ase YA DirectoryIndex BBG ZE AY LCE AY , 

SN th Ase Pay A ei 

Multiviews FOVE PVA BP ra & AL 

All SEKE Multiviews WIYhM Pra vet, MRA Options i877), WBA All 

ExecCGl PVF LEI Bl oe FT CGI JAAS 

FollowSysmLinks WT AEA Be PRAT Ss ee, Will Afih A ae 
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SARS aise. Ace Set Linux hy (8 3 hk) 

BY Fi I AN fa | 

Includes STOVE ARS Hi ia EI SST (WR ae ) BOR 

IncludesNoExec FRVF ARS HE SST CURA ARLE) BAS, TASS EAT CGI HAMAS 

SymLinksIfOwnerMatch BR CES Foe Fla] — A Spats Bee 

Em: FUR “+” XS” HE Options AMP AMAR EPARMH. woRA 

12 IRM, ARABB YH Options 7A a 4 AEE AVA Al 49 Options 444-49 FE. 

(2) BBC FoR. 
<Directory "/var/www/html"> 

Options Indexes FollowSymLinks 

AllowOverride None 

Order allow, deny 

Allow from all 

</Directory> 

DEAS Pan eS AY 3 TEA 

@) AllowOverride (5 A AS48  2H I Ab Ai AA UGE. 

2) ERAN TAKES Allow #il Deny BAY Mh FBIITRF . 

@) Allow Bx FA Ric Le & Fe AT LARS Ht. HTN AY Deny BCU) FASE BRS fil 

ARG Ae A aig AN BEV TA] IRS A 

Allow #il Deny BH) Ab SWINURE AR iy BEE, ie ZEEE SARE NT AEB 
tavil—: Order allow, deny 

BN ehU ta PAIL ATA A Pile], A Allow Be7eE Deny EX ZATPRDC BC. a REE 

Ufc Allow fe, MVLAC Deny Bx, Ill] Deny Bum /ERL, that, Deny 27 GG Allow. 

tat —: Order deny, allow 

FN BAU BOL PCE ATA RP ala], A Deny Ee7F Allow 18 AJ ZAVARUC BE, Woe BE 

DLA Allow Ez, DULAC Deny Bs, Wl] Allow Brie E30, th wtih, Allow #4 iti Deny. 

“PIAS LAA Allow Al Deny PRAY FAVE. 

(519-10) mithak Poms) (SORTED. 
Order allow, deny 

Allow from all 

C5 9-11] $224 IP HEHE 192.168.100.100 MISE A .bad.com BRAN tay lal, eae 

HEAT LATE Baila 
Order deny,allow 

Deny from: 192.1668. 200.100 

Deny from. bad.com 

CH 9-12] (ILIF 192.168.0.0/24 IBAA Pamala), {ALA 192.168.0.100 AAEVTIA 
Order allow,deny 

Allow from: 192.068 20, 0/24 

Deny = rom 192 eee Oy Oo 

AY SAA eit AGE 8 AR A AEA, RRP IF 

CH) 9-13] RL www.test.com MEAL, sVFA Pra Avila] Apache IRS #5. 
Order allow,deny 

eee 
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SQ fS5 8 Apache Ares 

Allow from alt 

Deny from www.test.com 

CG 9-14] Arie 10.0.0.0/8 MBCA EALITIA IRS 48 
Order deny,allow 

Deny from all 

AiLow teom 0.050 0/255.255.0.0 

j£%a: Over. Allow from #7 Deny from * #274], E413 KS KAR, {2 allow # deny 

ZlavA “.” 4a], —ALM AAA LH. 

FRITZ: te RAR ART ES OF UR IRIE, VME <Files <1+2></Files>4 818 4) 
KM, FikFAe4# <Directory "A 3"></Directory>/L--—#t. #40 

<Files "/var/www/html/f1l.txt"> 

Order allow, deny 

Allow from all 3 

</Files> / 

€£$ 9-5 ACS RHE 

HEU ELE Web Ik ah, WW AA Poe IP Hehk, Sy Blotig A Ss Het A a] 

A Web wh, MPV DARE ARE, ORRMBCAT WRIA i 2 a AK 

1. ACESS IP HELA EM 

Boe SE IP HOE AY Med E Lite 2 ERS AS ESE PT IP Hott, SAA BC Apache, FL 

AY SBE TEAS Ta] AY) IP Hk Ee, Vals aR EANTA) AY IP HOE, CRT LA BAS TaD EY ah 

(5) 9-15) {fei Apache R448 192.168.10.1 Al 192.168.10.2 PAS IP Hak ( HEAT ZE 

IRA ae PBC IPA IP HEHE ). cppge ® IP Hebi oy Hl GP PSE IP Het AY ee 0 

AL, BOkATAAY CAME ALT Dy lal, BURSA AEA A). BCE Ra FP 

CD Bia * “Applications” — “syle ie oS se ” —» “Network”, PRTC FCAA , 

fT FFA 9- 9 PRR RC ENTE, eee “+” YSN IP Honk, stave Ha “Apply” f&#H. 

RED] WER EBS IP Hk, “SAW Ae eR LB eH IP Het. 

Wired x 

Detail 

Security 

Identity Addresses Manual 7) 

IPv6 Address 192.168.10.1 

Reset 

Netmask | 255.255.255.0 rT 

Gateway | 192.168.10.254 

Address | 192.168.10.2 

Netmask | 255.255.255.0 t, 

Dodd 

9-9 ARNIS IP ib 
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pales AR eH Jz © tL inux hy (368 3 hg) 

Q) 4p Hl Bl] 8!/var/www/ip | Fll/var/www/ip2 PASE A ae APRA 

[root@RHEL7-1 ~]# mkdir /var/www/ipl /var/www/ip2 

[root@RHEL7-1 ~]# echo "this is 192.168.10.1's web.">/var/www/ip1/index.html 

[root@RHEL7-1 ~]# echo "this is 192.168.10.2's web.">/var/www/ip2/index.html 

3) YSpil/ete/httpd/conf.d/vhost.conf S/F, FASCVEAN AS Ze 4 F 
Hit HSE FT IP HEA 192.168.10.1 AY HEEL 

<Virtualhost  Le2 a oe i> 

DocumentRoot /var/www/ipl 

</Virtualhost> 

Hie IP HOE 192.168.10.2 AME EBL 
Wirtvalhost 192.168" 20).2> 

DocumentRoot /var/www/ip2 

</Virtualhost> 

4) SELnux iH ASVE, LEDGER T httpd IRS, HOS httpd IRA ( OUATTAERE ). 

G) CEA PE AEH AY WB http://192.168.10.1 Fl http://192.168.10.2 PY Px sak A Da Me 

2 UA] 9-10 BAN 

Test otek for the daueclalle HTTP Server on Red Hat ope he Linux - Mozilla Firefox - O &X 

about:sessionrestore *% / Test Page for the PRES * ne 

€)@/192.168101 — @ |1Q Search war» = 

Red Hat Enterprise Linux Test Page 

This page is used to test the proper operation of the Apache HTTP server 

after it has been installed. If you can read this page, it means that the 
Apache HTTP server installed at this site is working properly. 

if you are a member of the if you are the website 

MA general public: administrator: 

The fact that you are seeing this You may now add content to the 
page indicates that the website directory /var/w/htmi/. Note that D VA A 

A Vy) you just visited is either until you do so, people visiting 
experiencing problems, or is your website will see this page, 

| 9-10 WUsstet HEMSRYA BE 

be. aye! ATARI S httpd IRS EP AEA a? FRR, A CE AY) 0 TE 3 

FEA AEE AP RUA EY, AAS httpd IRA ARP RUC OU. FRAT HE eA 7 I 

to access /index.html on this server”, 3X—Wabst FACE CE PRA IE A SAL TB! 

Tii& ze FE /etc/httpd/conf/httpd.conf PYSIA KPA Pk ARABIA (RC /var/www A 

SRAM BRA AY VA). 

<Directory "/var/www/ipl"> 

sal: Daal l/index.html DUTY , be 78 ACHW OL AT HA ii. aN “Forbidden You don't have permission 

AllowOverride None 

| Require all granted 

</Directory> 

<Directory "/var/www/ip2"> 

AllowOverride None 

Require all granted 

</Directory> 

206 ae oN 



case Apache Ak 2 

me: ATARE HHL LAH OEWEMRENwB A, KO-SRKIMAS, IFA 

BRP RAH ASM, Rea F SI. 

UFR A RAE HL/ete/httpd/conf.d/vhost.conf fF, Z7EJFOR AMZ a Le mA, BT 

PS? TP 
#B ARAVA, RAD BA! 

<Directory /var/www> 

AllowOverride None 

Require all granted 

</Directory> 

2. ASSMAN REM 

JET EIU EDL A RRS aR IP HOE BAT, ra ao et ELSES J — 

IP Hu, REF E LZ Dal a YET XP 

BEE VEL FIM EAL EDL, DNS IRS at PIV A EDL, HEE AT Bll 

—/S TP Hoth, Plan: 
www.smile.com. IN A 192. 168.10 2. 

www.long.com. IN A 192.168.1021 

Cf) 9-16] {fis Apache ARa#r HY IP Het 192.168.10.1. AEASHE DNS ARS Ht 1% IP 

HEM Aa PIA www1.long.com #il www2.long.com. Ptr 22 EEF BY AN HSU EBL, 

BEAR AS [ri] A ED ELT DE Ae Ae], BRU OCMINAAE A Ta], A PRU FP 

QD 45) GE/var/www/smile F#ll/var/www/long PY7+E Ask AIBRUA SCF 

[root@RHEL7-1 ~]# mkdir /var/www/wwwl = /var/www/www2 
[root@RHEL7-1 ~]# echo “wwwl.long.com's web.">/var/www/wwwl1/index.html 

[root@RHEL7-1 ~]# echo "www2.long.com's web.">/var/www/www2/index.html 

Q) (B2X httpd.conf S/F. BSI A RAPE A ZEUH FB 

<Directory "/var/www"> 

AllowOverride None 

Require all granted 

</Directory> 

3) {62/ete/httpd/conf.d/vhost.conf 3C/F. VASCHFISAN ZS SB CORINA AS ZS). 
ViaticmueenOs t uo. Ook 

DocumentRoot /var/www/wwwl 

ServerName wwwl.long.com 

</Virtualhost> 

LVirtueaviost 192 7 oe elu. Le 

DocumentRoot /var/www/www2 

ServerName www2.long.com 

</Virtualhost> 

@ SELnux KARI, LEB ASSERT httpd IRA, HOA httpd IRA. FER P Ym Client] 

EW. BWR DNS ARS 4S TIE WA, WHR Client] iB IEWHAY DNS IRA ae HOt 

( etc/resolv.conf ). 

«SER: £61 9-16 REP, DNS MEARE EXEL, —LZMHR long. com RSA 
EHMAEM, BRAM. EA Riek Leb (BATA). 
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ZS ARS eS, Ae SBHM Linux hk (8 3 hh) 

[root@RHEL7-1 ~]# vim /var/named/long.com. zone 

eTrTL. £B 

@ IN SOA. ‘dns.long.com. mail .long, com. = { 

0 ; serial 

1D 7 vrefresh 

1H ;. YeUry 

1W ; expire 

a) ; minimum 

@ IN NS dns.long.com. 

@ IN MX 10 mail.long.com. 

dns IN A LO?) Loe. Loe st 

wwwl IN A LOR eet WOR 

www2 IN A nS Waal Sits rg 01 8 al 

FS. AT MitwA®@, £ Clientl £ A4#7% F/etc/hosts ww FAR, WEAK DNS AR 

$B? 

1O2 1LGS. 10.10" www, Longscom 

192.1 68710 .1:www2: long. com 

3. BP imO SARS PACS 

FE vig AS A ae EL AC Rt ARS a SOP HE BID , For a ae FA ELSE |] — 

SIP, eG OL aA TA] ig AS XP FEC SE Tg AS PE ELA AD, 

Be AY Listen va Ai 8 te Ur AY Ying A 

(5) 9-17] {Ei Apache AR 4504 IP HEHEN 192.168.10.1, PFE BEEF 8088 Fil 8089 

PY AS a stig FS A EL, BOR AN Ta] AY eA ELT a Ee ANT], BRU OCS ALA AS 

lr}, UAC? ACE APSR GH P 

QD 4p 5G 4E/var/www/8088 Fll/var/www/8089 PAS =E A SEA ERU OE. 

[root@RHEL7-1 ~]# mkdir /var/www/8088 /var/www/8089 

[root@RHEL7-1 ~]# echo "8088 port's web.">/var/www/8088/index.html 

[root@RHEL7-1 ~]# echo "8089 port's web.">/var/www/8089/index.html 

2) (BX/etc/httpd/conf/httpd.conf SF. WSCHEAIE RON Au F 
Listen 8088 

Listen 8089 

<Directory "/var/www"> 

AllowOverride None 

Require all granted 

</Directory> 

(3) {E2X/ete/httpd/conf.d/vhost.conf C(F, HASCHEAS AI AaB (ORAS AES 
<Vizttuathost 192.168.10.1:8088> 

DocumentRoot /var/www/8088 

</Virtualhost> 

Wirtvealnost £92. 168.200: soe o> 

DocumentRoot /var/www/8089 

x / Pur Cua kaos t> 

4) KAR ARE AI SELinux, HS httpd IR, SURE Pig Client] Eyist, jstZt 

RARA MT, UA 9-11 Bras. 
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| Problem loading page - Mozilla Firefox =3, ‘ey x 

é& Problem loading page * | + 

| € ) © | 192.168.10.1:81 C |} Search wih + ff VU = 

Unable to connect 

| Firefox can't establish a connection to the server at 192.168.10.1:8088. 

* The site could be temporarily unavailable or too busy. Try again in a few moments 

e !f you are unable to load any pages, check your computer's network connection. 

e if your computer or network is protected by a firewall or proxy, make sure that Firefox is permitted to access the 

Web, 

| Try Again 

Bott Bia) 192.168.10.1: 8088 #844 

S) WFR BR, ICA firewall Dp SE KI! El] 8088 Fl 8089 Yai FELASA JF Apache HR 
FF Wigs Ze oT, TABATA httpd IRS REA SUSE SS, PAB a Se HB fa (i FA 
Apache }I 45-18 Fix Pig FS A EA firewall-cmd 9K} is 22 ig FI 7k ASI public KX 

ik, FPR DUA. 

[root@RHEL7-1 ~]# firewall-cmd --list-all 

public (active) ---*: 

services: ssh dhcpv6é-client samba dns http 

[root@RHEL7-1 ~]#£irewall-cmd --zone=public --add-port=8088/tcp 

success 

[root@RHEL7-1 ~]# firewall-cmd --permanent --zone=public --add-port=8089/tcp 

[root@RHEL7-1 ~]# firewall-cmd --permanent --zone=public --add-port=8088/tcp 

[root@RHEL7-1 ~]# firewall-cmd --reload 

[root@RHEL7-1 ~]# firewall-cmd --list-all 

puoLac (active) 

services: ssh dhcpv6-client samba dns http 

ports: 8089/tcp 8088/tcp 

© FAVE Client! Eis, 452404 9-12 Pras. 

Mozilla Firefox Seer eR . Mozilla Firefox = oO x 

ede N92. 168.10.1:8 1:8088/ — ce ae “http:// /1192. 192.168. 10. 1:8089/_ x \ + ne 

( ©) © | 192.168. 10.1:808 BB | fey | Se) 1) O| 192.168.10.1 B089 el» = 

8088 port’ s web. | 8089 port's web. 

9-12 AlalvmO Re PLAT Mists SS 

#915: #4 “Applications” > “Sundry” > “Firewall “, 477A KGa HO, ae 

HRA Ee K3s, 4600 A public R344 port (340) F, EA Rayo REA, 

Ay RE. 
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$$ 9-6 ABARPSONAE 

1. .htaccess SO(+H sill FAY 

{tA e.btaccess S/FWE? fai Pu, EPP, HOR AC AA Dv A Se ET] 

Wik, Ait, FEHB AYA EAHA DY A oe PY ntaccess SCP PRET TTA Pe HY. 1X 

xe) AllowOverride PALA 
AllowOverride none 

564 A T htaccess fF. VAMMMFTIFE ME? AR iAP, ORF “none” Bey “AuthConfig”. 
<Directory /> 

Options FollowSymLinks 

AllowOverride AuthConfig 

</Directory> 

ACE EY ALE he BEEF Td Pa hil BY A ae RE htaccess SUF YS . BIER, MX 

(ERI “2”, LBA FET OE (TSE LT WR FS CE, Ri EE 

httpd.conf Pic's: Bil ry ). 

FA, FE httpd.conf A'J<Directory/> FH ae{UiS BoP Ay AllowOverride #22} 4 fill htaccess 

RIPE TIN BC'S. Allow Override HAUIZEBM, ABR aE S £ 9-6, 

# 9-6 AllowOverride #§8S(# RAS S28 

AuthDBMGroupFile,AuthDBMUserFile,AuthGroupFile, | ZE7TUGE. BALL Ree 
es AuthName, AuthType, AuthUserFile, Require ja 

FileInfo DefaultType, CAR ATE Bee LanguagePriority, Bstb 3c (Ab Sy at HY GES 

SetHandler, SetInputFilter, SetOutputFilter 

AddDescription,AddIcon, AddIconByEncoding, DefaultIcon, 

Indexes AddIconByType, DirectoryIndex, ReadmeName FancyIndexing, | £1!) A ae VUZE Ars FAKES 
HeaderName, IndexIgnore, IndexOptions 

Limit Allow,Deny,Order HES A Sei) Pe tll PAB ETE S 

. Ja FAAS BE Ze EB 8c EA 
Options Options, XBitHack iy EIT 

All iia A Ay DMEF EA TES 

None BE IE SES Ta $8 > BA IEAb SH htaccess SCfE 

(Ec 4A! clinuxer #4) Web Ax€ ( public html) Firat f—~ htaccess M/F, ASCE 

4 Xt 442 -N/home/clinuxer/public_html/.htaccess, LSE Apache IRA #hIf AS BRE BUX FC 

FE, ize MAR Boe RIP aie 2s htaccess SCF. 
/ .htaccess 

/home/ .htaccess 

/home/clinuxer/ .htaccess 

/home/clinuxer/public html/.htaccess 

ORK MERE PAT. htaccess X14, Ul/home/clinuxer/.htaccess, Jl] Apache #27 

/home/clinuxer/public html/.htaccess, ffi] ##:13é/home/clinuxer/.htaccess. 

2. BPStaik 
Apache "PAYA -AGUGE, thay DORE “A eel” BR “opt Be” Fisk, 
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FCP AAA YZ AN LL htaccess WEAF. 

C1) GAR % Faas 

#t/usr/local/httpd/bin Hae F, A—~* htpasswd FHT ICE, ERR ARDE BI) htaccess WC 

FRED UDAEEA AISA. ERMA SCONE. 
[root@RHEL7-1 ~]# htpasswd [-bcD] [-mdps] #MxMe2> FAAS 

Ze 
@ -b: FAFA Ce A. htpasswd Ae zN HA FAP aS, Ak a PEO 
ATLA ARS, IPA ERE 

e -c: MB (create) —P IEICE. 

e -D: MHK—THF. 
e -m: *]H MDS 4at5 Hn . 

e -d: KAI CRYPT Sagas, REMIT SK. 
e -p: KATMAI aS. AAKRe MURA, AAA HEED. 
e -s: KH SHA Jaf In . 

(9-18)  @t—~+ FF -htaccess HSU GER HI yyl. 

fe SA Ae F A 2— htpasswd C/E, FFYSII—TS ALR yyl, 284524 P@sswOrd. 
[root@RHEL7-1 ~]# htpasswd -c -mb .htpasswd yyl P€ssw0rd 

(2) Scfiil 

(59-19) wii—P EIA Se “/httest”, LL Pai AP 3 ee ED Il 

D B22—THAP smile, DiARIALA RAS. 
[root@RHEL7-1 ~]# mkdir /virdir/test 

[root@RHEL7-1 ~]# echo "Require valid_users’s web.">/virdir/test/index.html 

[root@RHEL7-1 ~]# ed /virdir/test 

[root@RHEL7-1 test]# /usr/bin/htpasswd -c /usr/local/.htpasswd smile 

ZI eBoRB AP SPA, Ba Him “Adding pape: for user smile” . 

RIA ETE. htpasswd SFP YSIIA AP , WU REEL BR i ( APB BtKc )). 

[root@RHEL7-1 test]# /usr/bin/htpasswd /usr/local/.htpasswd user2 

(2) ZE httpd.conf S/F FIZ BK A Se IRV A htaccess E77 FAA AGE. 

IMAI RAZA (ABEL RES SIAC CEP, RTA] ). 
Mitac. /Attest? "/vairdir test" 

<Directory “/swirdir/test"> 

Options Indexes MultiViews FollowSymLinks #7ivPaIAs 

AllowOverride AuthConfig HA AAP SiGe 

Order deny,allow 

Allow from all $e iA AP ill 

AuthName Test _Zone $e COUGEZ ES, SRM. htpasswd SCF ANB 

</Directory> 

URIBE S Apache AY EAC CLE httpd.conf, Wi Zi tA Apache 7 2x(e Pr AC BER. AY 

Didh4y “systemctl restart httpd” AiO HAA aN’E . 

(3) #£/virdir/test Hae reE— htaccess M+, AAU EF. 

[root@RHEL7-1 test]# cd /virdir/test 

[root@RHEL7-1 test]# touch .htaccess ; BJ htaccess 

[root@RHEL7-1 test]# vim .htaccess ; He htaccess MIFFFIMNAW FAK 

AuthName "Test Zone" 

AuthType Basic 

aii 
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AuthUserFile /usr/local/.htpasswd HH HA FF NCES A 7 [ia] AY BPE SE 

require valid-user #4 A A RAS CAE AR A 

SEB: 4oK htpasswd AERA RBELP, W)iK AuthUserFile 7 44 1% LAN 

EXT FEF 

@) CER PFT IPE AeA. http://192.168.10.1/httest, 4-4 9-13 Pras. Vila] Apache fk 

St LDR ASAT, Zee EBO, AA ATE RII HP eA BET, 

Un) 9-14 TAN 

Mozilla Firefox BS oO 4 

http://192.168.10.1/httest/ * | + 

€ > @) 192.168.10.1/httest | » 

Require valid users’s web. 

= an 4abAg sp} roa 19-13 LEGS Resin IRAS 

Authentication Required x 

http://192.168.10.1 is requesting your username and password. The site says: “Test Zone” 

User Name: | 

Password: | eee 

Cancel OK 

9-14 i ARPS S77 Bei lo) 

94 IBS 

1. Ais 

SUA AR: SEVISHA AC SEE Web HR at 

2. hAas= 

{Bc OI ae HFRS DOL ES 4k SL, SBCA 4 www.king.com, “# eee! 

BOTA BE BOM IP A ERS, AB SAE VB EAHA «= BH O-2 SIT Be 

ER KER ZA AT) AHA 9-15 ATAN. S512 Web fps22 

Internet 

| Web fila 35-48 Bid 6 4 

(1) SEF Hea Bae 
| (2) dE-FIP 
[ke 102 1684:2 

eeeee 192.168.1.3 

| (3) HEF BLY 
www.mlx.com 
www.king.com 

Ce ee a ee a (CHI BBS Web hk 4-38 

19-15 Web Ars 28132 5805 WAtGFh 
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PRAT A BE A PT ACE RS BOR SPRL FOIA. 

(1) WEE esta, WENA sha, URL WX http://www.king.com/~ JH FX, - 

(2) TE Web I ait PHT —P4 A private MEA se, AMPA FER 44 J /data/ private, 

FFACE Web Ika aextiA KEW A SUR BAP UGE, Rote kingma Fill. 

(3) FE Web Haas PB7—*4 W private WHA Se, BONA EEA AE /dirl/test, JF 

Acie: Web IRA aM UItiPK A PAZ jnrp.net SKA 192.168.1.0/24 IBIAS PAL aHAREID BSE 

(4) 49 192.168.1.2 All 192.168.1.3 Wis IP Hott, BigP IP HOE AS REA SEWL. ACHP IP 
HH A 192.168.1.2 AREF ELST AY E A eA /var/www/ip2, IP Hedy 192.168.1.3 Ay HEE 

DLXT LAY =E A ae A/var/wwwi/ip3. 

(5) BE www.mlx.com #i] www.king.com PYSERY A EIUERL, SO www.mlx.com 

AY ee ELT AY =E A eA /var/www/mlx, BRYA www.king.com AY Het EALe nny EA ae 

/var/www/king } 

3. RERS 

FEA AL ELS LB La at. 

(1) EFA eed A eA fay eb? 

(2) SEF iy AY EIU EOLA A ERT A? 

(3) Qt AAR BoE? 

4. {iX—fil 

AHR ABER MAMA, RFA So OC SE aM 

95 Am 

—, Ben 

1. Web A441 AA PSE , RMP 

2. HTTP ik aR og Fe : 
3. Red Hat Enterprise Linux 6 *% 4 S SELinux ix PPisop yeast, ABOAWACEP, 

RA ARS FY LA aH at 

4. fear Otel ABA, A ap FTP Linux Ace Ade fH 

=. eee 

lL. Paha By DAA ict Red Hat Linux JAZAY Asay httpd IRs? ( ) 

, PX ie , 

A. service B. ntsysv C. useradd D._ startx 

2. #£ Red Hat Linux P= 23% Apache IRS 45AY, BOAR Web WI A RA ( Ve 

A. /etc/httpd B. /var/www/html 

C. /etc/home D. /home/httpd 

3. Xf Apache Weak, PEGA EPEMERU SA Fe ( Je 

A. root B. apached C. httpd D. nobody 

4. Apache IRA aR etA NY LEAT SVE ( i 

A. inetd B. xinetd C. standby D. standalone 

5. FAP = UY Ae CH httpd.conf fy ( ) BRUCE « 

A. UserDir B. Directory C. public html D. DocumentRoot 

EARS 
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6. Wit Apache Ikari}, —PRORRARSS AY ta SBE BAZ ( ) Hg O_k. 

A. 10000 eS C.s'80 0 alee Bo, 

7. PAN AE Apahce EF EOL UIP OH ae Jo 

A. allow B. deny CA) order D. all 

8. HDR BE SIRS aie AE FRI, AN FED a Ey AY E-mail She ( Ie 

A. Servername B. ServerAdmin C. ServerRoot D. DocumentRoot 

9. 74E Apache EFA 4 vila Pell A, AE RA ae CPE TE ( eo 

A. smbpasswd B. htpasswd C. passwd D. password 

96 Lea m 
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1. $297 Web Ikea, [RIN Z—h% A/mytest MEI A Se, JRE RL Pi 

(1) i Apache #8 A oe 4y/etc/httpd. 

(2) WEA 4 BY test.html. 

(3) BADER AY AY TA) Ay 240s. 

(4) BO EF 500. 
(5) Wwe sh E-mail Hotty root@smile.com, 

(6) HEU A SOOT DASE ps Al ae 4/linux/apache 

(7) KE A EE AIRE 192.168.0.0/24 PI BEA ZS Paria Tal 

(8) 4p Hl Wit Web Has ak A MEI A ae. 

2. FES AREY. security Ask, JFTEMU PIE. 

(1) KA SR AAA PUEDE. 

(2) MICVF userl Fill user2 WKS IF]. 

(3) EX Apache BRUWS UT A, RRB EY 8080. 

(4) KEIR Apache IRA AYA IZA A nobody, 

(5) FRIESEN A Se DEAE 

(6) {8X chroot HLiill M4 Apache IR WAR A se. 

3. BW MIUERL, FCM Pi. 

(1) #57 IP HOHE 192.168.0.1 AEA EAL 1, PDA SCY At 4y/usr/local/www/web1 . 

(2) (IRV A .smile.com Jay AP vig AY WADA EIU EWL 1. 

(3) 2x7 IP HedEA 192.168.0.2 MI REFU EDL 2, SP DAYICRY A St A /usr/local/www/web2. 

(4) {MIRROR A long.com. Sa Ay As FP sain AY DA ii fa) HEP EL 2, 

4. ACE AAP GE. 



yp BOS ACES FRPTP MRo an 
ne ee 

Behe by HA Sl. Aa OAD CMH 

MASA 

Se ee FB, tie PAE GE, SRA CF Web IRS aR AG ea, (AER 

a EFRON , BEA BISA LEA FAROE, AA ESR ie FTP ARS Ht, AEGEAN ri All 

ATRIA Pet FTP EARS. ASA ES BR SE FTP AR air 

iInA At 
e 242 FTP IRS WLR 

“24 fi & vsftpd IRS ae 

2 Pec Ss Se EIU AP AY FTP ARs 

Sc BEB I AY) FTP ARS aac BR Bil 

10.1 *8RADIR 

DL HTTP AERA) WWW ARS SIRE ASR, LEPC ELA AN AL 

PTC ere a IRS FTP ARS iis MAE 

ETP HRA we CSIR , FTP 426K File Transfer Protocol, JPA JR X, ee FE 

feta Pil, TEA RCE ait Se PE AE a CK 

1st JETP tee 

FTP AKL FOCUS EEE, ERE EC 28 A EDL EIB 

HAALE, HARSHA ALAPRTE RSA YR il, FOVE Ee PC. WR air 

KAUAL, WE IOS. Linux, Windows #/EA, ADOT AB SCH FTP, 

BET LITT(B. AT RESCH era 
FTP IRAE LAT EAE (LFA 10-1) 4 ORE 
(1) RP MPRA A He RBC, IAA Pm AS oAS HTT IT — = 10-1 BBS 

AKF 1024 (4) sit SHAR SS ABER (UN 1031 sg). afeiP FTP BRS a8 

(2) FE FTP IRA BS Zed 21 TAR, WAS AEA Po otig 1031 ig RSS 21 vir 

HZ fal at kt —“ FTP ee. 

(3) Saas (Epa , FTP Pm oAMtTII— AF 1024 ao (40 1032 sig ) 

TEARS FEY 20 RO, IP ng Ze ee. EC HEI, PAP in 

AXE. 

(4) BUH eT TE HE, WAS Ti IR tg AK RE TOR, WU ERATE 

(5) “4 FTP Ae Pos lel RAS Ae in ACTA RARE ARIF I, Fe Pek FTP ARS 



IS ARS eet. Bee Set! —Linux hk (eB 3 hk) 

FARE, PEP LIAS NIH KE I BREIL 
FTP 2 it FTP IRS ai Si 

Fe Pit BIE EPR 

, ig 1 1031 

Wy WIE TE 

Vik HEE VAY EPR 6 om 103 

vig 1 1032 FP ae ee AT BR in 11 20 

yin 1 1032 

BITC, ERE TRAY 

Bw ik, MERE BT 

PTP 2 Pi PIP RB 
110-1 FTP BRAY Lite 

FTP IRA A Wie eRe: Este iipescl ( Active FTP) MSIE HET. ( Passive 

FTP ). 

10.1.2 B#2AR 

FTP IRE ARIF WWW, ESCO REIS HL, PR Ee RDOF, RTL 

FRE LEE PF NIRS AOR ET MM, EA AP ie EH PST a 

4% anonymous, 2S ABRAS FEMS ( —PBCE AG AG A Ba VE Ae SB Ay), LEE AP aba 

DAA Tr (eH Mx HERS a_ LP REF 

10.2 INBixt Sts 

3 FR 4F RHEL 7.4 Fl Windows 7 WiTS-OL, LEM TSCA host only (VMnetl ), — 

AVEANIRS a, PIRTEAR Pm. TALC a ne 10-1 Bras CAT EA VM A ot 

EPL ON PRR EAS Ts ZEA Linux 4% Pott). 

#2 10-1 Linux kB 2870S Pimvacsse 

+MZ ER AERA 
FTP /R4-98: RHEL7-1 FTP HR4-2%, VMnetl 

Linux PH. Client FTP #1, VMnetl 

Windows # Pit: Win7-1 FTP FH, VMnet! 

216 



eo ae Asam AB 2 
Oe e538 FTP ApS oe 

3): or enn whey 

10.3 ESE gy -9 gpg HY -C 

{£3 10-1 B22, BBS IE vsftod Ars 

1. 23% vsftpd ARS 
[root@RHEL7-1 ~]# m -q ceoad ABD) 

[root@RHEL7-1 ~]# is /iso 

[root@RHEL7-1 ~]# mount /dev/cdrom /iso 

[root@RHEL7-1 ~]# yum clean all / / BeBe TCI REAL 

[root@RHEL7-1 ~]# yum install vsftpd -y 

[root@RHEL7-1 ~]# yum install ftp -y / / Vali Bee Ftp HP 
[root@RHEL7-1 ~]# rpm -qalgrep vsftpd / | Rete Be88 EE TE BD 

2. vsftpd sRSiaa), BR. BASRA. (BLE 

Ke se vsftpd IkSJa, RA SUEI IS. vsftpd IR AI LAW thay kako sao, FE 
Red Hat Enterprise Linux 77, RUA TSA. 

AEs ee es, TEAR GE Pa TE RHCSA, RHCE, RHCA (ies it, — 
BEF AC at ARS PAF OU SA, WRENS 48 EBB RSA IE AS IE 8 HE HE 

IRF « 

HAA vsttpd IRS. MEAS. FPR. FPR SELinux, ALATA BARA 

[root@RHEL7-1 ~]# systemctl restart vsftpd //JAB vsftpd MA 

[root@RHEL7-1 ~]# systemctl enable vsftpd //FPLA Sasi vsftpd 

[root@RHEL7-1 ~]# firewall-cmd --permanent --add-service=ftp //{H firewalld AR4 hipPk 

Etp MARE AKA RIF 

[root@RHEL7-1 ~]# firewall-cmd -reload / / XT BIAE B 

[root@RHEL7-1 ~]# setsebool -P ftpd full _access=on //iX# ftp RS CAVA TtiT 

{£4 10-2 +iAi8 vsftod AY He 3c 

vsftpd AY Ac Ee LA BOUL PCR ESE 

1. ace MF 
vsftpd HR Fe)? Ay E Wc CLE ( /etc/vsfttpd/vsftpd.conf ) WA RICE IAB 127 47, (AP 

REDE BEF SAIN TFS CE), DTIC, Bear BCA EEE Peta hE ESE 
AAW TA]. ALG grep arSusii-v BR, VEIF REMI SES (4) Bey (BY 

wt UE Pa TA SE ET), SAORI J A 7 aa ed APS J YY Ec 

FEM CAS Ba, tae EAC BCE ). 
[root@RHEL7-1 ~]# mv /etc/vsftpd/vsftpd.conf_/etc/vsftpd/vsftpd.conf.bak 

[root@RHEL7-1 ~]# grep - etc/vsftpd/vsftpd.conf.bak > /etc/vsftpd/vsftpd.conf 

[root@RHEL7-1 ~]# cat /etc/vsftpd/vsftpd.conf -n 

il anonymous_enable=YES 

local enable=YES 

write enable=YES 

local umask=022 

dirmessage_enable=YES 

xferlog_enable=YES 

SIeGn = Ole is Go connect, from port 20=YES 

aly 



PS ARS SHE. Bee Ss Ste—Linux fe (8 3 AW) 

8 xferlog_std_format=YES 

9 listen=NO 

10 listen_ipv6=YES 

ie pam_service_name=vsftpd 

13 userlist _enable=YES 

14 tcp_wrappers=YES 

vsftpd IRA FEF EAC CHEE Fs HAAS LE ade 10-2 ITA . FES BEY SE Soe UR 

7S BES AIA, DAF KASS E AR 

# 10-2 vsftpd ARSE SANSA RAER 

eS re 

listen=[YES|NO] Fe te VAS IFT AY FT RET ARS 

listen _address=IP Hbtik ea 22 PAY) TP Sak 

listen_port=21 WOE FTP HRA Hy he OT Sing A 

download enable = [YES|NO] Feta RTE FOC 

userlist_enable=[YES|NO] UBL ey “POE” A RIL? BB 
userlist_ deny=[YES|NO] BE NAA “TUNE” he Ik.” ‘BRIE 

max_clients=0 IK ine AL, ON APR il 

max_per_ ip=0 ]— IP HOE A ae KIER RL, OAPI il 

anonymous _enable=[YES|NO] Fe TO EAP) 

anon_upload_enable=[YES|NO] FETS UT Be FAP ECE 

anon_umask=022 4 A EOC AY umask {A 

anon_root=/var/ftp a4 A FTP fs A oe 

anon mkdir write enable=[YES|NO] Fe UV Be &% FAP BE Be 

snout dite Anis prEsINO) he aS a4 AS AAR ( da si . AR 

anon_max_rate=0 ae AR A ( Byte/s ), 0 AAPL 

local_enable=[YES|NO] Fe te SUE AS Si A tae FTP 

local_umask=022 ASH A EA CF AY umask {2 

local_ root=/var/ftp AH AAA EY) FTP 42 Al oe 

chroot local user=[YES|NO] Fe ot FA AA AE FTP Ak, DAB R ESE 

local_max_rate=0 ASH A ETRE ( Byte/s ), 0 A ABR Hil 

2. /etc/pam.d/vsftpd 

vsftpd Ht’) Pluggable Authentication Modules (PAM ) Aid CUE, EE ADK IISR vsftpd Ak 

ar AQP VE. 

3. /etc/vsftpd/ftpusers 

BA DEF UOCPF AR PABA BEDS] vsftpd ARG. “YR, A BL, I ICE RR 

UGA HE S root, bin Al daemon 4 AAEIKS 

4. /etc/vsftpd/user_list 

PCE LRA PF I BEA] vsftpd IRSA, tha ABE PTAA, CE 
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On faa BH FIP hese 

BBUF vsftpd AY EAC AC 4/ete/vsftpd/vsftpd.conf fy “userlist_ deny” BAGEIN EN “YES” 

( SOME ) dbz “NO”. 
e “userlist deny=NO IY, (iPS AE P AA vi lal FTP ARSE. 
e ~{userlist_deny=YES IN, tHE RRUUA, FEA HEISE PA A ila] FTP ARABS 
5. /var/ftp SESE 
PPI vsftpd FetARs MCE ELE —t+ pub FAS. CEBRURLER PR, Pt 

AWA SARE RZ, Ant AA root HPA SALE. 

€£$ 10-3 BLSEBAAA FIP £6 

1. vsftpd AStAuEtext 

vsftpd VERA 3 BAER EB FTP IRS 48 E. 

© AIRS: ARREARS, Fete GAB WC is PS Ed Ee 

El FTP ARH AR 

e AHA Risk: seal Linux AZCAHE AK en BEAT UGE Bish, FRR 

FYE Re, TT A A 7 A, (A SR RR KP 

AY DARA CB HS ge FTP WR at, MA So ae Ps iE AR AE 

e eH P RaSh: Axx 3 PES ee PE, EE FTP IRS AE 

YA CH 2 CE, eR FP Sede pO SEAR PA nc HEI ER 

FS tt ot Pe EERE, (URE FTP ARG ETT UGE (EA. RE, Bl fd Be 

AH CURR, THIER A MT CER SBS ye al A OI, 

2. BRE RRPSRHSS0 

4 10-3 WAS FAY A fy a Pc A BS ELE A 

# 10-3 HMB B APA RAI MIRESR AER 

GE FB 1 ecali 

anonymous enable=YES TV EA Vi lal Bek 

anon _umask=022 a 4 FAP EAE SCPE) umask {A 

anon upload enable=YES RBA FP EPC 

anon mkdir write enable=YES TV FAP BE oe 

anon_other_write_enable=YES TUT 4 Fee ok 4 Pr BR A oe 

3, ACBESAPSR FTP BBL! touch 3-7 GK IM 12 J 

(10-1) i#—A FTP URS, TITRA Eee Ra, ee AP ats Be 

BE AY/var/ftp 

QD Prd ce, Ba#e/etc/vsftpd/vsftpd.conf, 

[root@RHEL7-1 ~]# touch /var/ftp/pub/sample.tar 

[root@RHEL7-1 ~]# vim /etc/vsftpd/vsftpd.conf 

Q) ASCHHRYMSHIaN FR 4 77 GRAD AIG SAA EREBHOH, BARRA) 

THAW REQ Ree Ee, WEEE, PR Tal). 
anonymous_enable=YES # CFE FB et 

anon_root=/var/ftp HBA 4 APR ASA /var/ftp 
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So aeuea CHEE AU ESC 
“anon-mkdiz write enable=YES #SCUELE FEL POUR SCP 

220 

#7: anon other write enable=YES #7 AU1F & @ JAP ER IE. 

(3) 704 SELinux, 

[root@RHEL7-1 ~] 

[root@RHEL7=-1 ~] 

[root@RHEL7-1 ~] # 

[root@RHEL7-1 ~] 

[root@RHEL7-1 ~]# 

tt Windows 7 2) dig 

exe, ai 

Yr oa 

| ie Pee 
| an 

“, SHAM 

# 

# 

# 

2345Downloads 

va ® 

> ed 

ie, 

* x 

a ER 

ae 
/j1 8 

LEB Ade ftp Hk, FEA vsftpd Wk. 

setenforce 0 

firewall-cmd sid aaa denpdcapniok mead ice=ftp 

firewall-cmd --reload ok eee eh dV t fe 2G APWKE- 

firewall-cmd --list-all 3B 

systemctl restart vsftpd 

ipkas mes sonsars etcne SH 4 BGS JFF pub Ak, PrP 

Hae ry, Gn 10-2 Pras. 

sampletar 

4 FTP ee 

(x) FTP ee Perit ee, £G NEM mR oe 

Hae: =U 
550 Create directory operation faled, 

STR SOReH 

&B Internet 

10-2 ‘smut FTP apsese 192. 168. 10. 1 aug 

(PAIRAVE? RACHA A BCE! 

4A Be AM ASR, AUR EBCN ftp, BA pub Aoki ALS ABR 
[root@RHEL/-1 ~]# 11 -ld /var/ftp/pub 

drwxr-xr-x. 2 root root 6 Mar 23 2017 /var/ftp/pub//HihHAPRAS ADE 

[root@RHEL7-1 2 ]# 

[root@RHEL7-1 ~]# 

[root@RHEL7-1 ~]# 11 -1ld /var/ftp/pub 

Grwkr-Kr-x; 2. ftp rool 6 Mar 23 2017 /var/ftp/pub //O¥PUBERABBZHP ftp 

[root@RHEL7-1 ~]# systemctl restart vsftpd 

() 7E Windows 7 % Fin FVM In, 7E pub A ae PREM BETZ CPE. 

chown ftp /var/ftp/pub // EUR EOCA AAP ftp, ae 

chmod otw /var/ftp/pub ///REMCNIAAHP ftp 

fem: 2eRAE Linux LMA, WAP ZHA ftp, BSAA SPP. 

froot@ciiench:-|# ftp 192° 1268.10.21 

Connected fo. 197 bos. Onl) (192.168. Tony | 

2202 (VSELPOG3i05 2) 

Name \(192. Feo 2 Gods rook) s ftp 

331 Please specify the password. 

Password: 

230. Logins successful. 

Remote system type is UNIX. 

Using binary mode to; transfer. files. 



SOS Aas eH FTP Ake 

Etp> is 

Pe wemcering Passive: Mode (192,168; 107.1,176;,038):. 

150 Here comes the directory listing. 

drwxr-xXrwx 3 14 0 44 Aug 03 04:10 pub 

226.Directory send OK. 

ftp> cd pub 

250 Directory successfully changed. 

$B: WPRELMESA PABA SHA, RIERA PA Bie AKG 

“4, LELIZESAFRAWLHAARIR, LEZAPAASRRAH, RHKRRBZEA ftp. 

ERA KRP RAMI AMM MAA ES. Apes AER Kh Fe SELinux Hi A, GS 

QW) —7F4 tk RA! 748! 

f£3 10-4 ACE ASCH AM FTP ARS aes Gl 

1. FTP BSS s8Ac Ss 225k 

LSA ATRIA — FB OFTP IRS as Al Web Akt, FTP ERA PAE ARN MAA, 

fh EC. BIAS. EOS. ZARA A AEP Es , Ao alae FA teaml 

Ail team2 JK -S EAT EE, SOBER (IRIE teaml All team2 JK ae FTP ARS HE, (EAN AEE EAS 

HAS, FREAKS AR A eB iil] A/web/www/html, AAEdEAIK B SEL SPATE AT A ae. 

28 Feat 

FTP IRA ae Fl Web IRA 4s WOE EAA OR ATI , ORE T ESCA 

AY aA eE, a EAA ORES Pile), SPREE AP oe, HK, (HEN chroot 

SHAE teaml Fil team2 Hie TE/web/www/html Ase BWR EMH CHE, aN ETE AS Hh 

ABR « 

3. ERB 

(1) tyr 4k kA ZSAY FTP WKS teaml . team2 Fil user] $F28 [LASHES , PAIR A Ax 

ety. 

[root@RHEL7-1 

froocGRiBiad]=1 

~]# useradd -s /sbin/nologin  teaml 

«1 

[rool @GRHEL]/-1-~'| 

aa 

pe 

useradd -s /sbin/nologin team2 

useradd -s /sbin/nologin  userl 

[root@RHEL7-1 passwd teaml1 

[root@RHEL7-1 passwd team2 

[root@RHEL7-1 ~]# passwd userl 

(2) Adie vsftpd.conf EACH SCH WBE BOA A CB ARCEDCVEIN, TERR EAT, 

FAA ANS, WI! Yh, BES 10-3 WOMBLE SCRE BLRARAS, Selb Sell 
Zl) BAAS Ml.) 

[root@RHEL7-1 ~]# vim /etc/vsftpd/vsftpd.conf 

s+ $F S$ SH OS 

anonymous_enable=NO #28 IE EY Pe 

local _enable=YES # FRE AS Hh PR ae 

local_root=/web/www/html ie Ss AS A Aa EN /web/www/html 

chroot_local_user=NO +E ASR AHA, BORE, AY Drs 

chroot. list enable=YES HeeTE chroot DRE 

chroot list file=/etc/vsftpd/chroot list 4S Bt ce A EAE eB Be SE 

allow_writeable_ chroot=YES 

¢ ABU chroot #—EM AIA: RI chroot bei!!! AU We ReiR, Wid 

AoA 
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write enable=YES 

pam_service name=vsftpd $V iE RR cE BE 

t+ Flltem: chroot local user=NO <AtAiKR A, PPAR AWE chroot 7H, J) FTP 

ERA REA PIR AAD. AIP, RB! chroot, #—/€ 49 Ae allow_writeable chroot=YES 

4), AAR? 

KAM 2.3.5 Za, vsftpd Son Stet, WR PR ETE OE Ae BUA 

INE ARERR AS AR! URE REA SUR, WSR Ha: 500 OOPS: vsftpd: 

refusing to run with writable root inside chroot(). 

BE ix Eig, BRIANA chmod a-w /web/www/html EMRE A RAY BAM, 

ERIE A ae ie ne EY, ANB EE/web/www/html, AWXREMIICIES AT. AMOI, 

Wee A) DAZE vsftpd AYA CE PIS RZ: allow writeable _chroot=YES, 

SEE: chroot <4 IIPS RAF, WAAR P PPS. PPAR eG eB 

FARA PR, TRARM A YHA, Ato LM chroot WA. Ase AMAA RK 

AAA IK. FARIA AM AP oh, SUA PARR CAR LARA, PPAR A 

PH, FARIA P SIRS) (3X 4A chroot _local_user=YES ). 

chroot _local_ user=YES 

chroot list _enable=YES 

chroot_list_file=/etc/vsftpd/chroot_list 

allow_writeable chroot=YES 

AER OIRA IP ob, BAP abel eee A ae, BI RA Pehl], Fe 

ShALP AA (IA chroot local user=NO), AS #4z, BEWEHR AP. 
chroot _local user=NO 

chroot _list enable=YES 

chroot_list_file=/etc/vsftpd/chroot list 

(3) #£\7/etc/vsftpd/chroot list M/F, YSHI teaml Fil team2 WKS. 

[root@RHEL7-1 ~]# vim /etc/vsftpd/chroot_list 

teaml1 

team2 

(4) BA sHBT A SELinux iF, HA FTP ARS. 
[root@RHEL7/-1 ~]# firewall-cmd --permanent --add-service=ftp 

[root@RHEL7-1 ~]# firewall-cmd --reload 

[root@RHEL7-1 ~]# firewall-cmd --list-all 

[root@RHEL7-1 ~]# setenforce 0 

[root@RHEL7-1 ~]# systemctl restart vsftpd 

FA: toRiK A setenforce 1 ( T1# A] 44 “getenforce” HA ), A AsOZRIMAF setsebool 

-P ftpd full access=on, (iE RYE SAFoMIRERE. 

(5) EDA HALPER . 
[root@RHEL7-1 ~]# mkdir /web/www/html -p 

[root@RHEL7-1 ~]# touch /web/www/html/test.sample 

[root@RHEL7-1 ~]# 11 -d /web/www/html 

[root@RHEL/-1 ~]# chmod ° --R.. otw /web/www/html // BABAR AT AG A 

[root@RHEL7-1 ~]# 11 -d /web/www/html 

ied 
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(6) 46 Linux & PF vig client] E7628 ftp TA, AM. 

[root@clientl ~]# mount /dev/cdrom /iso 

[root@clientl ~]# yum clean all 

feeole@clientl. ~|)F yum install ftp —y 

QD {87H teaml Fil team2 FAP ARES Ae, (ARBRE OC PRR, oA Ae “/”, EL 

SC F-/web/www/html 3C(F3E . 

[root@clientl ~]# ftp 192.168.10.1 
Connected to 192.168.10.1 (192.168.10.1). 
22 ASE PG 330122) 

Name (192.168.10.1l:root): teaml / / 8G AAP ik 

331 Please specify the password. 

Password: 

230. Login. successful, 

Remote system type is UNIX. 

Using binary mode to transfer files. 

ftp> pwd 

2517 // that: “/”, HSEE/web/www/html, MARA CE RA 

ftp> mkdir testteaml 

257 “/testteaml" created 

£cp> is 

22) Entering Passive Mode (192,1638,10,1,46,226) . 

150 Here comes the directory listing. 

=i oe c Lo 0 0 Jul 21 01:25 test.sample 

arwxr-xE=x a a 1001 G6 Jul Zl 01:48  Tesl_team. 

226 Directory send OK. 

ftp> ed /ete 

550 Failed to change directory. //ARiFEMAR 

ftp> exit 

221 Goodbye. 

Q) #&H userl HA’, REA SRA SE, ATL /etc/passwd 3c/F Fake EA oe, Roe. 

[roote@clienti ~]4¢ ftp 192.168.10.1 

Connected 16 .192.105.10.1-1192.168, 1001). 

220 “(sr Tra 320.2) 

Name (192.168.10.1:root): userl / / PN ZEAb AF A BY 

331 Please specify the password. 

Password: 

230: Login successful . 

Remote system type is UNIX. 

Using binary mode to transfer files. 

ftp> pwd 

257 “/web/www/html" 

ftp> mkdir testuserl 

257 “/web/www/html/testuserl" created 

ftp> cd /etc / | SOPRARAE /etc Ax 

250 Directory, suctesstully changed. 

ftp> get passwd / / RI) FRE SOF passwd #lil/root, WWGRH AeA 

local: passwd remote: passwd 

227) Enveringw Passive Mode (192,168,104, 80) L739)... 

150 Opening BINARY mode data connection for passwd (2203 bytes). 

226 Transfer complete. 

2203 bytes received in 9e-05 secs (24477.78 Kbytes/sec) 

nee 
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ftp> cd /web/www/html 

250 Directory successfully changed. 

ctos Ls 

227 Entering Passive’ Mode (192,168,10,1,182,144).. 

150 Here comes the directory listing. 

ct oa Mein Mathes ia 8 0 O dul 20 OLi25 test ssampike 

arwxr-xr-xX 2 OOM: 1001 6 Jul 21 01:48 testteaml 

Qrwxr-xr-xX 2 OOS 1003 OSL 2a SOME SO Serer sere 

226 Directory send OK. 

4£$ 10-5 ix vsftp HUIS 

FTP JIRA ait Fe ET VESPA AR, (Ae EPRI a A, <a BS. UR 

FTP Wea ait dP ANT BR) EIT Pa, WT WOR A Te), ma Se ee 

FH AY EDL i. TASER VE, WOR CEASE AIK Dalal, FTP FAP Ce dA IR it BA 

ALP 4 ASTOR, STIR ae AE ECE, FTP Ikari 4, APA Aye 

48 FASE PAIK -S DETTARIAPETE. BTU, AY FTP IRS RWB, BY EIU Pest, 

tH eG ME TU BY WU SRO RS air I SE ASTI S.J SE MU Si Pe] FTP AR at 

Bok: EAL HEIA FP user2. user3 toe FTP kasi, Vile] E A oe 7e/var/ftp/vuser, FAR 

RAAF, ASIF ETE. BREE. 

Ac‘: vsftp MEMK Ss BL RULER. 

1. Bue RPAEE 

C1) BU REAR SAS SCF 

D 27 OE HET S FAS CASCE, AESCAIR 
MKS 1 

Ba 
HUIS 2 

ea 

(2) (EFA vim Seite ar EZ OC PF vuser.txt, YSTEMS user2 Al user3, WP Ata. 
[root@RHEL7-1 ~]# mkdir /vftp 
[root@RHEL7-1 ~]# vim /vftp/vuser.txt 

user2 

12345678 
User3 

12345678 

(2) AE BCBCHE Fe 

RAE eR Be PEASY SAS SOF OE AA SUK S EBD, ZEA db_load fir4E aX 

db BH EE SCL F 
[ROOEERARL]-1.~]# db load: <-T. -t hash: .-£:. \/vfitp/vuser..txt. \/vEtp/vuseer.db 

[root@RHEL7-1 ~]# 1s /vftp 

vuser.db vuser.txt 

(3) ECAH ESC FUT IAIA BR 

BUTE ESC TEP OAR a KEI Ss ARS, ON BIKAR ADR Ee, TRIAS EY 

Di TAVBLBR 
[root@RHEL7-1 ~]# chmod 700 /vftp/vuser.db 

[root@GRHEL/ HL. +) tt /vfttp 

224 
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2. Aces PAM 374 
FY VASE ARH ai ES (SE A PE SCE, OA i ET SOE, FSV ASEAY PAM Fé 

ER, PAM ( Plugable Authentication Module ) yA) 4itQU GER, ATER ECE FARRER. 

WHET EMAC SCE, DEAR DEAT st PAM BEER BC OC EERE /etc/pam.d, 

HRS PRA AREAS UER KALE OC, IFRS ZT. 
PMB vsttp Xf 7A PAM Bc 3c 144/etc/pam.d/vsftpd, BRU ACER “#? See RE, 

SPUR FBS, ON RATAN. 

[root@RHEL7-1 ~]# vim /etc/pam.d/vsftpd 

#PAM-1.0 

#session optional pam_keyinit.so force revoke 

#auth required pam_listfile.so item=user sense=deny 

#file=/etc/vsftpd/ftpusers onerr=succeed 

#fauth required pam_shells.so 

auth required pam_userdb.so db=/vftp/vuser 

account required pam_userdb.so db=/vftp/vuser 

3. BRIM IMAP 
[root@RHEL7-1 ~]# useradd -d /var/ftp/vuser vuser 

[root@RHEL7-1 ~]# chown vuser.vuser /var/ftp/vuser 

[root@RHEL7-1 ~]# chmod 555 /var/ftp/vuser 

[root@RHEL7-1 ~]# ls -ld /var/ftp/vuser 

dr-xr-xr-x. 6 vuser vuser 127 Jul 21 14:28 /var/ftp/vuser 

DI EARES HA, aie S ANT EAA a0 F 

QD Hi useradd f8 SUSI A SUK vuser, #2} E/home A et H85E N/var/ftp FAY vuser. 

Q) AREF vuser Ae HY PTF ZH, WEN vuser HY. vuser 4H. 

QQ 4MEAIKF ERNST A ASUKP , FP ae/var/ftp/vuser Ast, (HAIR AAR 

Ase AAP, T2277 vuser Fl ae e/a se. Jeg ZEA A aS Se AI APRS 

® (8H 1s, 2G vuser ARMM, ARK EA REE. 

4. (érX/etc/vsftpd/vsftod.conf 

anonymous _enable=NO @ 

©OoO 

anon_upload_enable=NO 

anon mkdir write enable=NO 

anon other write enable=NO 

local_enable=YES Q) 

chroot local user=YES 8) 

allow writeable chroot=YES 

write enable=NO (4) 

guest_enable=YES 6) 

guest _username=vuser © 

listen=YES ©) 

pam_service_name=vsftpd 

$B: —" FRHAKZMEHK. BQ eeREMeH! 

DEAS, BARS AUS TAEDA ON PF. 

DO NSIS RMS, KABA, WRASSE. 

Q ANKWKS ARN AIRS ASKS , SPUR EEIPIB AS HIS AY SCF 

3) Bi TK PH WAR A ae. 

veNcaa 
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4) Seal A A AB 

S) FA wet SHA) AE 

©) BR HE IIK Ss Mt AY ASI SA vuser. 

D We FTP AR ah APHIS 7 

(8) ACE vsftp FEA AY PAM #EERCA vsftpd. 

5. iS AXISRUTEO SELinux stit, HIB vsftpd ARS 

PE UL AW AHR 

6. #4 Client1 Ejmizxt 

(i Fe PUI user2, user3 Sse FTP ARS HE, VET WMIN, SATE Ss oe MI, IF 

i7N FTP Wk4-4h A ea 
[root@Clientl ~]# ftp 192.168.10.1 

Connected €o. 192. 168" 1 Oise (L92 Soe. BO ie 

220 UVSEETRO 3.052) 

Name (192.168.10.1:root): user2 

331 Please specify the password. 

Password: 

230 Login successful. 

Remote system type is UNIX. 

Using binary mode to transfer files. 

ftp> 1s // 8 SAN A seta 
221: Entering Passive Mode (192, 168,10,1,31,/9). 

150 Here comes the directory listing. 

WKS == rw x 20 0 O Jul 21 05:40 test.sample 

226 Directory send OK. 

ftp> ed /etc // Aig BOE Bae 

550 Failed to change directory. 

ftp> mkdir testuserl //{#BAG, AERA 

550 Permission denied. 

£tp> quit 

221 Goodbye. 

ER: BLPRMA. AAP RAR PRAM RRA, A 
www.ryjiaoyu.com FR, RMEA RB. 

7. ARB asus vsftp AVE MaRT ACS 

QD ~apRistec se 
$F a East 

port enable=YEs 

SERS IE, Zea AEA) 20 sig A ET 
connect from port. 2Z0=Yes 

ee NO Zen tis ee Bia FS fig 
ftp date port=sportnumbers 

2) KoA 
IP RRS 
connect from port 20=NO 

PASV shah cuaere - 

cL Ee aes 
PASV min port=%snumber% 

226 
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# IRSA Bice ata A 
PASV_max port=snumber% 

10.4 fewvSeixk SIVA 

10.4.1 PMvinGa 

AAA SSR na, TUE FTP URS a, A PRES CRY PAR. OPT 

AIK Pies Aa, iP Peowniah, Sik hfe. ARN APER AEE FTP Aik 

Fate yy AEA Pek, (EAN IR, FP ECA PREAR SS aE ET BEET YE 

10.4.2 Kaa 

ARTE MY AY ria, EAN TR] EAT A TA] APR hl], FTP Bia reir 22 SCL A AY FAR 

AIS ERS ar BE, PRISER ae, BEA DUKE Ll, FRE AS Ta 

IS BEA AAI ATS PRUE APE RE, i ries BEAR I SBIR hl) te YE A 

VAS PF GRE 

10.4.3 fRRAZ 

1. BURP AGEe 

step]: HF SCALE. 

pa CAR IC# ftptestuser.txt, 2SIM 2 SHEFUIKI, ZSEIK PR ftptest, BRPIKPR 

vip, 4 RATAN. 

[root@RHEL7-1 ~]# mkdir /ftptestuser 

[root@RHEL7-1 ~]# vim /ftptestuser/ftptestuser. txt 

ECptest 

Zo 

vip 
nihaol23 

step2: AE MATE . 

{8 FF] db_load a 4E BM db BREE SCE, WIR TAN 
[root@RHEL7-1 ~]# db load -T -t hash -f /ftptestuser/ftptestuser.txt /ftptestuser/ 

ftptestuser.db 

step3: (EDR SCF VIIA) AMBRE 

WS PRUEBGE ER OCR, TH BBO OCEANA ARR, SOR TAN. 
[root@RHEL7-1 ~]# chmod 700 /fttptestuser/ftptestuser.db 

[root@RHEL7-1 ~]# Ne /ftptestuser 

Lotade 16 : 

Ws ae tod POOUN TOS a7 oe Aug S18. 33 Eiprestuser.db 

Swe cen a COO te LOO. 26) DOr 3 es 37 sr Ce pLestuser txt 

2. Aces PAM 32(4 

(EO vsftp XDA PAM AcE SC fF/etc/pam.d/vsftpd, 4 RAtas. 
#3PAM —1.0 

# session optional pam_keyinit.so force revoke 

# auth required pam_listfile.so item=user sense=deny 

#file = fetc/vsfttpd/ftptestusers onerr = succeed 
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#auth required pam_shells.so 

# auth include system-auth 

# account include system-auth 

# session include svstem-auth 

# session required pam_loginuid.so 

auth required pam_userdb.so db=/ftptestuser/ftptestuser 

account required pam_userdb.so db=/ftptestuser/ftptestuser 

3. BRK P WI MARAP 

HEPATIC AAS I, A ie SE AS Te] ABR, PA BT ORS BAS VP ED El ae iS, 

Pe ill APA CPE DTA], ZTE ftptest MPN AZCMK IH ftptestuser, IF fa xe LE A RA 

/var/ftptest/share, 7 UK vip LASIK ftpvip, fax A st -A4/var/ftptest/vip . 

root@RHEL7-1 ~]# mkdir /var/ftptest 

root@RHEL7-1 ~]# useradd -d /var/ftptest/share ftptestuser 

[ 

[ 

[root@RHEL7-1 ~]# chown ftptestuser:ftptestuser /var/ftptest/share 

[root@RHEL7-1 ~]# chmod =r /var/ftptest/share ® 

[root@RHEL7-1 ~]# useradd -d /var/ftptest/vip ftpvip 

[root@RHEL7-1 ~]# chown ftpvip:ftpvip /var/ftptest/vip 

[root@RHEL7-1 ~]# chmod o=rw /var/ftptest/vip ()) 

[root@RHEL7-1 ~]# mkdir /var/ftptest/share/testdir 

[root@RHEL7-1 ~]# touch /var/ftptest/share/testfile 

[root@RHEL7-1 ~]# mkdir /var/ftptest/vip/vipdir 

[root GRHbL/-1 ~|# touch /var/ftptest/vip/vipfile 

nA eS WP it EA a0 PF 

a ATER ftptest Rn Fak, (BO share AAPA BR read ( Hist ). 

Q AAZPIKF vip tit Efeal Fa, POO vip AeA IE LCE read #il write ( Fy 

eS). 

4. 327A MF 
wee TEI A ATAABR , AEP SCE SAE, Tr BEA BE He 

FUN 2 V7 PS COC, IPAS i ri BE GEE TT AA A Co 

step]: {Bt vsftpd.conf. 

Ac: Ac AC F/ete/vsftpd/vsftpd.conf, Ys til KEK Ss WYSE) Bc, JFYSIM user_config dir 

Ec, FE CRE S BCE CRA Se, SP tas. 
anonymous enable=NO 

anon_upload enable=NO 

anon mkdir write enable=NO 

anon _ other write enable=NO 

local enable=YES 

Chroot: Local wserSVvEs 

listen=YES 

pam_service_name=vsftpd 

user_config_dir=/ftpconfig 

max clients=300 

2eo8oe max _per_ip=10 

DI ESCHER, ARS ULATED G00 FP 

Q) ACS vsftp HEAYAY PAM #249 vsftpd. 

Q) WE METIS AY = A oe 4/ftpconfig. 

(3) WE FTP ARS Ht RA EP ino A 300. 

228 
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A) ET IP HOA IER 10. 
step2: 7 HEWUK-S ALE OCT 

REA THWUKS ALAR, AEFI — PACE CFI CIE SURE, RRAGBE ABE 

FUN SE V7 TT A SCE, FRA Se is BEE FT A 

fé user_config dir MERE P, Bw SeWKS AWE, JF Se 

Pe, ACRE ASEMKS: ftptest WAC OCHF, UR Ata. 

[root@RHEL7-1 ~]# mkdir /ftpconfig 

[root@RHEL7-1 ~]# vim /ftpconfig/ftptest 

guest_enable=yes 

guest_username=ftptestuser 

anon_world readable only=yes 

©eoL0 anon_max_rate=30000 

VD) ESCURR, it Ae Ss LATTE UA ao FP 

D Fa HEUKS Axe. 

Q) WE ftptest XNA AZUK'S A ftptestuser. 

Q) ACE HEUK Sie, shi PF aE 

4) Bee eT ON 30KB/s. 

RIFE ftpvip WACO. 

[root@RHEL7-1 ~]# vim /ftpconfig/vip 

guest_enable=yes 

guest_username=ftpvip 

anon_world_ readable _only=no 

write_enable=yes 

anon_upload_enable=yes 

anon_mkdir_write_enable=yes 

anon_max rate=60000 

allow_writeable chroot=YES 

DIE SCURAR, Tt AR Ss LAT TS YE BAK GHP 

D i vip IRAP XN ASK DY ftpvip. 

Q) KABAIKP Rix, 

Q) PRIVEE A SUES ftp mr ue TERE. 

4 FABRA EGE 

S) PRaeE fe 60KB/s. 

© RiTHAPN ER RAA SARITA 

5. BS MAXtSA SELinux, Aa vsttpd HIRSH vsttpd 
[root@RHEL7-1 ~]# firewall-cmd --permanent --add-service=ftp 

[root@RHEL7-1 ~]# firewall-cmd --reload 

[root@RHEL7-1 ~]# firewall-cmd --list-all 

[rooBeRHEL? =i: +] 

=] 

al 

Oo® ©6080 

setsebool -P ftpd_full_access=on 

fFRooLe RH la? —1 

[rooveRHEhL fi 

6. Mix 

(1) PEAZSSEIKF fiptest SRA HE, ATLA POC, (AEA EPEAT, 23H 

7 fn Ra JS 0 

(2) HEA AUK vip Sault, vip ks As EACLE, BEA] put E1e “XXX MPF”, 

Haw) 

# 

# systemctl restart vsftpd 

# systemctl enable vsftpd 



SARS esse. AC Set Linux hy C8 3 hh) 

(tH ) mkdir GUC, AVERY. 

(3) (AIAN MR SCCRE, Zax [8] 550 fated, AEH CMR OCR. vip JIA AY il 

iAH wn B 
[root@elientl «~]# £tp 192.168.10,71 

Caonnected fowl 92. LEBelOwde (192.1685. LO. d)4 

220 .( wert Pe 20.2) 

Names (192726821014 soot x wip 

331 Please specify the password. 

Password: 

230 Login successful. 

Remote system type is UNIX. 

Using binary mode to transfer files. 

£tp= re 

22) Bntering Passive Mode (192,168) 20 045256) 

150 Here comes the directory listing. 

drwxr-xr-xX 20) 0 6 Aug 03. 13:15 vindir 

SEW ES ra vee) 0 Oeaug OS L3siS wiprrie 

226 Directory send OK. 

ftp> mkdir testdirl 

257 “/testdiri” created 

ftp> put /f1 conf 

locals /fl,cont: remote: (fl cont 

Z27 Brctering Passive Mode (192, 16¢6,10,1,60,1/6):.. 

250. Ok Lo send data. 

226 Transfer complete. 

1100 bytes sent in 7.le-05 secs (15492.96 Kbytes/sec) 

ftp mm £1.cont 

550 Permission denied. 

5 a OE 

10.5 FIP HFS 

AB LEAR SS, vsftp PCAERVESE A RAR, (APRA, te NS Pg IE 

ITEM Vila] FTP ARS at. ARGH UL Ts LR, DPE vsftp PAR ERTT IA 

1. FEBS (Bieta: OOPS FIAWSAR ) 

Phin BE ftp Wk SERA aN, He7N “500 OOPS” Fix. 

FEU BAS ea, SKIP ANE vsftpd.conf AU CVF EA lA), iiite “cannot change 

directory”, BIDGARM As. RX Maik, FRAU RRNA. 

(1) ARABR UCR 

Bani EAH OS SEIN AE, URE BK FE A SAR, SM 

PUTAS CX), RAUB. FTP PAKS, EA A Sea T AR, EAN 

chmod f#O “SH “X” ALR, PRUE Ree EA ea, FFB ae. MPP FTP Ay ea 

Is, BNGEA ELS APTA, ty Lae FTP IkhS at, (HAA Ah HRN. TR 

WE FTP APE eal, TIS BSAA ABE 

(2) SELinux 

FTP kA arta S SELinux PX FTP Agata ces , thet “FAVRE Se” 4 
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SOS Fea Sie FTP Ase 

beter , WER A SABRC IEA, ts Be RAE SELinux AACA. AA ay Wait setsebool AZ, 

# AY SELinux AY FTP (4a Ft KD AE 

[root@RHEL7-1 ~] # setsebool -P ftpd_disable trans 1 

HPA vsftpd Ike, HP Rew Dee FTP ARS HE. 

2. BP ime FTP RS estan 

tet MAP a Di PAIRS eR RA, SE LP La 

(1) Aeee A 

tH ping ATW ZEEE FR “Request Timed Out”, gist HA AC Po ig HRA 

Ar) AS ERE ETE [A], REAP CE 

(2) By bei 

UFR By AGE BRC FTP ARS Bee illfig 21 DARA eg, WU Se Ae Pg CE 

ERA ait, WE “REIT” PGR RGEAN 2 Te BE BT Gee T I 21 wig, AAFP Esti 

HW) 20%, Wk eshte Ari AA, BTL AE RATER 

3. KPSRAM 

A Pins oe FTP RA aay, RAY ESSE “OR ARIUC” INFTRTETNS © 

SRAM, Shp EW RA ry SEV BA BOER 

(1) FST. 

TA PRUE SAS IEE, AR FTP AR a ET SPEC, UAE BT A BPE 

(2) PAM 4B 

4H ASTOR, (AVAIL oe FTP Wea aeit, WA AT Hes PAM PEER vsftpd HY AC 
OPA a Re A. PAM AY AC Bee ze, ECP auth FH Ee FRE RAR 4 AAAS, 

ET IAAF aS SSE AT UE, account “A Bz EE ee IK ILI RAS, IIR Se 

OZ. Uk shpat aA NTI Be BRS, PRUE PAPE BCS ASE AE, APY FTP Sik 

SIL GORI RS ito BSE, KBP SS ae KCB EI ME LAY 6 

(3) FAP Bsr aMb. 

FTP Jik-S TA SA FETA BRIN , tH eB “ORRIN GE AN , ARIZ IIK S 

MAP ao, spice BRA, HUA vsftpd ARS, (EACH R. 

4. 500 OOPS: vsftpd: refusing to run with writable root inside chroot() 

MK 2.3.5 Za, vsftpd Hon Sep, HRA REE IRE A eR WA E 

ARATE A AS MR! UR ASR ABR, MSA: 500 OOPS: vsftpd: 

refusing to run with writable root inside chroot(). 

BEBE SS I ER, BT AAS chmod a-w /web/www/html EMA PEA RN SAR, 

SE Ae ee AY, ASE /web/www/html, Aww ICIE SAT. WAT 

Be, WRF) DAZE vsftpd AY ACE CPE AS RYT: allow writeable _ 

chroot=YES, [=] : [=] 

hk 

oe ga 10-2 SCylINe 
4) U7 Ss 

aon 

ics Raee S32 ETP ARSE 
SUA AAR WA: SEVIS Ace EE FTP WR air 

231 



SARS esse. Ace Se H—Linux he (8 3 hy) 

2. RAS 

SSL ZRF pA aA 10-3 Bras, LAE A FTP Raa, Acs lh Deny Sak 

TRALEE SCE IRIES , AUS]. FAB ITA OA ASHE Ht. BOR TE 

Xf FTP ARS aR EP hl. Aide. TALE SEA Pim ee SE, JP BE BS 

I) FTP wh es 

ue 

aig yi 

FIP RA¢ OA ARR 

FTP 2 3H 

10-3 FTP Ars e8iS2 SACS 28 hGFh 

3. REBS 
TELA AE ES BL et 

(1) Ufal(# AY service vsftpd status fir hr Zt vsttp WRIA? 

(2) FTP ABR ASCE ABEL A TH AS Ta)? Wy sc? 

(3) Ate MEEDOWAR Fl Rei S ABR? 

(4) WBE UEA A Sea BYE ? 
(5) Qufey ize FTP FP feta EA ae? 

(6) user_list Fl ftpusers CCF ABFA HAP 42, SURAT ED POC E BS 

ZR DUT a AR FEI 2 

4. (— fix 

AR He A BOR MAULANA, ORG SCE RH SC HM 

10.7 Faw 

—, Sa 

1. FTP Ako ete WR, FTP ASE SCE PRE j 

2. FTP Aka TEPER NP , BENS AN BRAY ee SR, LEE A BT 

{BTr (EH HEIR a LP RE 

3. FIP Ika AREER Fil 

4. FIP aCnytgsty ; 

—. eee 

1. ftp a AY BR BB] LV FB Ee ALAS EE IE PE? ( ) 

A. connect B. close C. cdup D. open 

Eola 



SOs fleas BH FTP hse 

2. FTP ARS (EAA Hig Ae ( Jo 
A. 21 |g pal CaaS D332 

3. SA Internet bakit it KA AE ( ds 

A. WWW B. telnet ji FEP D. DNS 

4. RAT LA PRA PCE ( Ve 

A. meget Be get Cie put D. mput 

5 Fy Te AE 6 ) Axe FTP FAP SSI 
A. real B. anonymous C1 quest D. users 

6. (EOC vsftpd.conf Ay ( ) AY LASCH vsftpd IRs Aha BH 

A. listen=YES B. listen=NO 

C. boot=standalone D. #listen=YES 

7. FE PIILA ( ) SOPFHP RY BESS RELIED la] FTP WR He 
A. vsftpd/ftpusers B. vsftpd/user_list 

C. ftpd/ftpusers D. ftpd/userlist 

=. sae 
1. fay FTP AY VEJR EE. 

2. fay FTP IRS Ae HSK 

falas ae FAY FTP 4x(F. 

10.8 Sik =e 

1. 72 VMWare kEIUSLY UR oI— fF Linux Ika ai7EA vsftpd Ikasak, FEARS PUMA 

FP userl #il user2. 

(1) WATRABRECR S vsftpd FAL. 

(2) KEE IKS AA Le. tA RMA. 

(3) FilH/etc/vsftpd/ftpusers SCE BAS [EACH userl HY PPE ftp ARS AE. 

(4) WHASHHAL user2 toe FTP What, FEPEA dir Ae tenia “welcome to 

user's dir!” . 

(5) BOBCK APA ASHP AB alixe E/home A xe. 

(6) HAA £E/etc/vsftpd/user_ list CPE PTR RE AHEAG A userl # user2 A] VAs le] FTP Ak 

Sar, FAP aA AT. 

(7) BCE EOLA Dalal Hill, SCHL RHE. 

@ $44 192.168.6.0/24 ila. 
e XfJa jnrp.net Ail 192.168.2.0/24 YAY ERLA BS til 32: 422 A HT TR 

@ MELE ALA Tile] BR ill Ae TP HEE ERC 2, KATES AY SOOKbIt/s. 
2. eM IIFAH AP lal Ay vsftp IRS 48, FRSC RE. 

(1) Bike APD 

(2) #57 31 AMs2IKS, FAAS ALK, 
(3) {4A chroot be iil] sl Al s2 WKS 7E/nome Ase F . 
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pRB MEPL TTL Postix MHRA A 

MASA 

FREY EZ EF BE De], ER EE bac] a a RS it, FAP AIRS SCAT. 

VEZEHi. FIFASEF Linux FG Postfix HBF IRS ae BEI ee , SHE TE OTE 

AESCMIZIIA ZA, FEN, 4 RUE HERS Oe Ee. IP Hath. 

m4 Sa; Fk, BERNA PRPS, WARK SS. 

i =—=E on 

eS RH HEARS AY ER 

e 224% postfixl Fil POP3 Hb EARS Heh BC 

e HEH SAM EARS ae Mit 

1.1 BRA 

11.1.1 FAFRBAEAR SS ik 

Hi -HBAE ( Electronic Mail, E-mail ) fle J Internet REA, hei BARA Z—. 

EE SEMB EAB LE, HASHES AEA AE FTTH, WOR OR ESET sh IRA 

(E, Fee eS th ag B/D OR TA), AR BB RR ey A, A, 

MAILS ARES, Sa AY Ba ag Be ASO LL, EEE 

ERAS a CBS, (LE AN BE a OUT TI ES. FA PB REE AT RAK 

BETZ AEE SEAN ie BEE Ab EZRA, WCAC WIA ESE Da rh 2 BEN _E ERS 

EWORHBR, Prt CAST 

5 SUSE ALTE PAY IZED, BET UD EE SB A: EP A 

Mexttt “USER@RHEL6.COM”, FH 3 MBa}4H a. SA —th4> “USER” (t22H1 FF wBFRIKS,, 

Xt I — PB AERIS ADR BE, kK ST EME— AY; SRR “@” BOR; B= 

ibay “SERVER.COM” J& FA fa Fa ABER IR aM , JD i EER. BORE AY 

— 47S HP EE Fe A ER ETT AL CBR IRS AE) A ERS I]. Linux fp 

AEA at _ EY HS AA 28 (A GE 9 E10 F/var/spool/mail A xe FAY SCH. 

AM 2a fa st ATA], FARR IAB (spooling ) x7 DTH we AY HE 

WR. FP AGREE, BRERA SCE Ea EIR KI, ASU AUER 

7Ei8 4A OE DIP OB EAR HE, RFC822 72 7 HABEAS ER SK, east 

FBS SRT Chead ) ALESC (body ) PYBBAr. HBPFASS REL FBG AEAS AIR TT . REWCTT 

RGA AHA, BAREIS AA, ESE 2 AK 



SOs saa eH Postfix a ARS Hs 

11.1.2 FAP RBA A ead 2B aK 

Linux AZ PMH FBS si 3 SAE: BEA RHE ( Mail User Agent, MUA ), 

HBF CEE ( Mail Transfer Agent, MTA ) FBP LEE {REE ( Mail Dilivery Agent, MDA ). 

1. MUA 

MUA 727 FARE ASC & ome. EEA SEAS, ESE AEA 

PA ACK PEC AC BARA Be. bases VE. AA E TAS HR RPE AEF Windows 4G 

HJ Outlook, Foxmail #IZEF Linux FAHY mail, elm, pine, Evolution 

2. MIA 

MTA s2F FABER SMR ain Ee. EER RTBU. AY MTA 

EREAR SEF Windows °*- GAY Exchange #IZE-F Linux FAHY postfix, qmail #1 postfix  . 

3. MDA 

MDA AT tA AS HEA CEE ( Local Dilivery Agent, LDA ), MTA FEHB (EH 35 21) HE 

PEW TE BAERS at, MDA Tl) oc FEA (EPR Bence EA AP 4 Pe 2 SAG A 

4. MUA, MTA 4] MDA fifa) LE 

Re aE, 74 A MUA FEF S18 (dl elm, pine #K mail) IY, DAFA PERSEE LEGA Postfix 

BY Postfix SOEEHY MTA PERF. QAR Te Pe ay 2 Ja Sak BAS ELEY), MTA FPP A Ak 

REA) LAW - Ma. WR RERAILEASAA AY, ABA MTA Fel Pai RE CE PERS FH 

pr FE SAE HR Sit EVE FTP AIK DES MTA BERRA iT HE He Lb EA OK HHS AR p= AE AY Di) 

FF ALATA ie fa Bla, “SR A SE Hk Ba AN ETERS, MTA Pe 

ACT ASR MTA Berri cRNA OL, EAA fe fe Tr AS TR) 4 SI. = 

PLEAS fa. TM MDA IVE E22 EIB Bee MTA Wc Ay SR Bc 28 21) FA AY HIB AP 

11.1.3 FF RBA Te iit Fz 

FL aS BPA, Ar EE Ae Sy ek CBI APSE), 

BIE TT MRF ae FBP HS SUPT ARS at, BOTT RS ae BPE ACES EA FL 1-1 

FITANSE RE SFE BTS HISAR AC TEAS eB AH FY) AE 

[] POPsstiMAP4 
i nena 

MTA MTA 

Brive HAF AB J 43 i HA TAB Ja 

211-1 FAFA RATE 

Fe FHS 4 an AY SEAS Pe a A] 11-2 PAN. 

ava} — >a Ca] — > a 

BABA BABA BABA | BABA | | BAI | BAI 

211-2 FAS AMAe eit 

(1) BBR ADA Ee PLE MUA #5 BE, RS eB PP BE 0 2g AS he: MTA EY 
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SARS eis. Ace SBM Linux hy (58 3 hk) 

BAX 

(2) MTA 4B — xe AY TH] IR — DK EBA. MTA ARRIBA eC HE, 

(8) DNS HRA AREY MX (HBR CHAR EU TC ae ) ARR RT HI AE HE BY ak 44 Bo, BATT ERS 

PCI BIS— > Bt EAL 

(3) APpEALER MTA WBE EW, Ae TERI AH AA A 4 eho DA a 

FEY MDA FE HB Ac a8 BU A A IR HP 

(4) MBAR REC Hy EAA EY MUA Seco HbA, AEE OTHE, SPADE A YY 

ha Se BORA ie AD 

11.1.4 SFRFRRAB KAA 

FAY SHLAA 4G SMTP. POP3 All IMAP4. 
1, ome 

fay PELE (Efe 4ay SL ( Simple Mail Transfer Protocol, SMTP ) BRULEE TCP HY 25 vig. 

SMTP Je FA PAV He, “Ee ZA Fk 2) A ES  , | PER 

Pe til fia PEAY PAG Ty cK. SMTP Jag TCP/IP Psi , “EA DBE TT UTE Aik Be is PEIN TR 
FF —TA RHE. wit SMTP THEMIS ee, DEAT FE BR aS BE A Rt ET 

SMTP fs at EIS IR SMTP MACE MB PEAR aR, FRR ACR ak PRG A BE. SMTP 

ALA FAK eH FEAS SCAM, ANCES, Bt. a. AIRSHIP ere 

LEA, ALRITE Internet PJ Af HA & FAI Internet Hh (FH }# ( Multipurpose Internet Mail 

Extension, MIME ) f)i. MIME 9K#h [ SMTP AYANAL, ff SMTP {LAEFEIK ASCII SCAS 

ABR. ERY, SMTP #l MIME PME ZS) YZ Pe oP FEAR SEP 
2xPQP3 

HS a PLAS 3 SAS (Post Office Protocol 3, POP3 ) #KiA VEE TCP AY 110 4. 

POP3 TH FE PAP DURA aA, ERLREERERE TATTLE Internet HY MBP FARA ar 

Al F ARH. Exe Internet HL FARBER —T SAE, POP3 sti MAR tir E FEB 

CABEIZAO EDL, BIR CRTTRALE, TIRE ER te EME. se POP3 

EWC HF ADE HARA ait ze POP3 HR Fit 0 

3. IMAP4 

Internet {4 Rill LAYS 4 4S ARAS (Internet Message Access Protocol 4, IMAP4 ) Bik 

THEE TCP AY 143 Si. EFI MASH SS te EDTA APPA, “Et ETP 

ARS LL, FS EEE IR ae A oe Be PRE, FA ay Dae fa PSR OR RE 

yet 2 PRUE. FP ay De a it EB atk EC AP SA, HB AE ke 8 1 

EARRAE HBP o 

$B: BA POPS Fe IMAP AEA FA wT OP ask, (2s AML LAPT AR). 

EFA P ll aUP ORE AT, IMAP4 & RaFAe iH Pl OPER 2, to POP3 Wl eet RA AIR 

FEL, LAP MISH, KAA SARS PPK RSI A PALL. 

11.1.5 BAR aR 

HUTTE ARE SRE -TSS ACA E , SEP EAP ae EBS U , ARE AE AY 
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SOB Ae 5E Posttix aise 

Fa HOLE Fy TAB A ee Ac IK 28 AIA EE, SR FP DES AS A BR VE , ELA Cb YE 

AAA PAH 

1. ASHBABAAIK 

“STB AE A Sie Ae Td BU) HB AE A EAS HIB AE, 4H yun@smile.com KIX 4 ph@smile.com, Kh 

SET TE Rea, SEL REREAD ATE TE RE AY BA 

2. ABA 

HR ee tet BeOS A PS) A ai ad SU BS ai PI ES —  . NISRA EY FE 

RAW, —ZESPARIEDE, ZEAE RUA BE, Bue ASS PaaS IR SE OS 

AEM, Jae KA ABU PF AY 6 

— SRB AEA AALS PRA IE, ERE AN ERAS PH AGRA, th AEA ZA RAS A 

A, Mite PSB ALR A TBP EXIT ARAB HT PH. MRA BA 

TERA LAPSE ESIZAZR YS, BRN OPEN RELAY ( FPa aK), “SSSI ak” A “FR air 

2h” FPR ILA, (ERE AGEKAIN. Be SLL PLES 

(1) "ak, 

FAP RS OB AE fe Bl ZAZA 

(2) OPEN RELAY, 

ANE BRS Hill ZAZA OP PK, BU CE AY) AAP tH, FY 8 30 PTO 

(3) B= PA. 

HAIRS ae GescHy OPEN RELAY AMA Pig ERE ACA. HORNA BE A, FRR 

$4 B (Je F Bit) PRAM C i. DIN CENRS 4 B LAPIN TERROR A HY 

HR 48 (ABA ), MABCEBEAZEIRS 48 BOAT EBU HE 2CH), tH AEA B BAY, RODE 

FB TT PAR. EDR AS, QOS AR Pil BE Be RS ACT BE, ETC 

EBLIEAY, Le anRE Ree. (AWS OPEN RELAY, ABA ARREARS KAA, 

FOIE KG HB AE ASK tH ZAR 

3. ABTA TEN LEE! 

un5RSe] £ OPEN RELAY, WAY AAR mba AA ee Pata. tH, 

PDL, PAP AEA Zp, EAE. BE RAVE A AEKE Pak, APU Hp 

(FAB A RETEAZAN (EA. ABU EAL BER ALPE AK EY, TE ACIS eS , HHS 

EARS ae EIA BPA AEA a, AP A 

1.2 WERT ReES 

11.2.1 WBixit 

ACTH A EPE IA Linux PEEVE ARSE EN BE ASE Postfix Hero Har AR 

4, FIA Windows 7 HY Outlook FEF IEC ACHR AE ( WR EE TA EB BU 

11.2.2 MB#S 

PS A HI AE RS i AP FOIE 

(1) ZEEE Linux MIZERPER SE, FPA ZUE Apache [R45 Fil perl tA a Ae PERE 
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ZS ARS eS2, ASS BIe—Linux hy (#3 hk) 

i VE. AP me AY Linux Fil Windows PM 2ah2(/F AZ. HA tit AP ig FE A ad DM) 26 PE 4 

iF © 

(2) HLF UBP FAR tty IP dk. eRe fess TCP/IP AU FAC. 

(3) HL FUBCEARS Ae VATA DNS PK, DREAB RIE Be ART, Jf AAA 

HEARS tris EY MX ot W TSE 

(4) Bay HRA, RCE POPS HRA ai A ETT IE 

TPR LAY Bc a fe We 11-1 ras CAT AEA VM oY ob BAB NS PGR EC i BEA) Linux # 

P iit) 

# 11-1 Linux RS 2570S PimacseS 

EMBER ERS fs BRL 
ABE ARAS-BS. RHELT-1 DNS fIR4-28, Postfix HBSHRE2S, VMnet! 

| 1P:192.168.10.20 aes hips Ill Fig, WMnetl Linux 2 FA sh: Client! RHEL 7 Poesy nee tee EELS A= UU ik ASP ig ne 

IP:192.168.10.50 ‘ : rae | i oe Gl gee RAE PU, ~VMnet Windows 4 F" Sig: Win7-1 | Windows 7 eee aa FES {AU tack, A ig ne 

11.3 IRS 

{£4 11-1 Ht Postfix MARS 

#- RHEL 5, RHEL 6 WRige AA Linux AZ, PRUE AER EG Postfix A 

Sere EN , ite RHEL 7 AS POA Postfix SFE. FAR F Postfix IRATE , 

Postfix IR Feria Z> SRA A EC ER, TM AER PE. FPR ACVETT tA RAE. 

WRAL MO HEAR i Postfix Waa, GR Se 2 BE TPE , A BPE IE 

Puts , LAR EET ite A EAE TE. BE “Mil & Postfix IRA AR EBA PULP AER. 

(1) Ace DNS. 

(2) BCE Postfix IRA FEF 

(3) Act Dovecot HR FEF. 

(4) BRE FAB AEA SER MK 

(5) JAah Postfix IRS #8. 

(6) Uist F ABE ARE 

1. 23% bind Fi] postfix AIRS 
[SOOUCCRHEL?7—~1:.~]# Eepm -q postfix 

[root@RHEL7-1 ~]# mkdir /iso 

[root@RHEL7-1 ~]# mount /dev/cdrom /iso 

[root@RHEL7-1 ~]# yum clean all / [RAN TCS RBA 

[root@RHEL7-1 ~]# yum install bind postfix -y 

[root@RHEL7-1 ~]# rpm -qa|grep postfix / | Ror Eee 2 A A MY 

2. FAM dns, smtp ARS 

tJ FF SELinux AKANE, ZEDGE PITH dns, smtp IR. HUGARS. JFOFAL 

A ZERL. 

238 



Ale SET Postfix HAR ses 

[root@RHEL7-1 ~]# setsebool -P allow_postfix_local_write_mail_spool on 

[root@RHEL7-1 ~]# systemctl restart postfix 

[root@RHEL7-1 ~]# systemctl restart named 

[root@RHEL7-1 ~]# systemctl enable named 

[root@RHEL7-1 ~]# systemctl enable postfix 

[root@RHEL7-1 ~]# firewall-cmd --permanent --add-service=dns 

[root@RHEL/-1 ~]# firewall-cmd --permanent --add-service=smtp 

[root@RHEL7/7-1 ~]# firewall-cmd --reload 

3. Postfix IRIS #ERe= Ace MF 
Postfix IRA Fehr = At CF (/etc/ postfix/main.cf) A 679 TAANWAA, EBV RSE 

BUN 11-2 HAR. 

# 11-2 Postfix fRSte PERS FOES EH 

GE ¥E 1))) 3 

myhostname HS Jay AA ZC EDL 

mydomain HAS Jey FRB HY Sak 4 

myorigin SASL AC TH FB AF a 4% PK 

inet interfaces He OT AY Pa) B22 

mydestination AY BeWAC HS AE AY EL Bk ak 

mynetworks Tce) FE AC A HG AL HB 

relay domains TCL FT] HG AHAB SE Po Sal ES) HS 

4£. Postfix Ik Fer EAC BE OCHE PD, Rie ZBE LP 5 Xb. 

QD fe 76 7 M—P 4A myhostname Mat, HRA MEIRS AH EOLA AB 

HELA BBs Zea E 
myhostname = mail.long.com 

Q) 7258 83 rE M—TR4W mydomain War, FADER ARE PK. Ja Tt ea 
vo ~ a. 

XPOS 

mydomain = LONGs com 

3) 7655 99 (7A FAHITIAIEAY mydomain Het, FUE CACM Sak a] A a EY PAL ae 

me ee 2G ATR, WR A at —-1BX. 
myorigin = Smydomain 

@ FE 116 FE Lk. A A eI LS IP Hh oe PE 

ABER ; tea DA eRe BY all, UAHA IP Hoth ABHE te HER FEF 
inet_interfaces = all 

@ ER 164 Fre CAT RACH PE AY EBL Bh Se, LY WE Bea] FA TE mE SCY 

myhostname #il mydomain 28 ( GR AAA, te eT Eee eee PL 

mydestination = Smyhostname , Smydomain, localhost 

4. AIS ARR E 

FAP RZ A BPE. DB , IAAP Oh — TSS. PION, 

FAP A tS IBA B, WAR RAA B AYHBAESE bE A ORB. AP Aube ETA 

FABIA THAME? SB—, root HPA HKE, WRA RA root HA Matt, UDA root 

FUP cH. Ba, PRA ABI TORE. AIL AEB CEERI, ZS AS STE 

FRR, RRA TE, AAAS EB Ia RAUB AA Ul, Ae) ay WU PH BI 
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NO EE IA AE, Pe ete /ete At BEY C aliases, MAST AaFH OCEANA, 

HAG SCUI F 
alias: recipient[,recipient,. 

Fer, alias AHS APH nE HAY A Pe HA ), recipient = SEIN PACA WB EAS HAP TA 

ILA POR EA A a BETIS 

CH) 11-1) A userl Ik Si A G4 zhangsan, Y user2 WK Sic HA list. WEAN PF. 

[root@RHEL7-1 ~]# vim /etc/aliases 

/ / MSIF PAF : 

zhangsan: userl 

Lae s Users 

C5 11-2) (ei 24 AR EAHA Linux Aes Paya —T ACA A FP PIU 

PY, SAE BE 25 PA 20 2 A Fr gM bt ZS SATAY ZS SPE SEA ld 28 Ll 9 

MBP AE SEE, TFG EK 
[root@RHEL7-1 ~]# vim /etc/aliases 

network_group: netl,net2,net3,net4 

IMF, i245 network group Rik {AERA LAZO 24 40 PAY net] , net2, net3 Al net4 AA 

1K ERE aE 

HUn, EWES aliases C/fJa, ih 22{ AY newaliases A7/# WM aliases.db BEE CTF 
[root@RHEL7-1 ~]# newaliases 

5. FIFA Access 37/42 SABA aE 

Access Off Hail MBE HAZE (RELAY ) AMBER GE MY BE. BT LAIR Access C/K 

[Ie ail] PAB HG Ae ng AT LEA ER SS RS ACB AE, PAE, BRS GE Ey AP nn FP ASH 

AF, tH AT DAB ll SES Pa BB AP ie AY Le AC BE. Access SCF AS A ZES V ZETE SUAS OK 

ARSC FP 
WTR AhFB A st 

WTF AAD FH SUN UIE SEA A, BETTE EO RAT ETB PA fad 

BAST ZA Fs UL A TS AVAL tS 

Meier SCE ABE — 7 BAG POT Ee A A Ty, BO PR i ET 

> KAP ARB, BEA vim tr SAA ERAN access CF. 

"RUAN EE BERR A ASHE AP re OEE Mail ARS AU ACHE, HE Access XC 

(FE, ALDARA RAR ART E-mail WHAT A, (FEAR RAE postmap ME Ary 

access.db 2H JE 

Cl) 11-3] = sRiF 192.168.0.0/24 IBC long.com AH AGAMA, (AFB AS Pig clm.long.com, 

AR 192.168.2.100 LIYKAY 192.168.2.0/24 MIBCAS PA EBL. 
[root@RHEL7-1 ~]# vim /etc/postfix/access 

192.166 .0 OK 

.long.com OK 

cim.dong.com REJECT 

LO? a Co ee. 100 OK 

LOZ Le ae OK 

WN is 22 FE /etc/postfix/main.cf PIAILA RANA. 

smtpd _client_restrictions = check_client_access hash:/etc/postfix/access 

FFANIE RS: RA He 03k 4777 48 Fi AIL IRALM) (access) AAR! 
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BJ EAA postmap 4E BGBTAY access.db (HEF. 

[root@RHEL7-1 ~]# postmap hash:/etc/postfix/access 

[root@RHEL7-1 ~]# 1s -1l /etc/postfix/access* 

Pete ee a OOS POOL 2UIe6 Aug. 4 18753. fetc/postfix/access 

Power st >. reor, root -i22¢8' Aug . 4 18:55 /etc/postfix/access.db 
Jat ce eS 
WE HAA = 

C1) BOR BBE ACI BR iil 

2a 4t/etc/postfix/main.cf ACE CHE, BR AGAAIHBPFAVD ERICH SMB, YUNA FAR. 
message_size limit=5000000 

(2) ihe iC A FL AES i 
QD fH “df -hT” AGHA Hata, WA) 11-3 rm. 

boise per abnanteR 1L:~ a) ice 

File Edit aes ee oes ‘Help 

{root@RHEL7-1 ~]# df -hT 
Filesystem Type Size Used Avail Use% Mounted on 

/dev/sda2 xTts 9.4G 123M 9.26 2% / 
devtmpfs devtmpfts 897M @ 897M 0% /dev 
tmpts tmpTts 912M 12K 912M 1% /dev/shm 

tmpts tmpts 912M 9.1M 903M 1% /run 
tmpTs tmpts 912M 8 912M 0% /sys/Ts/cgroup 
/dev/sda5 xfs 7.5G 3.1G 4.56 41% /usr 
Vdev/sda6 xfs 7.5G 233M 7.3G 4% /var | 
/dev/sda3 xfs 7.56 39M 7.5G 1% /home 
/dev/sda8 xfs 4.4G 33M 4.3G 1% /tmp 
/dev/sdal xf5 283M 163M 121M 58% /boot 
tmpfs tmpts 183M 20K 183M 1% /run/user/® . 
/dev/srO iso9660 3.86 3.86 8 100% /run/media/root/RHEL-7.4 Server.x86 64 | 
[rootGRHEL7-1 ~]# 

211-3 Baia RHAEe 

Q) (EY vim Ante ZoeBetc/fstab SCF, QPS 11-4 Pras ( —eCRUE/var FEPAFH EY xfs ZT). 

ip RHEL?-1:/etc/ i tee ei x 

File Edit View, ‘Seach: eenina ‘tel 

f fetc/fstab 
Created by anaconda on Sat Jul 14 18:40:15 2618 

sR tr Fh OH 
# Accessible filesystems, by reference, are maintained under '/dev/disk' 
# See man pages fstab(5), findfs(8), mount(8) and/or blkid(8) for more info 
# 
UUTD=a68ccO17 -1436-493f -8768-15dc651d0a63 / xfs 
UUID=7994ac8d-671a-45el-blcd-1b9768ccO2da /boot xfs 
UUID=c9e1214d-1cOc-4769-9890-0ae2621f253f /home xfs 
UUID=2596b9F0-2fca-446a-b53d-f3276b59501le /tmp xfs 
UUTD=6c42b385-512b-4e5e-826e-c490b376a369 /usr = -—s—s_—r—s six fs de 
JUID=0d439T02 -a643-4e3f -b6a8-afb312c36819 /var xf5 : 
/dev/mapper/rhel rhel7--1-swap swap = = Swap defaults 00 
192.168.10.1:/tmpl /mnt/nts nfs default 90 0 

11-4 /etc/fstab 3C{4 

TESA 1 PARRA xX POA ee Fro Tale, ROREPRUE FIASCUIAY IE ETT 

MEI 11-3 AWA, var CARTERS. 

3) HH sda2 7X A6x0/N xfs, PrU BOA SOA ee CAE: ~usrquota,grpquota. 

usrquota AAA Ay acai, grpquota WAM ACB, PARI, HAVA SILAS, ERR 

VER BFE AM A ZB BEAL F A. 
[root@RHEL7-1 ~]# mount 
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debugfs on /sys/kernel/debug type debugfs (rw, relatime) 

nfsd on /proc/fs/nfsd type nfsd (rw, relatime) 

/dev/sda6 on /var type xfs (rw,relatime,seclabel,attr2,inode64,usrquota,grpquota) 

/dev/sda3 on /home type xfs (rw, relatime,seclabel,attr2,inode64,noquota) 

/dev/sda8 on /tmp type xfs (rw,relatime, seclabel,attr2,inode64,noquota) 

/dev/sdal on /boot type xfs (rw,relatime, seclabel,attr2,inode64,noquota) 

[root@RHEL7-1 ~]# quotaon -p /var 

group quota on /var (/dev/sda6) is on 

user quota on /var (/dev/sda6) is on 

4) WWE ACM 

PCA ZA PAY A hil, HEA edquota fp Ci ACA, ASH SCAN P 
edquota -u AAA a edquota -g AA 

AAA bob cen wee et Acai Hill, fA7T edquota ft, FIFRA Baia CE, aR ras 

(bob HEE FF TEN Linux ABH ). 
[root@RHEL7-1 ~]# edquota -u bob 

Dusk quotas: for user bob: (usdit 015) : 

Filesystem blocks Soft hard inodes sont hard 

/dev/sda6 0 0 0 Ui 0 0 

EE CASON Fe SUNS 11-3 STAN 

#H11-3 MBAMEM 

NZ fe 

Filesystem SPE ANA BK 

blocks FAP SBA Ra eR TA] ), BO KB 

soft FY ABE Ee HR EZ [a] 2 A WE Bc) A Re KB al BE 

= AY SE FH etek es TA] Ae OL. GAB IAPR HS, PRE ASO AA 

FAP BZA or Cee ok 28 [i] 

inodes ALP 4B AY inode “tie (SCP ) 

soft AT AE ASC A PAE Bc AS a KB ll BE 

— phy a ab. iA IAPR Ha, AL BZA Ae 

af 

WOT BETES A] OCR hl, Te ZEEMAN) soft, oo {AL, Ii} AZEBH blocks il inodes 

(EL, AST SAE AE ARAS , FRYE ASE A I BI PS EAI. 

$B: 4oR soft RF hard iRAA 0, WARRA RA. 

1 FOR AG EEA |] AE BR HD A LOOMB. 
[root@RHEL7-1 ~]# edquota -u bob 

Disk quotas for user bob) (wid “LOVS):: 

Filesystem blocks Soft hard inodes soft hard 

/dev/sdaé 0 0 100000 ¢ 0 0 

(S) 4n4H/etc/postfix/main.cf ACR CE, THBRLA Risa), KERB AR ACTA TK BR Hil Fe Fa 
message size limit=5000000 

242 



its 5 Ete Posttix AeARS 28 

{£3 11-2 ft Dovecot ARS 

ft Postfix fk4-4e RHEL7-1 Evt77FEA BCA Wa, Mail Server WERT LASER E-mail ASHE 
BGR THE, (Ae an Re ee AY POP3 All IMAP PP REVI E , IS BE AZAE dovecot #LEAl. 

1. 24% Dovecot ARStE Reta 

(1) @4 POP3 All IMAP. 
[root@RHEL7-1 ~]# yum install dovecot -y 

[root@RHEL7-1 ~]# rpm -qa |grep dovecot 

devecot=2.2 /10-sirel] -x86164 

(2) JAZy POP3 Aka, InJEY FFG pop3 Fl imap Xf NZAY TCP wi 110 Fl 143. 
[root@RHEL7-1 ~]# systemctl restart dovecot 

[root@RHEL7-1 ~]# systemctl enable dovecot 

[root@RHEL/-1 ~]# firewall-cmd --permanent --add-port=110/tcp 

[root@RHEL7-1 ~]# firewall-cmd --permanent --add-port=25/tcp 

[root@RHEL7-1 ~]# firewall-cmd --permanent --add-port=143/tcp 

[root@RHEL/-1 ~]# firewall-cmd --reload 

(3) Wit. 

(HFA netstat fir SWE Fa POP3 AY 110 vig A IMAP AY 143 4g, on Rtas. 
[root@RHEL7-1 ~]#netstat -an|grep 120 

ECD 0 C5020 02 US £0 O20. 0.05= LISTEN 

tcpé 0 Ceres Gi 0) pigs LISTEN 

udp 0 Oe-0. 0. 020244100 C002 0s* 

[root@RHEL7-1 ~]#netstat -an|grep 7143 

tcp 0 O: 200 Oss 4S O20 200 LISTEN 

tep6 0 0 :::143 :* LISTEN 

Unb zN 110 Al 143 ME CIEL. WU ZE78 POP3 bik IMAP fk GAR WER LE. 

2. Aceh Dovecot rst 

QD) ££ Dovecot Hk Fer AY Bc CEP ETT oo RB. PGS 24 44, 42 Dovecot fk 

Ree CFA EUPIA imap. pop3 Fil lmtp. AVBERtAT LA, BRU GER ZE DN 
[root@RHEL7-1 ~]# vim /etc/dovecot/dovecot.conf 

protocols = imap pop3 lmtp 

Q) FEEACEOCCFAIIES 48 17, WEP BH, thet, ATLA EE BR ll R 

APRA THES IB AEF RC. MURR A E, (BASU F 
login_trusted_networks = 0.0.0.0/0 

tA EBA FEI BS, 4 192.168.10.0/24. 

Alita: AFR -KEBA, SMA telnet 12 25 73 UME oh ke FB 
TR: -ERR [AUTH] Plaintext authentication disallowed on non-secure (SSL/TLS) connections. 

3. ACES AMAR S Heise 

4 Dovecot ARIF FEF ALARA FACE SCHED, ae LR A, FE BEE) EA 

FEN AAS as ASH OS ao ER RA ee Sa, AERA CPE PS 24 FTA 

mAs Ss (4) ANB EAT 
[root@RHEL7-1 ~]# vim /etc/dovecot/conf.d/10-mail.conf 

mail location = mbox:~/mail:INBOX=/var/mail/%u 

4. C2, 2URGAHBS 

DU Gi] userl Fl user2 Afi], IEE PA Sé BU, BFAD RB EY AA ae (3k 
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aml), APU BE) 48k, Xf Dovecot ARRAS FEAF AY Bc EPs ee PH KR 

root@RHEL7-1 ~ 

root@RHEL7-1 ~ 

root@RHEL7-1 ~ 

[ # useradd userl 

[ 

[ 

[LOOLeRHERLI=1 = 

[ 

[ 

useradd user2 

passwd userl 

root@RHEL7-1 ~ 

root@RHEL7-1 ~ 

mkdir -p /home/user1/mail/.imap/INBOX 

mkdir -p /home/user2/mail/ .imap/ INBOX 

£3 11-3) BCRP SCI A e ARS cH Mit 

Postfix HAF ubCF ARS 4A DNS ARS at Ay Hehe 192.168.10.1, FAA Telnet air, (Hb 

HhhE-A user3@long.com MFA HB CFHEHE A user4@long.com MIF AIK ERA “The first 

mail: user3 TO user4” AYHBCE, TRINH FA telnet 474M IP HetEy 192.168.10.1 fy POP3 Aka 

fre HH 

1. (EBRD 

4 Postfix IRS Arta ER ZA, DAIS AY REBAR TENS Ait LE AY (HEA, RR C9 

Aree Telnet f+ BRERA AT AY 25 Mie, IPA AM postfix HEAT MK. 

FEMA ZA, FEMALE Telnet AY ARS aime EAS PH mE Ze ee (OP GIAE RHEL7-1 

Fil client] E242, AFER-—4N#B ). A SHEE I ARS], BEDORL TALE 

BU ARAS . AAARPR VERE UI FP 

2. f€ RHEL7-1 E238 dns, postfix, dovecot 4] telnet, F#fHAzH 

GQ) #8 dns. postfix, dovecot il telnet. 

[root@RHEL7-1 ~]# mkdir /iso 

[root@RHEL7-1 ~]# mount /dev/cdrom /iso 

[root@RHEL7-1 ~]# yum clean all / / BREA ICT RBAE 

[root@RHEL7-1 ~]# yum install bind postfix dovecot telnet-server telnet -y 

2) 4JFF SELinux AANA, FERRE PAP dns, smtp Ik%. 
[root@RHEL7-1 ~]# setsebool -P allow postfix local write _mail_ spool on 

# 

# 

# passwd user2 

# 

# 

[root@RHEL7-1 ~]# firewall-cmd --permanent --add-service=dns 

[root@RHEL7-1 ~]# firewall-cmd --permanent --add-service=smtp 

[root@RHEL7-1 ~]# firewall-cmd --permanent --add-service=telnet 

[root@RHEL7-1 ~]# firewall-cmd --reload 

(3) Jay POP3 ARS, TAIEIF IR pop3 Fl imap XNA TCP vig 110 Fil 143. 
[root@RHEL7-1 ~]# firewall-cmd --permanent --add-port=110/tcp 

[root@RHEL7-1 ~]# firewall-cmd --permanent --add-port=25/tcp 

[root@RHEL7-1 ~]# firewall-cmd --permanent --add-port=143/tcp 

[root@RHEL7-1 ~]# firewall-cmd --reload 

3. 4: RHEL7-1 FACE DNS ARS2§, 12S MX ics 

Hic’ DNS Waar, JFBCE METER MX Bevo. AREER FP 
D Fite DNS JIRA AY EAC CHE, SIM long.com SAY X FAA ( options AE4}47 IK , 

Fe PLACE BUTT, SEE AN ACEC www.ryjiaoyu.com Bk ln) (Ea A ). 

[root@RHEL7-1 ~]# vim /etc/named.conf 

zone “Long. com": LN { 

Eype Master; 

frleo"Longucomegonea sso}; 

gone -"10. 165 192 tinsaddrvarpa’ iN 4 
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type master; 

file rei) = AGS el OV a@rnes 2 

a 

#include "/etc/named.zones"; 

TERS include 4"), Stg5cx2ln], AAA BITE named.conf PER Away PTH, that 

J} named.conf #i] named.zones 4#_.N—. 

(2) 4a# long.com PX KAY TE Ml fe TBE Ee OC 

[root@RHEL7-1 ~]# vim /var/named/long.com. zone 

SRT LD 

@ IN-SOA>- Long. com. root.long. com. { 

2013120800 ; serial 

1D ; refresh 

1H 7, LOLLY. 

1W ; expire 

3H) ; minimum 

@ IN NS dns.long.com. 

@ IN MX 10 mail.long.com. 

dns IN A 192,74 68,10. A 

mail IN A 192 163.104 

smtp IN A 192216861041 

pop3 IN 19? 4268.20: 4 

3) 4a44 long.com ER EE LAR SURE IC 

[root@RHEL7-1 ~]# vim /var/named/1.10.168.192.zone 

Sri iD 

@ IN SOA @ LOOt « LOnG...cCOm,...f 

0 P -BeliaL 

ID ; refresh 

1H s ECE 

1W ; expire 

Bn) ; minimum 

@ IN NS dns .long.com. 

@ IN MX 10 mail.long.com. 

1 IN PTR dng slong. Com: 

iL IN PER mail.long.com. 

iL IN PTR smtp.long.com. 

ae IN PTR pop3.long.com. 

@ ANAL Pat BBs 3 DNS IRS, BEACH AERC. 
[root@RHEL7-1 ~]# systemctl restart named 

[root@RHEL7-1 ~]# systemctl enable named 

4. fEserver1 FACE ABMAARS 28 

AC fic Ft /etc/ postfix/main.cf, FEAc: Dovecot IRA FEF « 

QQ) fic t/etc/ postfix/main.cf. 
[root@RHEL7-1 ~]# vim /etc/postfix/main.cf 

myhostname = mail.long.com 

mydomain = long.com 

myorigin = S$mydomain 

inecdnverraces. = ald 
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mydestination = $myhostname, $mydomain, localhost 

) fic dovecot.conf. 

[root@RHEL7-1 ~]# vim /etc/dovecot/dovecot.conf 

protocols = imap pop3 lmtp 

nae nen networks = 0.0.0.0/0 

@) ACHAEA SIAR Te, BOC EBPE A ae (Aon 4a 
[root@RHEL7-1 ~]# vim /etc/dovecot/conf.d/10-mail.conf 

mail location = mbox:~/mail:INBOX=/var/mail/%u 

[root@RHEL7-1 ~]# useradd user3 

[root@RHEL7-1 ~]# useradd user4 

[root@RHEL7-1 ~]# passwd user3 

[root@RHEL7-1 ~]# 

[root@RHEL7-1 ~]# mkdir -p /home/user3/mail/.imap/INBOX 

[root@RHEL7-1 ~]# mkdir -p /home/user4/mail/.imap/ INBOX 

@ JAS PIR , ACE ser, TRE AIRS 

passwd user4 

[root@RHEL7-1 

[root@RHEL7~-1 

[root@RHEL7-1 systemctl restart dovecot 

[ 

[ 

[ 

~]# systemctl restart postfix 

ae 

| i 

root@RHEL7-1 ~]# systemctl enable postfix 

1s 

a 

systemctl restart named 

root@RHEL7-1 

root@RHEL7-1 

systemctl enable dovecot 

systemctl enable named 

[root@RHEL7-1 ~]# setsebool -P allow postfix local write mail spool on 

5. f£ client1 E(# telnet AiKAM4 

{FH telnet RIKMPHE ( 4E Client] FP wmelllit, Wate DNS IRS 4h 192.168.10.1 ). 

@ 7E Client! EW DNS #AIEH, X—-HEREE, 

[root@clientl ~]# vim /etc/resolv.conf 

nameserver 192.168.10.1 

[root@clientl ~]# nslookup 

PSEC CYpe=Mx 

> long.com 

Server: 192.168.1064 

Address: 192.168 10.1453 

long.com mail exchanger = 10 mail.long.com. 

> exit 

2) 7E Client] KR E3 telnet HEHE. 
[root@Clientl ~]# rpm -qa|grep telnet 

[root@Clientl ~]# yum install telnet-server -y //tR telnet MRSA et 

[root@Client1 ~]# yum install telnet -y //%# telnet BP wee 

[root@Clientl ~]# rpm -qal|grep telnet / | RPE REE EE MD 

beinet servers 1/646) hex 86 Oe 

cele Uni /-oS7el] x06" 64 

(3) 4 Client] 2 F wag list. 

[root@Client1 ~]# telnet 192.168.10.1 25 //fllH] telnet mO#RAMEMA AEN 25 tO 

Prevying TI2o hes iel0:. i 

Connectedsto 192.268.2101; 

Escape ‘character: 2s: %% |". 

220 Marl ylongscom BOMTP Postrix 

helo long.com //#FA helo fit Th] HBP ARS ab ZeHH Et, ANE hello 

250 mail.long.com 
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mail from:"test"<user3@long.com> //it@(faltipmiWURAteAdoht, Hsp 

BOO 2 wh wl OK 

rept to:user4@long.com 

ZOOM ark.) on Ok 

data 

// “test”, Bla AHBHEW clientl@smile.com 

//AVFA rept to ari ACA AB AEE 

// data RARER MBAR ST . SHASE data HS 
// Ja, B¥eR—TST HY “2” BR a 

354 End data with <CR><LF>.<CR><LF> 

The first mail: user3 TO user4 //SatE AE 

[1 RRERUEDVR. TA RERICMA *” 
250 2.0.0 Ok: queued as 456EF25F 

quit 

221722020 Bye 

//i8H telnet fi 

Connection closed by foreign host. 

ALD Bea EATERS, Be Ada la, WR ae SS Fl PES 

VAX LEA USA EE SOT PF DT ARS ae Ys ee A PBA. PSP 28 Fe UL Td PRS BAA 

KEM, Wize 11-4 Aim. 

Elm K 

220 

250 

354 

500 

501 

502 

# 11-4 ABAFIE Ata 

it AA 

B78 SMTP HRS HF AE EARS 

serpin the CP, [AI IE A 

AY WFP aa Matra A, JRLA 2 

#e7N SMTP teikiR, JCP THIES 

BINT SEBS BATA 

BIN AS SFRIZIES 

6. FAFA Telnet sa SHEUCAa FA 
[root@Clientl ~]# telnet 192.168.10.1 110 //#lH telnet fPOEPAMEIRS HE 110 FRO 

Trying 192.168.10.1... 

Connected to: 192: 168. 10 kc. 

Escape character is '*]'. 

+OK Dovecot. ready. 

user user4 

+OK 

pass 12345678 

+OK Logged in. 

list 

+OK 1 messages: 

1 291 

retr 1 

+OK 291 octets 

//FA user tri AR PMA! A user4 

/ /AIFA pass f8 OHA user4 JIKAN BIB 12345678 

//AUFA List ti OAR user4 UK ABR SABE aS 

//AVFA retry tr Suse SA 1 EB, PSO PL 

Return-Path: <user3@long.com> 

X-Original-To: user4@long.com 

Delivered-To: user4@long.com 

Received: from long.com (unknown [192.168.10.20]) 

by mail.long.com (Postfix) with SMTP id EF4AD25F 
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for <user4@long.com>; Sat, § 4.Aug 2018 22:33:23 +0800) (CSB) 

The first mail: user3 TO user4 

quit //iBt telnet ti 

+OK Logging out. 

Connection closed by foreign host. 

Telnet AA LA Ra By DAA, aire ct ke Bee A a 

stat ip FHT: stat HER. 

list #4 AGEL: list [PJBRn WE, n AMBP 

uidl ar Ask: uidl [n]lALE. 

retr 9 4#4rk: retrn BRON AAA, n ASS 

dele 7 *4%zK: dele n Fl_E. 

top fi #§xk: topnm BRn. m ANA, n AUF Ss, m ATRL 

noop fit #§s: noop Witz BR. 

quit An Fesrk: quit CHAR. 

ean SAY PPAR BE LP Te Ae 

‘. 

stat MODEM, XFibATS, POP3 IRS 4k — TIE BAIA, EMA yA 

STH adi, EW “+OK” Fk, aE TRS, BPE, BT 

PEAR EAYA), 4+OK 4 1603. 

list ARS MBB HE, GB RBUE— PES, FRANZEN AE EB as, AT EA A 

Ait BS list HS ARTES HESS, FP ARS Abs, BT BY 2k 

ARM ER AS ais, Ja TE SECA BEA ICZ) 

uidl #7445 list FS HHIRBAB, AAR uidl aS AEB BLU list PEA 

AK. 

retr fit EACH AEP ie BARS, ERE EAE A, Ebr Bee 

BT. mCi Za, ARS A RR, eR AEA A 

tk. ACRE TA], HB-PSE RSG, HER SRA MBE, ARERR Za Ee 

FEHB PF IE XC. 

dele “4 FA RUWE ERO MBCE (TERR: dele n ft AFLAC iid, RATE 

HUT quit mS Za, Eber BEM ). 

top H#CAWTBM, JBM: topnms FP n ABRs, mm BE TSE HY BRIE SCAT 

BX, AW m=0, SU Rise AB AE AY BR SA BoP 

noop t#, Ati Kita, POP3 Wks as AVFE IS, MOKII—SIE Al “+OK”. 

quit 7S, nro AHia, Telnet WI SIRS aE, AStHEA BORA. 

FAP A+ Bi S2/var/spool/mail 

FTA LAER PEARS i RHEL7-1 EGET aA, SCAT AACR EARS Hh ZS 

AEE HY CVE I . Postfix 4£/var/spool/mail A xe FN BES Po ld a a 2 8 A 

4 FPA BR, REECE 4 RAP A. BO, AEA A user3@long.com AY IC 

4% user3. 

[root@RHEL7-1 ~]# ls /var/spool/mail 

user3 user4 BOOP 
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8. ABERAAI 

BCPA SS at Boe MO, RRB OA FA HERE E-mail WY KIRA SF, (A Recor ee I E 
EAA sire tH SUM] ek, aN eS) Ay Eft JS) SSN HI 4 FS Ae BGA SH, REI) SMTP AR 
Fs te IBA RAF ABE, THB AR EAT ERR. ARID TERA BOG IDOE RIL, RU 
Postfix ACH] I HBAE BASIE RAF IRE BIKA ODE, AL, IRS} ASS ER Ba lia) ae 

TR IRECHB LE. Ht mailq ATS ORAL A ME AF AZ 
[root@RHEL7-1 ~]# mailq 

FLAS ALAA F 
© QID: ANIA ARADO ASS S CID ). 
e Size: FANNIN KZ). 

e Q-Time: Hh{4i4 A/var/spool/mqueue Ase AY ATTA], $F ARADO BN PK HER 

@ Sender/Recipient: Afra AAI APB RHODE. 

ANF BE BAS AA ee AE, ZA ip Ra er TS AE RSS AS EB 4, BS RSE TG 

FEB E AR Ai 0 

(ES 11-4 4 FA Cyrus-SASL S83 SMTP WiE 

TOBA HAAS TAP, EAS Sk Se AAP, BE SUIS SA OR AER 

Het ABE ARE ON SES EIR AR ABR SR aE 

EA SEZ He, TR AC BA AP dE Se AE CH 

UE ) ESE AU ZEN. SMTP WUEDLHil Ie Cryus-SASL HR SCIRAY 

Sep: KENT —-PHEHESEE SMTP VGUERIRA AE, HEARS AEA DNS 

AR arly) IP Hite 192.168.10.1, Asi Client AY IP Hitt 192.168.10.20, ano © 

ALE users Muser4, DNS HF AORCEIA THO 11-4, SeELYRRORE COATT TE 
DEAN F SMTP iAiESE 

1. $ae8 AraC Ss s+ 

(1) 2 cyrus-sasl 4K. 
[root@RHEL7-1 ~]# yum install cyrus-sasl -y 

(2) eA. VEPEL JA oa Are AS se 7 sk. 
[root@RHEL7-1 ~]# saslauthd -v | | PEAR SCF PA OE TIE 

Ssasiauthd 2.1.26 

authentication mechanisms: getpwent kerberos5 pam rimap shadow ldap httpform 

[root@mail ~]# vim /etc/sysconfig/saslauthd / PETA EDL HERE shadow 

MECH=shadow / / Fare AP Re eS ET sk, FA pam BOA shadow, AHH WAGE 

[root@RHEL7-1 ~]# ps aux | grep saslauthd //#4 saslauthd HHESE AIT 

POO SZC oe Oe C0: U2 G64 S72) pes / 0 St LOLs 0:00 grep --color=auto saslauthd 

//FUA SELinux Stif saslauthd fF iZ/etc/shadow Mt 

[root@RHEL7-1 ~]# setsebool -P allow_saslauthd_read shadow on 

[root@RHEL7-1 ~]# testsaslauthd -u user3 -p '123' //iilliXt saslauthd NUDED 

020K “Success.” //#e7R saslauthd WUE REC eVE RS 

(3) 4a# smtpd.conf CF, (4! Cyrus-SASL 3¢# SMTP WAGE. 

[root@RHEL7-1 ~]# vim /etc/sasl2/smtpd.conf 

pwcheck_method: saslauthd 
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mech list; plain’: togin 

log_level: 3 //VE3k log Ayes 

saslauthd_path:/run/saslauthd/mux //R smtp FH cyrus-sasl WHE 

2. 44a main.cf 344+ 4{# Postfix 2 SMTP TATE 

1) FERRULE, Postfix JA AY SMTP VGEAL#H. BELE Postfix Ja A] SMTP WE, 

WATE main.cf C/E PSIG FACET. 

[root@RHEL7-1 ~]# vim /etc/postfix/main.cf 

smtpd_sasl_auth_enable = yes //JAFA SASL VEN SMTP Wie 

smtpd_sasl_security_options = noanonymous  //#8iK KAR Soest 

broken _sasl_auth clients = yes / / Fe A AER ERY SMTP VUGEPM (40 OF4. x) 

smtpd_recipient_restrictions = permit_sasl_ authenticated, reject_unauth_destination 

//VMEMZ VE, WA VERE 

— A EP UC A HE SE, SUP SASL DENA ay bh AK BE 

HO IO ony Ge Sr NO 

(2) HALA Postfix IRA, PEACOCK CMR GR. wig. SELinux WBC AA) Ay 

[root@RHEL7-1 ~]# postfix check 

[root@RHEL7-1 ~]# postfix reload 

[root@RHEL7-1 ~]# systemctl restart saslauthd 

[root@RHEL7-1 ~]# systemctl enable saslauthd 

Ua SB 22 (SB Sa WE 
[root@clientl ~]# telnet mail.long.com 25 

Wry oe 10S 0.1 ee 

Connected to mail.long.com. 

Hscape. Clisracter is '*]'. 

helo long.com 

220 mail. long-com BSMIP: Posttix 

250 mail.long.com 

mail from: user3@long.com 

200 2.1.0. 6k 

rept to:68433059@qq.com 

554 5.7.1 <68433059@qq.com>: Relay access denied //# iE, PrLFEAislal, AiKAM 

4. SPF eeiMlizt Postfix AY SMTP iAiE ( (HAS Miz ) 

(1) APR ERARA RP SUE Ak, PRO aa printf ARSE 

HE A 4 Pa BS Sh 4 
[root@RHEL7-1 ~]# printf "user3" | openssl base64 

aXN1cjE= //FAAPS% user3 & Base64 Sah 

[root@RHEL7-1 ~]# printf "123" | openssl base64 

MTIz // #805123 WW Base64 Bang 

(2) SAF HV RU HE ACE 
[root@clientl ~]# telnet 192.168.10.1 25 

Pryvdinges So bos sl On ts 

Connected to: 29? 168 10.7. 

Escape character is. '*]'. 

220 mail.iong.com ESMTP Postfix 

ehlo localhost / / Ee RAP hig HOHE 

290-mail.long.com 

250-PIPELINING 

250-SIZE 10240000 
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Zo0SVREY 

250-ETRN 

250-AUTH PLAIN LOGIN 

250-AUTH=PLAIN LOGIN 

250-ENHANCEDSTATUSCODES 

250-8BITMIME 

250 DSN 

auth login // FARA FP aay SMTP WEES 
334 VXNlcm5hbWU6 // “Username:” H Base64 Fahy 

dXNlcjE= //#i A user3 AP AX Base64 Bats 

334 UGFzc3dvcmQ6 

MTIz // FAP SS “123” WW Base64 Aah 

235 2.7.0 Authentication successful //ifiw S SHWE 

mail from: user3@long.com 

2507.2, 12-0. Ok 

rept to: 68433059@qq.com 

Zo 21-5 Ok 

data 

354 End data with <CR><LF>.<CR><LF> 

This a test mail! 

250 2.0.0 Ok: queued as 5D1F9911 / /4xt BUGS Ala 

quit 

22.22.00 Bye 

Connection closed by foreign host. 

5. FER ime Aus 

“RA awe AD GES LVS , Pete Za AE sc. VW Outlook 2010 Afil, ERI 11-5 

BAN Aa HE PE ee “FR AKIRA (SMTP ) B22 UE”, APM, ABE Te) Ee 

BAF AAR, Tin Re 2a ASS PY By Ht A AS BE 

|| CUPRA EARS SE GuTP)BHISUE 0) 
S PRS RA Saas W) 
See L) 

TERA & 
SES EE GPA) @) 

TARP Rie Fe ER ABS Ss CL) 

a=] Las)! 

241-5 GHAR RAs 

11.4 Postfix ARSSTEMV Seok 5S AWFB 

11.4.1 7S Minis 

AS FIR FAS EA OR Is PRA tT, «teaml.smile.com Jh5€F4 192.168.10.0/24 

ood 
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PXJEZ, team2.smile.com KEY 192.168.20.0/24 EZ, DNS 2 Postfix Ak airtbhhse 192.168.30.3. 

IZ4 dH Fh an 11-6 Pras. 

192.168.10.0/24 192.168.20.0/24 

SIS sendmail se te 5-28 

F1 11-6 Postfix SZFRS=GltGFh 

BORG Fo 

C1) BA TAy EA A aA AN AB SEL BE 0 a eT A RS ES I AAR 

(2) WE PIS EB-EREZH team] Fil team2, WAtRAIK ZG teaml WHKYE, “team1.smile.com” 

A ABA AWE, [RPE , AeA team2 MVUBE, “team2.smile.com” Ja 51 Ab Ay LACE 

(3) PSIEFEPL 192.168.10.88 FY Postfix ARS #i 

11.4.2 BRA 

FOR (1) PRER CARMAN, TUS s AES 11-1" PHKAANIZE, 

QR re EB ERS ASF A BIRD), BE E Access SCf#. 

BES (2) Bet BI HES A ARE 

BEEK (3) fa Zete Access CF PIB44 (REJECT ) 192.168.10.88. 

11.4.3 fRRA 

el aA: FA SCORER, FA Postfix ABE ARS ae CASH at, Postfix IRA ake 3 ERM 

-K: ens33, ens38 All ens39, IP HEHEoP GIA 192.168.10.3, 192.168.20.3 Fl 192.168.30.3, AY 

AE Postfix Ika at Lie, FP eee AAT AE 03 RIB AE Bee sh AY LA a 
VMnetl ). 

1. Aces Hes 

C1) SHOPS 26 Be CFE ELE aS 4 2a at) FP IP ek. ea 

Fil DNS ARH #5 (192.168.30.3 ). 

(2) SHUM IP HATH. 
# JAB) IP HR 

[root@RHEL7-1 ~]# vim /etc/sysctl.conf 

net.ipv4.ip_forward = 1 

# FRE) RMB, RRU 0 BA RY) 1 BA, aE 
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[root@RHEL7-1 ~]# sysctl -p 

A= SET Postfix HEARS es 

[root@RHEL7-1 ~]# cat /proc/sys/net/ipv4/ip forward 

1 <==R AEA! 
2. Aces DNS ARs Be 

(1) Ada DNS 8c 3c named.conf ( options Bb4)-4ik, FRMIALREIA, SES AEC 

CLES www.ryjiaoyu.com BK [nl (Ey AE ). 
[root@RHEL7-1 ~]# vim 

Zone “smile,com"™ IN { 

type master; 

file "smile.com.zone"; 

be 

more: 730.168 .192 1n-addr.arpa” IN. { 

type master; 

file to.00.166.192 .20One"; 

hi 

zone "teaml.smile.com" IN { 

type master; 

file "teaml.smile.com.zone"; 

}; 

mone 710.168.1922. in-addr.arpa’ IN { 

type master; 

file ro .20). 108.192. Z0ne"; 

}; 

zone “"team2.smile.com" IN { 

type Master; 

file "team2.smile.com.zone"; 

he 

gone “20.160 .192 an-addr.arpa™ IN { 

Lype master; 

file Poet Oo. L924. ZONES 

ar 

/etc/named.conf 

(2) fic '/var/named/smile.com.zone K KIC(4 ( Aiba ae EBT 

SiTL 1D 

@ IN SOA SHuLe J COM. Loot. 

2013121400 ; 

28800 ; 

14400 ; 

3600000 ; 

86400 ) ; 

@ IN NS 

dns IN A 

@ IN MX 5 

mail IN A 

smile.com. ( 

Serial 

Refresh 

RELTY 

Bxpire 

Minimum 

dns.smile.com. 

D9?) Ve oo 

mail.smile.com. 

LOZ POB S03 

(3) fic '8/var/named/3.30.168.192.zone J fa] KR , 

STTL 86400 

@ IN SOA 30.168 192 an-addr arpa. root. smile. com. ( 

2013120800 ; Sexniad 

28800 ; Refresh 

14400 ; Retry 
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3600000 ; Expire 

86400 ) ; Minimum 

@ IN NS dns.smile.com. 

3 IN PTR dns.smile.com. 

@ IN MX 5 mail.smile.com. 

3 IN PTR mail.smile.com. 

(4) fic ¥t/var/named/team1 .smile.com.zone [x Eh IC . 

STTL 1D 

@ IN SOA teaml.smile.com. root.teaml.smile.com. ( 

ZOLSLZ1400 ; Serial 

28800 ; Refresh 

14400 ; Retry 

3600000 ; Expire 

86400 ) ; Minimum 

@ IN NS dns.teaml.smile.com. 

dns IN A COZ OO sub Ois 

@ IN MX 5 mail.teaml.smile.com. 

mail IN A FOZ. 168 2 LOi8 

(5) fit 4/var/named/3.10.168.192.zone JR [a] KIMI, 

Seri 86400 

@ IN SOA 10 2168.192.an-addr.arpa.. root .teaml.smile.com. { 

2013120800 p oerlaL 

28800 ; Refresh 

14400 y; Retry 

3600000 ; Expire 

86400 ) ; Minimum 

@ IN NS dns.teaml.smile.com. 

3 IN PTR dns.teaml.smile.com. 

@ IN MX 5 mail.teaml.smile.com. 

3 IN PTR mail.teaml.smile.com. 

(6) fict/var/named/team2.smile.com.zone X SKC (# . 

STTL- 1D 

@ IN SOA team2.smile.com. root.team2.smile.com. ( 

ZO13 121400 ; serial 

28800 ; Refresh 

14400 y Retry 

3600000 } Expire 

86400 ) ; Minimum 

@ IN NS dns.team2.smile.com. 

dns IN A £92 106 52053 

@ IN MX 5 mail.team2.smile.com. 

mail IN A tS WANE Stones Ota, 

(7) ic t/var/named/3.20.168.192.zone Jz [a] K JIC , 

STTL 86400 
@ IN SOA 20 169,192 1n-aodr.arpa: Oot. tean2 smile. com. 

2013120800 7 SCELAL 

28800 ; Refresh 

14400 ; Retry 

3600000 ; Expire 

86400 ) ; Minimum 
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@ IN NS dns.team2.smile.com. 

3 IN PTR dns.team2.smile.com. 

@ IN MX 5 mail.team2.smile.com. 

IN PTR mail.team2.smile.com. 3 

(8) 122 DNS Sh fT AC CE 
{FA vim 4a4/etc/resolv.conf, % “nameserver” M(H BON 192.168.30.3. 

(9) HUA named IR, (HACE ZERC. 

3. 223% Postfix (48, Bt/etc/postfix/main.cf ( AE ITM HAREES 11-1 ) 
myhostname = mail.smile.com 

mydomain = smile.com 

smtpd_client_restrictions = check_client_access hash:/etc/postfix/access 

//FeOTEE: RAST, Vile MRA AER, ACG /etc/postfix/access TAR 

EES 11-4 SEMA SCF smtp DENY 4 ZATA A I RB PE 
#smtpd_sasl_ auth enable = no 

#smtpd_sasl_ security_options = noanonymous 

#broken sasl auth clients = yes 

#smtpd_recipient restrictions =permit_sasl_ authenticated, reject _unauth destination 

4. BRAM 

(1) Bea 
aliases MUFiISAGT: ASCP UIKS: BA 1, ail 2 
[root@RHEL7-1 ~]# vim /etc/aliases 

teaml:clientl,client2,client3 

team2:clienta,clientb,clientc 

(2) {FA newaliases A74>4t SM aliases.db ACHE IE SC « 

[root@RHEL7-1 ~]# newaliases 

5. Aces sAY Access 32 

(1) ate 1B YC/etc/postfix/access X14, 

4E RHEL 7 'F, Shik Postfix IRA 48 TE EOLA WER AK BE, AN te BE FE 

ty iwik, {BwX/etc/postfix/access KPEA ZF. 

(2) AEB Access SRE ICHE (HHHEASAITE AEA ZS 8, PREY Tab HERMIT HEE OK ). 
[root@RHEL7-1 ~]# vim /etc/postfix/access 

BOO geen OK 

LOZ VL6S 10 OK 

Loo 068 20 OK 

LOZ 1 68).30 OK 

LOA L681 0). O88 REJECT 

[root@RHEL7-1 ~]# postmap hash:/etc/postfix/access 

6. Aces dovecot #{4@ ( POP3 #1] IMAP ) 

TE WES 11-2. 

7. CUZRP, BWA 
[root@RHEL7-1 ~]# groupadd teaml 

[root@RHEL7-1 ~]# groupadd team2 

[root@RHEL7-1 ~]# useradd -g team1 -s /sbin/nologin clientl 

[root@RHEL7-1 ~]# useradd -g  teaml -s /sbin/nologin client2 

[root@RHEL7-1 ~]# useradd -g teaml1 -s /sbin/nologin client3 

[root@RHEL7-1 ~]# useradd -g  team2 ~s /sbin/nologin clienta 

[root@RHEL7-1 ~]# useradd -g  team2 -s /sbin/nologin clientb 

Abo 
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[root@RHEL7-1 ~]# useradd -g team2 /sbin/nologin clientc 

[root@RHEL7-1 ~]# passwd clientl 

[root@RHEL7-1 ~]# passwd client2 

[root@RHEL7-1 ~]# passwd client3 

[root@RHEL7-1 ~]# passwd clienta 

[root@RHEL7-1 ~]# passwd clientb 

[root@RHEL7-1 ~]# passwd clientc 

[root@RHEL7-1 ~]# mkdir -p /home/client1/mail/ .imap/INBOX 

[root@RHEL7-1 ~]# mkdir -p /home/client2/mail/ .imap/INBOX 

[root@RHEL7-1 ~]# mkdir -p /home/client3/mail/ .imap/INBOX 

[root@RHEL7-1 ~]# mkdir -p /home/clienta/mail/ .imap/INBOX 

[root@RHEL7-1 ~]# mkdir -p /home/clientb/mail/ .imap/INBOX 

[root@RHEL7-1 ~]# mkdir -p /home/clientc/mail/ .imap/INBOX 

8. Jaz) Postfix ARS5. 7 SEB. FARGO. iS SELinux | 
[root@RHEL7-1 ~]# systemctl restart postfix 

[root@RHEL7-1 ~]# systemctl restart dovecot 

[root@RHEL7-1 ~]# setsebool -P allow_postfix_local_write_mail_spool on 

[root@RHEL7-1 ~]# firewall-cmd --permanent --add-service=dns 

[root@RHEL7-1 ~]# firewall-cmd --permanent --add-service=smtp 

[root@RHEL7-1 ~]# firewall-cmd --permanent --add-service=telnet 

[root@RHEL7-1 ~]# firewall-cmd --permanent --add-port=110/tcp 

[root@RHEL7-1 ~]# firewall-cmd --permanent --add-port=143/tcp 

[root@RHEL7-1 ~]# firewall-cmd --permanent --add-port=25/tcp 

[root@RHEL7-1 ~]# firewall-cmd --reload 

mtg 
{i A netstat-ntla 47 OW IAEA SMTP AY 25 vig, POP3 AY 110 sm ke IMAP AY 143 

viig FI 

[root@RHEL7-1 ~]# netstat -ntla 

10. G2ZAUR 192.168.30.0/24 ES Mlizt 

WAS PH vig AY ZR EOF 

IP HELA 192.168.30.110/24, BRIAPYISEH 192.168.30.3, DNS ARS48-A4 192.168.30.3. 

C1) IBA ACTS Ay Pees Ta 

ZE Linux 2 F734 (192.168.30.111 ) (AA telnet, 48!) client] #11 clienta JIS HBF AY AIK 

RWC, Wiki AEM R (AEA clientl@smile.com, 4F AH clienta@smile.com ). 
[root@Clientl ~]# telnet 192.168.30.3 25 

Prying 192168, 30 0su5. 

Connected tO. 1927 166.50. 3. 

Escape Character Esso yh. 

220 mail. smile.com ESMTP Postfix 

helo smile.com //#FA helo a8 [hl WEIR abe HA Bt, ASHE hello 

250 mail.smile.com 

mail from: "clientl1"<client1l@smile.com> 

//AI “client1”, AtsABHEA clientl@smile.com 

250° 2b SOO 

rept to:client2@smile.com 

2 SON ee oie 

//data 

//#IA ropt to titi A WCE AB BEE 

BRA E 
354 End: date wath <CR><LF>)<CR>E<LF>S 
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// RBar Rete Ahk. a Pie 

// data BROTHA SAAT. YMA data HEE, SHR ER 
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Clientl TO Client2! A test mail! 

// “.” BRERA AA. FAR RICA “.” 
200 2.0.0 Ok: quened: ag /1B1990h 

quit / /i8t4 telnet fi 

Deuce 0. 0 BYS 

Connection closed by foreign host. 

(2) FEARS aim EAE client2 WUC FA 

TERS Hi ia AA mail fr #E clienta AACE AR. ZEASHPESARS AS, TE Linux 47477 F, 

4A mail AAA) WA AIK. OOF Ae 
[root@RHEL7-1 ~]# mail -u client2 

Heirloom Mail wersion 42.5 7/5/10. Type ?, for help. 

"/var/mail/client2": 1 message 1 new 

>N 1 clientl@smile.com sun Aug: GS 22508 LOs349 

& 1 // UF BEATS E-mail, wePenb Poa Ss, 7 Enter PMU 
Message 1: / (eke I 1 

From clienti@smile.com Sun Aug 5 22:08:24 2018 

Return-Path: <clientl@smile.com> 

X-Original-To: client2@smile.com 

Delivered-To: client2@smile.com 

Status 

Clientl TO Client2! A test mail! / / PA ARIE AE 

& quit 

Held 1 message in /var/mail/client2é 1 

(3) FEAMMR. 

D RLEARN clientl@smile.com, 4A team1@smile.com. 

a te AP nat A telnet HEAT WM. 
[root@clientl ~]# telnet mail.smile.com 25 

Teying Toe L608 700 2s... 

Connected to 292.166.3303. 

Escape character is 1)". 

220; Marl .smile com ESMIP Posturi x 

helo smile.com 

250 mail smile. com 

mail from:clientl MN ee 

POO 2b 0s OR 

rept to: teaml //#EACHOHE , lal aR 

BS Oia ed Ok 

data 

B54, Bnardata Wren <CRe<e> CRS <b> 

RHA: clientl@smile.com, MFA: teaml@smile.com 

250 (20000 Oke cuened esodd PEC OOm 

quit 

Z2i2.0) 0) Bye 

Connection closed by foreign most, 

Q) ZENA Fig RE AE client], client2 Fil client3 AYWACESR. TEA vig clientl 44 client3 

FAP. 
[root@clientl ~]# telnet mail.smile.com 110 

Zo/ 
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Tey ing Sache Oh eo. Dc se 

Connected to mail.smile.com. 

RacCape ‘charagter tie. 74k. 

+OK [XCLIENT] Dovecot ready. 

user client3 

+OK 

pass 123 

+OK Logged in. 

list 

+OK 2 messages: 

28.9 

e- 3L 4. 

retr 2 

+OK 311 octets 

Return-Path: <clientl@smile.com> 

X-Original-To: teaml 

Delivered-To: teaml@smile.com 

Received: from smile.com (unknown [192.168.30.111]) 

by mail.smile.com (Postfix) with SMTP ad 11/e8C9o0R 

for <teamle. Mon, -~6 Aug 2018 2os4d22 51 406002 (CSL) 

BEX: clientl@smile.com, WEA: teaml@smile.com. 

quit 

+OK Logging out. 

Connection closed by foreign host. 

[root@clientl ~]# 

(4) Wes eet MX 

client2 #ll client3 FAAP AW. FEIRA ah me A LAA BE teaml 4H AY i Hb AA ZA Wc BI 

192.168.30.0/24 PIE client] HRA. Rees tiSaun Fk (teaml FF clientl. client2, 

client3 ). 

[root@RHEL7-1 ~]# mail -u clientl 

{[root@RHEL7-1 ~]# mail -u client2 

[root@RHEL7-1 ~]# mail -u client3 

is a 

208 

11. 7£192.168.10.0/24 PI EH FET Miz 

(1) WWiKA PR ty ZR 

IP HetEA 192.168.10.110/24, BRIARISEH 192.168.10.3, DNS ARS48N 192.168.30.3. 

AEP ig AY IP Hodis Bee A BOR, BOARS. DNS Hea 48 Hob Se i BIE 

(PE Fa 5 192.168.30.3, 192.168.10.3 Al 192.168.20.3 AVI (SHI . 

(2) HREM It ( AEA tt client] _E ). 

Ay HFA client2 # client3 BEVCHBE, Witney, LA Client2 Afi). 

[root@clientl ~]# telnet mail.smile.com 110 

TevanG LIZ AGG. sg 0 iS. 

Connected to mail.smile.com. 

Escape. character -1s..'o] ". 

+OK [XCLIENT] Dovecot ready. 

user client2 

+OK 
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pass 123 

+OK Logged in. 

ivst 

+OK 4 messages: 

19307 

Fe Slee 

2320 

4-311 

retr 4 

+OK 311 octets 

Return-Path: <clientl@smile.com> 

X-Original-To: teaml 

Delivered-To: teaml@smile.com 

Received; from smile.com (unknown [192.168.30.111]) 

S by mail.smile.com (Postfix) with SMTP id 1178C90E 

_ for <teaml>; Mon, 6 Aug 2018 18:42:51 +0800 (CST) 

CBA: clientl@smile.com, WFAA: teaml@smile.com, 

(3) BIRCE RE Ac wll ik. 
“FB AIH team1.smile.com [XJ [nr] team2.smile.com FA Fi in FEA BE 

BAEAS client1@smile.com, WAH team2@smile.com, 

D EP aA A telnet HAE WEEMIE] 11-7 Bra. 

root@clientl:~ A o x 

File Edit View Search Terminal Help 

Trying 192.168.30.3... 
Connected to mail.smile.com. 
Escape character is '“]'. 
helo smile.c220 mail.smile.com ESMTP Postfix 
helo smile.com | 
250 mail.smile.com 
mail from:clientl | 
250 2.1.0 Ok 
rcpt _to:team2| 
250 2.1.5 Ok 

ta with R= <(R><| F> ea 

ile. comb ## 15) team2. smile. coms > At BE # | 

[+] 
250 2.0.0 Ok: queued as 53800258 

221 2.0.0 Bye 
Connection closed by foreign host. 
[root@clientl ~]# 

11-7 FE Pum TeA Min 

team2 Min FAP AWE 3 STALE 

Q Mea arvigWlin, AA 11-8 Bras. 
[root@RHEL7-1 ~]# mail -u clienta 

[root@RHEL7-1 ~]# mail -u clientb 

[root@RHEL7-1 ~]# mail -u clientc 

12. 7£192.168.20.0/24 PES Mizt 

(1) ZPRIERE DAS PH AA Outlook HEFT REWCHIB ER Mist, AN FER 

(2) EEPL 192.168.10.88 Eq epWlist (DNS 4 192.168.30.3, BRIAR H 192.168.10.3 ). 

BBY 
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root@RHEL7-1:~ = Oo x 

File Edit View Search Terminal Help 

[root@RHEL7-1 ~]#|/mail -u clienta 
Heirloom Mail version 12.5 7/5/10. Type ? for help. 
"/var/mail/clienta": 1 message 1 new 
ane clientl@smile.com Mon Aug 6 19:15 10/363 

& {1 
Message 1: 
From clientl@smile.com Mon Aug 6 19:15:04 2018 
Return-Path: <clientl@smile. com> 
X-Original-To: team2 
Delivered-To: team2@smile.com 
Status: R 

fA teaml. smile. com& t® fj team2.smile. com P Mm A RHR 

& quit 
Held 1 message in /var/mail/clienta 
[ root@RHEL?7 -1 state -u clientb 
Heirloom Mail verston-t2-5 7 . Type ? for help. 

"/var/mail/clientb": 1 message 1 new 
>N 1 clientl@smile.com Mon Aug 6 19:15 10/363 
&( quit | 
Held 1 message in_/var/mail/clientb 
[root@RHEL7-1 ~]#|/mail -u clientc 
Heirloom Mail version 12.5 7/5/10. Type ? for help. 
“/var/mail/clientc": 1 message 1 new 
>N 1 clientl@smile.com Mon Aug 6 19:15 16/363 
& 1 hae 
Message cee 
From clientl@smile.com Mon Aug 6 19:15:04 2018 

El11-8 ARS eSB ARPU+A 

By a WGA [EEL 192.168.10.88 {2} Postfix HR4>-#8 2088 j 

QD 4F 192.168.10.88 EAIKABE, ACHAESLABETEAA Postfix HBCFIUAE 
[root@clientl ~]# telnet 192.168.10.3 25 

Teying 192.166.7303... 

Connected to £92.10608-10.3. 

Bseape character is (°|*. 

20 Wail emile com ESMIP Postfix 

helo smile.com 

250 mail.smile.com 

mail from:clientl 

200 26 0 OK 

rept to:client2 

554 5.7.1 <unknown[192.168.10.88]>: Client host rejected: Access denied //4{2#! 

421 4.4.2 mail.smile.com Error: timeout exceeded 

Connection closed by foreign host. 

2) EF 192.168.10.99_- (DNS *W 192.168.30.3, BRIAPISEN 192.168.10.3 ) AH, ARDY, 
[root@client! ~]# telnet 192.168.10.3:25 

PEying 1OL 2P6s £0.30 a 

Connected to 107.168.7103. 

Bscape Character 2a} 

220 mail.smile.com ESMTP Postfix 

helo smile.com 

250 mail.smile.com 

mail from:teaml 

2 Soo ds GO 

rept to: team2 

ZOU 2 akg OR 

data 



S@Oe e547 Postiix AMPA 
354 End“data wath <CR><LF>2-<CR><LF> 

Teaml TO team2!! 

250 2.0.0 Ok: queued as 5FCOE25F 

quit 

224° 250.02 Bye 

Connection closed by foreign host. 

11.5 Postfix HES 

Postfix DUAEIRA, LEP USAR EK, ACE te 28, MAA DNS AR SEZ 
te FR, — BART HH a, AT Ee CHB EAR SF a RMB 

11.5.1 FRE ALARA SS Bs 

2 Pn MUA ATR AB-RES , SORE ICAP EU DAR AEA a, ZeHA AS Cy 

EFS AMER as, RA A EEA DNS fA AWE RY. WR AL, AP EAE 

Sig A DNS HRA tie 2 al) SF FR TA) AA 
1. BP vt 

htt & PP vg BCS AY DNS ARaS-4& IP Heb AES EA. BT AG, Linux #74/etc/reslov.conf X1#, 

Windows FA Pea RAY TCP/IP DU HE, FEMS FA host tip 2 RET BEARS A, 

2. DNS sRss28 
FJ FF DNS Aka 45H) named.conf fF, trearHheFAR a ae KIA ee ee, FFE 

Yn AY DK OC AP MX idk. ik, Bere TWA. 

11.5.2 Sark AM 

Pa SAB PUGERSIRS a, saslauthd ARS QAR HH BRIBE IS 1T , eer BUF AR 

FAV GERM. FEAR AEE a oi Hs A RS, REE saslauthd EAI A, AF 

11.5.3  FAB#E Fic Bit Bee il 

Pte EA MUA [el RP REE, URI Disk quota exceeded ABI 

fe, WU BEAR RWC TY HB AES a] ZEA BFS ECS a 

POAT, PWC AZT RR IE, ee eH EP a Sg Do fee As la], AA Ea elie E-mail, 

11.5.4 ABFARS eal S Pic/LES 

(1) —7 FE DNS ARS AEE, PRUE DNS IRA 4841 postfix Ika 48. AP a (a 

HIE 

(2) KA ASA LED Kay (ARS Bog A). 

(3) EDO SELinux KA] (iON disables ), raed CF 4E/etc/sysconfig/selinux, BY 

(AMR ATS 
setsebool -P allow_postfix_local write_mail_ spool on 

setsebool -P allow_saslauthd_read_ shadow on 
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PIZE ARS aiIS2. AS SS rEM Linux hk (3B 3 hh) 

(4) FERRA MIR EEL AY eRe sk, ct AE (EEA ie HTT. PRE 

{A fi, FACE 

(5) GERULS ACEC HE Tea IRL RE SE I ERA, A ANTES I] Sa, 

AY DAK See BU UR KAS Fd BPE, KT SE haa AA! 

11.6 InBSeR 

1. sani 

SCUBA ARV: SEVIS ic SpE BPRS ai 

2. INBSVIIBAY 

© HERA SEBEL POP3 HGF HRA tr HY 2c 7p6 Sj AIC ; 
© ARSE ALS IL IAS BES Bee SE ope: 
@ AEP EARS HR wR 11-2 SLIME 

3. MBBS s54S ACS Sees at 

WER: EEE CARRE EF; Aly B25 ee 
CAH ia Sak long.com, Bok MAT i TAME HEA username@long.com #4xk. fT 

FAY VAG ED a NP EC Ac 

(ES: (RUCUBCEARA AEE IP HEN 192.168.1.2, BRYA mail.long.com. iA! POP3 Fil 

SMTP Hk ar, Aa Pa A se pkr F abe; MBP Be He ACI BI] Internet _, [FJ Internet 

EAS FAP te ne FEE BI Ee A aS PB I 

4. WBSVIAS 
(1) 2 DNS ZERB AEH AY TE 

(2) AY Linux At FBP A BE TIE 

(3) (HAA telnet ETT ABE AY AaK AIBC HIM isk 

5. {— teh 

ASHEN A Se ATT A SUI, RES I RR 

1.7 BRM 

—. ae - 

1. HARARE AS eR ste user@RHEL6.com, —7 Sse BAYH HB 3 BBP ZH, oS 1 

fe 

MBP RAS , oe 2 abate , 3 hae : 

2. Linux AZ PAH FEA ess 3 TAA: : Ail 2 

3. AWS HS , Ail . 

4. SMTP #RU LVEE TCP YY wig Ll, POP3 BRi\ C/E: TCP 1) BiG A 

—. wore 
1. FORFAR YE Pa BUF LA ( )o 

A. SMTP B. IMAP4 Ce.) POPS D. MIME 

2. AIA Access SCP iC Fs HEE HP 2 ie 224 IR access.db BE, He Be AS ( a 

A. postmap B. m4 Cy Sabeess D. macro 
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SO fas EE Postfix AAAS as 

3. FAK PEt] Postfix ARS ae HB PARA SCE SE ( Ne 

A. main.cf B. postfix.cf C. postiimconf « D. access.db 

4. HISAR ACA REE PD BPS AIRS tit, FT AGES SMTP, tT LEY ( JE 
res Ws ai Be TEP cvver D. 

ai ) ARERR ARSC ZA AB 

A. FAP B. {UHR Sat OC. FTE D. 

6. Ze Linux BAT FAME MTA ARSBE2 ( ) 
A. Postfix B. qmail C. imap by 

7. Postfix #¥ FA MTA 4x ( ys 

A. sendmail B. postfix C. qmail 1D. 

8. Postfix HW) FACE Ce ( ye 

A. postfix.cf B. maim.cr C. access DD: 

9. Access Hae PUI PE HERE ( ye 

A. OK & REJECT C. DISCARD by: 

10. BROAD AB De FECES JE 
A. /etc/names B. /etc/aliases 

C. /etc/postfix/aliases D. /etc/hosts 

=. fayaek 
1. BH A AR A 

2. fay BAL FMEA eA 

FOP 

PeLEMANE LH 

sendmail 

exchange 

local-host-name 

RELAY 

3. FASB YEARS HTTP. FTP, NFS 2582 F ARS RESIS ER KK IEA? 

4. HABEAS MUA, MTA, MDA —#FHIRS- 48 RP IEA? 

5. BEALE Dovecot AR FEF PR il APE FE PLEA 2 

6. iE SCH a4 (ae RE BNA? UIE 

1.8 Le jw 

1. SCPNPRVETES 11-2 “PAY Postfix DAA A 
2. (BECHARA ASA IP Hatit oY 192.168.0.3, 34°24 mail.smile.ccom. iffy? POP3 Fl SMTP 

WR at, Aaa Pay ADP se HE AE; HIS APE HE ACK BI] Internet ., [AJAY Internet [AY HA 

Pt REF EAMA Ae BP) ARB A BAR AK At A LOOMB, WACHB PRR AA 

20MB, FH HER HP BEN AE 
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